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Collection is one of the essential activities in intelligence. Not only does it involve some 

of the most daring and technically adept aspects of intelligence, it is also a major part of 

the United States intelligence budget. It even forms the basis for the security 

classification system, with classification of intelligence stemming from the harm that 

would be done to U.S. national security if the basis by which intelligence was obtained 

were revealed. 

 

Much of the intelligence collection system that the United States developed over many 

decades was dictated by two factors: the nature of the Soviet state and the ability to adapt 

or to create technology to penetrate that intelligence target. The Soviet Union was vast, 

secretive and largely what intelligence officers call a "denied area." Much of what the 

United States most wanted to know about it took place deep in its interior, driving the 

U.S. to find ways to penetrate that space with technology -- balloons, then airplanes and 

then satellites. The Soviet Union and other nation states were and are somewhat 

appealing intelligence targets, because some major aspects of what we wish to know 

"self-reveal." Military bases, large scale deployments and long-distance weapons tests 

(e.g., missiles) cannot be easily hidden. Of course, much that we wish to know -- plans, 

intentions, underground facilities, for example -- also remains more difficult to discover.  

 

The collapse of the Soviet Union in 1991 and the end of the Cold War seemed to usher in 

a new international order. Theorists talked about "the end of history" and how 

transnational issues -- terrorism, crime, WMD proliferation, etc. -- would replace nation 

state issues. These blithe forecasts turned out to be inaccurate. The old agenda of nation 

states was not replaced by the new agenda of transnational issues. Instead, the old agenda 

remained, with the new issues added to it. The end result has been a growing complexity 

of collection problems that, coupled with a series of other factors (particularly a decade 

of severely constrained budgets during the 1990s and aging collection systems), have left 

intelligence collection in a state of uncertain transition.  

 

The Nature of the Targets 

 

As noted, much of what we wish to know about nation states -- their military capabilities 

-- self-reveals by virtue of the size and scale of these activities, and by virtue of the fact 

that militaries tend to run on fairly routinized and predictable schedules. For example, 

from 1968 to 1993, the United States held REFORGER exercises to practice and to 

demonstrate its ability to reinforce NATO against a Soviet invasion. Every November, 

the Soviets would parade military equipment that they wanted the United States to see 

through Red Square. Militaries not only have large physical plants, they also have large 

communications nets, logistics support and an industrial base. 
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When we move into the political sphere, intelligence collection gets more difficult. The 

target sets are smaller and individuals are inherently less predictable than are military 

machines. Still, there will be easily identified and located targets, communications nets, 

publications, speeches and so on. 

 

Transnational activities are much more difficult to collect intelligence on, in part because 

they do not take place within one nation. By definition they are regional if not global in 

scope. Moreover, many of them are illicit by definition and so operate clandestinely, 

seeking to hide as much of their activity as possible. Their scale also tends to be much 

smaller. Terrorist cells are very small groups, all of whom are well known to one another. 

Narco-traffickers have multiple sources of narcotics and multiple routes by which to 

move it. None of these groups rely on the same types of extensive communications nets 

that nation states do. Indeed, the target may be a single cell phone that is jettisoned 

immediately after it has been used. 

 

Former acting Director of Central Intelligence John McLaughlin aptly captured the 

difference between nation state targets and the terrorist targets. With the Soviets, 

McLaughlin noted, we knew their capabilities but not their intentions; with terrorists we 

know their intentions but not their capabilities. 

 

Intelligence Collection Planning 

 

This problem of having two distinct types of collection targets is exacerbated by the time 

it takes to plan, design and launch a sophisticated collection system. Experts in the field 

usually give an estimate of anywhere from 10 to 12 years between initial conception and 

first launch. Thus, collection system planners have to make some sort of educated guess 

as to what the world will be like and what the major national security concerns will be far 

into the future. This long lead time has been of concern to Director of National 

Intelligence Mike McConnell, who has sought to revamp the acquisition process in order 

to reduce this time line.  

 

To give a concrete illustration, no one would have faulted a planner working on a 

projected collection system in 1978 for assuming that the Cold War would go on much as 

it had for the previous 40 years. But even if everything went very well with a system 

being planned in that year, it would have been launched at best in 1988, when the Soviet 

Union was already in its death throes. It would be far too late at that point to make major 

alterations to the system, unless one was willing to countenance substantial delays in 

launch. But since new systems are usually planned to replace aging ones, and the greatest 

fear is a collection gap, delays are often unacceptable.  

 

Even if collection planners had been particularly prescient in 1978 about the future of the 

Soviet Union, the chances that they would have identified terrorism or narcotics as targets 

and proposed an approporiate collection system -- instead of the traditional large imagery 

or signals satellites common at the time -- would not have been good. 

 

The State of Collection Today and Tomorrow 



 

It is important to remember that one of the major goals of the U.S. intelligence collection 

system is to design and bring to bear as many different types of intelligence as possible 

on any given target or issue. 

 

To that end, intelligence is divided into five different types or disciplines:  

 

HUMINT, or human intelligence, meaning espionage;  

GEOINT, formerly IMINT, meaning images or pictures; 

SIGINT, or signals, meaning a wide range of communications;  

MASINT, or measurement and signatures;  

OSINT, or open source.  

 

Each of these INTs, as they are called, has specific strengths and weaknesses, and some 

are better suited for certain targets than are others. (Each of the technical INTs -- 

GEOINT, SIGINT, MASINT -- also have significant subsets of collection but these are 

beyond the scope of this article.) 

 

Next page: The long road back for HUMINT. . . 

 

HUMINT is especially well-suited to issues like plans and intentions. But it is also 

extremely fragile, dependent as it is on getting access to people who have the intelligence 

that is needed and then finding a means to recruit them into supplying that intelligence. 

HUMINT's fragility is also magnified by its dependence on the reliability of individuals. 

Are they telling the truth? Are they double agents? Are they purposely feeding you 

information that they want you to know? The possibilities for deception are large and 

exhausting. 

 

One of the major recent HUMINT problems for the United States was the severe 

degradation of the capability during the steep budget declines of the 1990s. As overall 

numbers of intelligence employees declined, HUMINT, which actually operates on a 

very small base, suffered greatly. Former Director of Central Intelligence George Tenet 

has said that, in 2001, the FBI had more officers deployed in New York City than the 

CIA had clandestine officers deployed worldwide.  

 

Since 2001, much more emphasis and resources have been devoted to HUMINT, with 

President George W. Bush ordering a 50 percent increase in clandestine service officers. 

But just as there are long lead times for satellites, there are also lead times for clandestine 

service officers. Experts estimate that it takes about seven years before a clandestine 

services officer is fully up and running, able to operate on his or her own. It takes time for 

officers to learn the tradecraft involved, to learn their cover stories and the languages they 

need -- an especially difficult issue in the United States, where even higher education 

tends to place very little emphasis on foreign language skills. Thus, officers hired in the 

immediate aftermath of the 2001 terrorist attacks are just coming into their own 

professionally at the beginning of 2009. 

 



HUMINT also entails political risks that other types of collection do not. If an officer is 

caught conducting espionage there will be political costs. If the officer has official cover 

(that is, status as a government official) he or she will be expelled. If the cover is non-

official then the officer will be arrested and jailed for some period of time until an 

exchange can be arranged -- if possible. Either way, there will be political costs. Thus, 

the use of HUMINT depends very much on the willingness of policymakers to run these 

risks. This willingness has varied from president to president; Barack Obama's views on 

this are unknown at this point.  

 

For both GEOINT and SIGINT the key issues are capabilities, cost and volume. Both of 

these disciplines still rely on systems that were built largely to cover the Soviet Union 

and other nation state targets. Therefore, they are not as well-suited for some new 

transnational targets. However, given concerns about Russia, China, Iran, North Korea 

and other states, we cannot wholly abandon the nation state paradigm either. In addition, 

many of the current technical collection platforms are aging and are nearing the end of 

their mission lives. Collection managers therefore have to decide what types of satellites 

to build as replacements, raising cost as an issue. Collection satellites are extremely 

expensive. Actual costs are classified but they are estimated to run to close to $1 billion 

at a minimum per satellite. Congress has significant influence on such decisions, as it 

must allocate dollars to any proposed satellite system. While Congress obviously funds 

all of the intelligence disciplines, the comparative costs for HUMINT are much smaller. 

 

Congress has been increasingly concerned about the return that the nation gets on its 

intelligence investments. This became a major issue in the development of the next 

generation of GEOINT satellites, known as FIA, the Future Imagery Architecture. FIA 

was a problematic program from the outset, with members of congressional intelligence 

committees skeptical about having to spend much larger sums of money for new satellites 

that would not appreciably increase or improve the imagery being collected. The FIA 

program ultimately collapsed as costs increased and as Boeing, which had won the 

contract over longtime incumbent Lockheed Martin, ran into a series of technical and 

management issues. In 2005, FIA was killed by DNI John Negroponte, leaving the future 

of GEOINT collection unclear. 

 

One important adjunct to government GEOINT efforts is the growth of commercial 

imaging satellites. These have been in existence for many years but their capabilities have 

continued to improve to the point where they are now startlingly accurate. Thus, the 

government can use these satellites as a means of increasing GEOINT capabilities. But 

others can also purchase the services of such commercial imagery providers, including 

terrorists plotting operations and buying imagery through false fronts. An intelligence 

capability that was once the preserve of two nations (the United States and Russia) is now 

available to virtually anyone worldwide. 

 

SIGINT satellites face some of the same issues but have not had the same problematic 

history as GEOINT systems. SIGINT faces two other stresses as well. The first is the 

sheer explosion of SIGINT targets -- from cable intercepts (World War I) to radio 

intercepts (World War II) to a world flooded with fixed telephones, cell phones, faxes, 



emails, instant messaging and the worldwide web. It is a target rich -- if not 

overwhelming -- environment. The second problem for SIGINT is languages. Intercepted 

signals not only have to be decrypted -- if they have been encrypted -- they also have to 

be translated. The dearth of linguists is an ongoing problem across the U.S. government 

but especially among SIGINT analysts. (According to the Modern Language Association, 

only 8 percent of U.S. undergraduates study a foreign language at some point.) 

 

MASINT is probably the least understood intelligence discipline. Operating across and 

beyond the electromagnetic spectrum, MASINT derives intelligence from physical 

phenomena: nuclear radiation, sound, electromagnetic radiation, and so on. MASINT is 

crucial for intelligence gathering on such issues as WMD proliferation. MASINT suffers 

from the fact that it is divided between two agencies -- the Defense Intelligence Agency 

(DIA), and the National Geospatial-Intelligence Agency (NGA) -- and from the fact that 

most policymakers who see a MASINT product do not realize that this is what they are 

looking at. MASINT sensors on satellites also tend to suffer when competing for space 

with GEOINT sensors that are more useful to military targeteers. 

 

Next page: The need to strengthen Processing & Exploitaiton. . . 

 

A key issue for each of the technical INTs is processing and exploitation, known as P&E. 

Processing means taking collected intelligence and putting it into a form in which it can 

be used, such as taking digits and converting them to pixels and then enhancing the pixels 

to create a sharp image. Exploitation means the initial analysis of that processed 

intelligence. These "downstream activities," as they are called, are obviously essential 

functions of technical intelligence collection. However, they tend to receive much less 

funding than the collection of raw data. 

 

Both the intelligence community and Congress are complicit in buying new collection 

systems but not providing adequate P&E to support them. In fairness, during the last 

decade Congress has been a much stronger advocate than the intelligence community for 

putting more emphasis on P&E. One of the stumbling blocks that the now-defunct Future 

Imagery Architecture hit was the fact that there would not be more P&E to support the 

increased collection it would provide, so more money would be spent to end up with 

roughly the same number of images as before. It is very difficult to define an optimal 

level of P&E capability, and no one advocates processing each image or each signal. But 

there is widespread agreement that P&E tends to lag way behind collection. 

 

Two other concerns for technical collection must be noted. The first is denial and 

deception, known as D&D. Simply put, more and more nations have increasing 

knowledge about how the United States collects intelligence, allowing them to take steps 

to avoid activities during collection passes (denial) or to mask or falsify activities 

(deception). Given the nature of D&D, it is very uncertain how much of it takes place. 

D&D can also become an analytical trap, if analysts use it as the "default setting" to 

explain why they cannot find what they are looking for -- a problem that plagued the 

2002 estimate on Iraq's WMD capabilities. 

 



The second concern is vulnerability. Orbiting satellites are fragile and can be disrupted or 

destroyed. Both the United States and the Soviet Union explored anti-satellite (ASAT) 

capabilities but eventually ended these programs. China, however, successfully tested an 

ASAT in January 2007. (The United States, for its part, destroyed a failing satellite with 

an anti-ballistic missile in February 2008.) The United States is especially concerned 

about ASATs not only because of the threat they pose to intelligence capabilities, but also 

because of the U.S. military's reliance on satellites for communications. Satellites can be 

hardened, up to a point, to reduce ASAT lethality, but this entails costs and imposes 

restrictions on the collection playloads that they can house. 

 

Next page: Intelligence collection in the Internet age . . . 

 

Finally, we come to OSINT, meaning any intelligence that is not classified or proprietary. 

There has been an explosion of OSINT over the last several years, with the collapse of 

closed communist states, and the advent of the Internet and a plethora 24-hour news 

services. As with the other intelligence disciplines, much more OSINT is collected than 

anyone can possibly absorb. But OSINT has also traditionally suffered from a certain 

lack of status in the intelligence community. After all, if it's not secret, how valuable can 

it be?  

 

OSINT's status has been enhanced in recent years with the creation of a DNI Open 

Source Center, but it still remains a less-than-equal intelligence discipline. OSINT is less 

likely to offer the same types of insights as the secret INTs, but it remains the best place 

to begin collection. Why go to the effort and expense of HUMINT or technical collection 

if the same intelligence can be gotten openly? 

 

Even though OSINT is not classified, it still requires some degree of processing and 

evaluation. It may have to be translated into English, for example. And analysts still have 

to question why certain statements are made or speeches given. Is there a motive? Is there 

a hidden message or agenda? 

 

The worldwide web is seen by some as a great boon to OSINT and to intelligence in 

general. But there are advantages and disadvantages to using the Internet for intelligence 

collection. On the plus side, there is a great deal of information on the Internet, including 

Web pages, chat rooms and blogs, and it is more easily searched than hard copy sources. 

But a great deal of dross is turned up by even a sophisticated Web search, and false or 

deceptive information is posted quite easily on the Internet, leading to OSINT D&D. The 

Web is also a counterintelligence concern, as it can be used a means of clandestine 

communications, embedding messages in what appear to be benign Web pages, a practice 

known as steganography. 

 

Where Are We Going?  

 

A recurrent debate in intelligence collection is the question of the right mix of the various 

INTs. Traditionally, after any sort of surprise, such as the 9/11 attacks, there is a call for 

more HUMINT. Unfortunately, there is no standard collection recipe, where you add a 



little of this or less of that and end up with the right answer. Certain intelligence 

disciplines are better suited for certain kinds of problems, but there is also an 

opportunistic aspect to collection. By having multiple means of collection, the 

government is more likely to find the intelligence it needs, but also to have enough 

intelligence of various sorts to allow analysts and policymakers to test one collection set 

against another, thereby avoiding single-thread thinking, group think or denial. 

 

The cost of collection will always be a daunting challenge, not only for the collection 

systems themselves but also for the research needed to create ever better systems to 

collect against ever better informed foes. The demise of FIA, for example, represents a 

loss not only to the nation's GEOINT capabilities but an opportunity cost across all 

intelligence. And, as the U.S. intelligence budget flattens and perhaps descreases, the 

strains on new collection will increase. 

 

Finally, it is important to remember that even with the most sophisticated collection 

capabilities, intelligence still comes down to people. People perform the P&E and 

analysis that turns collection into intelligence that can be used by policymakers, which is 

the ultimate purpose of the entire intelligence enterprise. 
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