
This content downloaded from 198.91.37.2 on Sat, 09 Jul 2016 21:04:30 UTC
All use subject to http://about.jstor.org/terms



26

283

Espionage and the 

War on Terrorism

I wish to desert from the US Army. I wish to defect from the United States. 

I wish to join al-Qaeda, train its members, and conduct terrorist attacks.

National Guardsman RYAN ANDERSON on an FBI videotape, 
quoted by Counterintelligence Centre, “Ryan Anderson”

The thought of a spy or saboteur working for terrorists inside the US military 
or anywhere in the US government is chilling. Ryan Anderson, fortunately, 
offered his services not to terrorists but to FBI agents engaged in a sting 
operation against the young guardsman. 

Anderson seemed like the baby-faced boy next door. He was raised in 
Everett, Washington, a city about twenty-five miles north of Seattle whose 
official website boasts that it is “an All-American city” with the second-
largest marina on the West Coast and “some of the best salmon and steel-
head fishing in the world.”1 The son of a schoolteacher, Anderson followed 
the typical path of many young boys in Everett during the 1990s, attending 
a Lutheran church with his parents, graduating from a local high school, 
and then attending Washington State University, where he studied Middle 
Eastern history. 

Anderson was so attracted to the Middle East that he converted to Islam 
before earning his college degree in 2002. After graduation, he joined the 
Army National Guard and was stationed at Fort Lewis in his home state. 
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Sometime before the scheduled deployment of his unit to Iraq in late 2003, 
the boy next door was lured by extremist fundamentalism and transformed 
into “Johnny Taliban,” as he was later dubbed by the media.2

The few classmates and teachers who remembered Anderson from his 
student days claimed that he frequently adapted his personality to gain 
acceptance by various cliques.3 While in the Washington National Guard, he 
tried to join a far more dangerous clique than those of his school days. He 
began roaming through extremist chat rooms on the internet under the alias 
“Amir Abdul Rashid” to contact al-Qaeda, claiming that “I share your cause.” 

Thankfully, no one from al-Qaeda contacted Anderson, but his notes 
attracted the attention of a concerned citizen, Shannen Rossmiller, a judge 
in Montana who surfed jihadist websites on her own initiative to seek any 
hints of impending terrorist attacks. She baited Anderson with a phony 
exchange of e-mails and, shocked when he admitted that he was a National 
Guardsman, she immediately contacted the Department of Homeland 
Security, which in turn called the FBI. 

The army and the FBI identified Anderson and launched a sting opera-
tion.4 In late January 2004, FBI agents posing as jihadists met with the 
unsuspecting Anderson. The budding terrorist, who was a tank crewman in 
the National Guard, not only told them that he wanted to attack America 
but also offered sketches of army tanks and information about tanks, weapons, 
and vulnerabilities of armor deployed in Iraq. He was arrested in February 
2004 on five counts of attempting to aid the enemy and providing intelli-
gence to a terrorist network. Although his defense counsel claimed that he 
suffered from mental disorders, the twenty-seven-year-old guardsman was 
convicted at a court-martial and sentenced to life imprisonment without 
possibility of parole. Anderson was an immature, delusional, and, fortu-
nately for the United States, hopelessly inept volunteer who was caught 
before he could inflict harm against American troops in Iraq. His case, how-
ever, was not an isolated incident. 

Paul Raphael Hall

In 2001 Paul Raphael Hall of Phoenix, a convert to Islam who went under 
the name Hassan Abu Jihaad, served as a signalman second class aboard 
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the naval destroyer USS Benfold operating in the Middle East. Just a few 
months after the al-Qaeda bombing of the USS Cole in Yemen, Abu Jihaad 
communicated with a well-known website run by Azzam Publications, a 
prominent recruitment and propaganda arm for extremists. Azzam was 
headed by Babar Ahmad, a British citizen of Pakistani origin who was under 
investigation by the British authorities.

During a search of Ahmad’s London residence, the British discovered 
e-mail correspondence regarding movements of the aircraft carrier bat-
tle group that included the Benfold together with information about 
potential vulnerabilities of the ships to terrorist attack.5 The British 
passed the information to the US authorities, whose investigation sur-
faced Abu Jihaad as a likely suspect. The FBI used an undercover source 
acquainted with Abu Jihaad to gather additional evidence.6 Abu Jihaad 
was arrested in March 2007 and sentenced to ten years each on counts of 
transmitting classified information and material support to terrorism. 
On appeal, a judge subsequently overturned the conviction on material 
support to terrorism because of technicalities inherent in the legal statutes, 
but the conviction on the other count stood and Abu Jihaad is serving his 
ten-year sentence.7

Ali Mohammed

Ryan Anderson and Abu Jihaad were not alone. A half dozen similar cases 
have been documented and discussed by Daniel Pipes in his article “Penta-
gon Jihadis.”8 The most disturbing case involved Ali Mohammed, a former 
major in the Egyptian Army who was recruited by Ayman al-Zawahiri into 
the Egyptian Islamic Jihad before the radical group merged with al-Qaeda. 

Perhaps more than any other case, Ali Mohammed illustrated the poten-
tial danger of terrorist infiltration in the US government. In September 
1985, Mohammed traveled to the United States and married an American, 
which subsequently facilitated his acquisition of US citizenship. A year later, 
he enlisted in the US Army and became a supply sergeant but, due to his 
background, was primarily assigned as an instructor on Middle Eastern 
issues at the John F. Kennedy Special Warfare School in Fort Bragg, North 
Carolina. He also used his considerable military experience to provide 

This content downloaded from 198.91.37.2 on Sat, 09 Jul 2016 20:58:47 UTC
All use subject to http://about.jstor.org/terms



Espionage in the New Millennium

286

weapons and explosives training to terrorists who were later responsible 
for exploding a truck bomb in the World Trade Center in 1993. 

After his honorable discharge from the army in 1989, Mohammed moved 
to the forefront of al-Qaeda operations based on his military skills and US 
experience. He personally orchestrated Osama bin Laden’s moves to safe 
havens in Sudan and then Afghanistan and trained the al-Qaeda leader’s 
bodyguards. He then provided military training to al-Qaeda in Afghanistan 
and to Somali tribesmen before the October 1993 tragedy depicted in the 
film Blackhawk Down, in which eighteen US soldiers were killed. In 1998, 
Mohammed advanced even further in al-Qaeda when he played a key role 
in planning the bombing of US embassies in Kenya and Tanzania.9

Ali Mohammed was arrested in 1998 and sentenced to life imprisonment 
for his role in the bombing of US embassies in Africa, but his case serves as 
a stark example of the potentially catastrophic threat from terrorist spies, 
who present more imminent dangers than their Cold War counterparts.10

During the Cold War, American counterespionage often failed to catch the 
spies who penetrated almost every agency of the US government. Until 
these Soviet spies were discovered, they passed secrets that could have 
shifted the balance in a war with the Soviet Union. The Soviets would have 
enjoyed significant military advantages armed with the knowledge of the 
US Navy’s capabilities from the Walker spy ring and NATO’s battle plan for 
Europe from retired army sergeant Clyde Conrad, to name just two. Fortu-
nately, the United States never went to war, and the Soviets never had the 
opportunity to fully exploit the advantages gained from their Cold War 
spies. Once those spies were unmasked, the United States had time to adopt 
countermeasures to offset the damage from American secrets in the hands 
of the USSR.

Now, however, America is at war and no longer has the time to develop 
countermeasures against terrorist espionage. Terrorists, whether from al-
Qaeda or other terrorist groups bent on destroying the American way of life, 
could exploit information from their spies to pinpoint the security vulner-
abilities of potential targets, gauge America’s knowledge of terrorist tactics, 
and ultimately use that insider information to launch attacks. 

Al-Qaeda’s commitment to spectacular attacks on US soil imparted a 
new sense of urgency to America’s counterespionage mission. Imagine a 
Robert Hanssen in the FBI or an Aldrich Ames in the CIA spying for a ter-
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rorist group, compromising American sources who could warn of an 
impending attack. Imagine a Karl Koecher, an illegal infiltrating the CIA 
not for the Czechs but for a rogue state like Iran or North Korea, worming 
his way into a job translating reports from key agents reporting on those 
nations’ links with terrorists. Imagine a Jonathan Pollard not working for 
Israel but for Hezbollah, crawling through intelligence community data-
bases, providing a terrorist group with information about the vulnerabili-
ties of America’s ports and nuclear power plants. The damage that could 
be done by a terrorist infiltrator with the access of these past spies could be 
catastrophic.

The best way to neutralize terrorists’ espionage is to penetrate their 
ranks, just as the CIA and FBI have done over the years by recruiting their 
own spies in state-sponsored intelligence services. Terrorist groups, in 
fact, operate like these intelligence services. Terrorists spy before they 
terrorize. They case and observe their targets. They collect intelligence 
information about their enemy’s vulnerabilities from elicitation and from 
publicly available sources. They vet potential recruits with rigorous 
screening procedures. 

Like intelligence officers, terrorists also practice tradecraft. Materials 
discovered in al-Qaeda safe houses in Afghanistan and other countries 
include training manuals on espionage tradecraft, such as identification 
of clandestine meeting sites and dead drop locations, techniques to 
recruit sources, and tracking and reporting on targets and clandestine 
communications.11

Terrorists also prepare their operatives to live cover, the art of blending 
seamlessly into a target society, with intensity that Soviet illegals would 
have envied. In an al-Qaeda safe house in Afghanistan, US forces found 
handwritten notes with guidance on how to operate under cover, including 
tips on travel in alias, documents to carry, even down to minute details 
about the proper underwear to don in a foreign land.12

For al-Qaeda terrorists, living one’s cover even has the sanction of Islamic 
doctrine. Some of the September 11, 2001, hijackers were believed to be 
adherents of Takfiri wal Hijra, an extremist offshoot of the Muslim Brother-
hood spawned in the 1960s, which claims that the Koran advocates integra-
tion into corrupt societies as a means of plotting attacks against them. 
According to Takfiri precepts, terrorists can play the infidel to gain access 
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to the enemy’s targets and violate Islamic laws, provided the goal justifies 
the otherwise forbidden behavior. Some of the 9/11 hijackers wore expen-
sive jewelry and sprayed themselves with cologne at US airports, believing 
that these Western habits would shield them from the scrutiny given ortho-
dox Muslims. The immersion of all nineteen hijackers into American soci-
ety tragically illustrated the gruesome effectiveness of living cover down to 
the smallest detail.

Because terrorists operate like intelligence services do, they also infil-
trate spies into their target societies. A manual seized in a raid of al-Qaeda 
disciples in Manchester includes an entire section with details on recruiting 
spies, clear evidence of the importance of espionage for jihad extremists.13

Some of these terrorist infiltrators have already been exposed. One al-Qaeda 
recruit, Iyman Faris, a naturalized American citizen, exploited his job as a 
truck driver to plan sabotage of bridges and derailment of trains across the 
United States. 

Al-Qaeda also recruits its members among natives of Western countries 
to blend into target societies. In testimony to the US Senate in September 
2010, Michael Leiter, director of the National Counterterrorism Center, 
emphasized the increased al-Qaeda efforts to recruit Americans and their 
growing involvement in plotting attacks.14 Jose Padilla, a thug from a Chi-
cago gang, epitomized this type of al-Qaeda recruit. After converting to 
Islam in prison, a breeding ground for terrorist recruitment, Padilla was 
trained in al-Qaeda camps to launch a “dirty bomb” attack and could 
maneuver in American society without the scrutiny given those of Middle 
Eastern background.15

Terrorist spies can work in almost any profession that provides the 
access to prepare for an attack—a cafeteria worker picking up snippets of 
information in a mess hall; a crossing guard checking out school bus sched-
ules; or, as the exposure of a plot against John F. Kennedy Airport in New 
York in 2007 demonstrated, an airline employee with motive and access to 
inflict significant damage.16 But the most important spies of all that terror-
ists would hunt are from the US government, especially its intelligence 
community.

Considering their unsavory backgrounds, the al-Qaeda recruits men-
tioned before would presumably have failed to pass muster if they sought 
jobs in US intelligence. John Walker Lindh, dubbed the “American Taliban” 
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after his capture in Afghanistan, was of a different mold. He came from an 
affluent northern California suburb, had no criminal record, and had decent 
academic credentials. His knowledge of Arabic and travel in the Middle 
East may have made him an attractive candidate for US intelligence. Ryan 
Anderson’s résumé—a degree in Middle Eastern history and military ser-
vice—likewise might have won him at least an interview for a job in the 
national security arena. Others with similar experience yet with healthier 
psychological profiles than Lindh and Anderson could be—or may already 
have been—recruited by terrorists to infiltrate the US government.

America has fortunately not suffered irreparable harm from spies 
throughout its history. Spies, to be sure, have caused significant damage 
that has cost American lives and millions of taxpayer dollars to develop 
countermeasures that could have been used to build new schools, roads, 
and hospitals to improve America’s quality of life. Now, however, the United 
States perhaps confronts one of the greatest espionage challenges in its his-
tory. The information from a single terrorist spy could enable devastating 
terrorist attacks resulting in mass casualties.

One of the methods terrorists could use to attack the United States is 
sabotaging vital computer networks. In February 2012, FBI director Robert 
Mueller noted that cybercrimes, including cyberespionage, will pose the 
greatest threat to the United States.17 Both the US government and industry 
have already been victims of this newest form of espionage, and advances in 
information technology will undoubtedly escalate the threat in the future. 
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