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DOUBLE AGENTS: HOW TO GET AND 
MAINTAIN A STABLE

The first purpose of any double agent program is to engage 
the enemy. Usually this means not only enemies but also 

potential and occasional competitors.
Not every intelligence service or police force that seeks 

to penetrate you is an enemy. When the Yanks tried to pen-
etrate the Singapore Special Branch, and had their penetra-
tion doubled against them by Prime Minister Lee Quan Yew 
himself, they were not enemies of Singapore, and nobody in 
the Singaporean government thought so. But the Singapor-
eans ran a fine double agent case against them all the same. 
And so should you against whoever tries to put a worm in 
your apple.

Games are not worth playing for their own sake, of course, 
and when your adversary turns out to be a friend, the best 
thing to do is what the Singaporeans did—cork it off pronto, 
but not before having as much fun as possible at your adver-
sary’s expense. Sometimes you’ll find your friendly adversary 
had a good reason—maybe he suspected a truly hostile penetra-
tion of your service and wanted to have a look at your security 
from inside. Maybe he was right. If he was wrong, slap his 
wrist hard. Then get on with your work against the common 
enemy.
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The first and continuing task in any double agent program 
is to develop leads. The following investigation and planning 
that you hope will result in recruitments is the easy part of the 
exercise.

ASSESSING YOUR OPPONENTS

Assessing your enemy must start with assessing your own envi-
ronment. Here are some questions to consider.

What Have You Got Worth Stealing?

If your environment includes a military unit, a nuclear research 
facility, an embassy, an intelligence office, a factory, or the plan-
ning office of a firm under contract to your government, then 
you’d better get busy making lists of what there is and where 
it is stored.

Who Wants to Steal It?

During the Cold War, the first answer to the question “Who 
wants to steal it?” always was “the intelligence services of the 
Soviet Bloc.” After them, who else might have targeted your 
bailiwick? It depends on what there is to steal. The Dutch are 
probably not much interested in an Air Force base in the Carib-
bean, nor the Argentines in a naval base in the Indian Ocean, 
nor the Indians in a consulate in Auckland. If you find a genial 
Dutchman poking around operationally in Jamaica, look for a 
false flag—a Dutch flag flying on a Czech mast, for instance. 
In such a case, five minutes of conversation with the Dutch by 
your representatives in the Hague or in your own capital will 
get both services off to a nice start on a joint counterespionage 
operation.

On the other hand, you may expect the Dutch to be inter-
ested in anything to do with the former Dutch East Indies, that 
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104 o+ How to Get Double Agents

fifth-largest country in the world now called Indonesia, includ-
ing adjacent areas: the Philippines, Malaysia, Singapore, and 
Australia. They may not mount any hostile operations against 
you in these areas, but don’t count on it just because they are 
such nice guys. And don’t get huffy if they do—their reasons 
are perfectly sound and no less moral than yours. Also, their 
intelligence officers are every bit as skillful as you.

Who Has the Tools for the Job?

A favorite number game to play with your legislature or par-
liament during the Cold War was to compare the number 
of Czech, Polish, Hungarian, Chinese, North Korean, North 
Vietnamese, Cuban, Romanian, Bulgarian, and Soviet diplo-
mats (and identified intelligence officers) with the number of 
your own in any country. You were usually outnumbered, even 
when you counted your allies. Even the United States, with its 
FBI Intelligence Division, was outnumbered at home if you 
considered the rezidenturas targeting the United States from 
Ottawa and Mexico City along with those in Washington and 
New York’s United Nations.

So one of the answers to “Who has the tools?” is the size 
and proximity of enemy official installations. A big installa-
tion means a big apparatus—lots of tools—safe houses, surveil-
lance teams, letter drops, spotters, radio operators, handlers, and 
probably some reporting agents in place.

But if you happen to be isolated from the enemy official 
installations, then what? Well, you have a more interesting 
game: illegals or semi-illegals. This is awkward terminology 
that would not be necessary if the Soviets had been able to 
follow their own original concept of an illegal, a Soviet citizen 
who has adopted as cover the identity and nationality of an-
other country. But the famous illegals have seldom been purely 
Soviet citizens, because they have had to live (“sustain cover”) 

This content downloaded from 198.91.37.2 on Sun, 07 Aug 2016 00:00:20 UTC
All use subject to http://about.jstor.org/terms



as non-Russians. The Russian Kolon Molodiy had lived four 
years of his childhood in California before becoming the Cana-
dian Gordon Lonsdale. William Fischer lived from birth to age 
eighteen in England before becoming the Soviet colonel Rudolf 
Abel and being inserted into the refugee migration to America 
as Emil R. Goldfus. The Polish-born Ukrainian Leopold Trep-
per lived in Palestine and southern France before joining the 
GRU (from the Comintern) and being dispatched to Belgium 
as the Canadian Adam Mikler, later changing his identity to 
that of a Belgian named Jean Gilbert and extending his opera-
tions in Paris.

These days the job of operating an “illegal” rezidentura can 
be given to agents of any nationality, even those with natural 
cover in their own names. The foreign colony anywhere is a 
milieu into which enemy services work hard to insert their 
base chiefs. Because the illegal base chief ’s job is about 90 
percent occupied with communicating by secret writing, by 
radio, and by courier, use your investigative facilities to develop 
leads to any kind of illicit communications. Then recruit a 
couple of deliberately low-level double agents to develop fur-
ther information.

But, you say, detecting secret writing or microdots requires 
a mail intercept program, and that’s illegal. Uh-huh. If you are 
working outside your own country, you may find that there it is 
not illegal; your host country may do it all the time. Furthermore, 
if you’re working abroad, you are illegal yourself. Espionage and 
counterespionage are by definition acts of theft, against which 
there is usually a law. You have to get used to being a criminal 
outside your own country and to being paid for it.

At home, your job is to enforce the law. If that law forbids 
reading other people’s mail, then quite simply you don’t do it. 
But in most countries, there are provisions within the law for 
legitimate investigation by authorized agencies. Your outfit will 
have clear guidelines.
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106 o+ How to Get Double Agents

As for radio—wait until you are in place. You’ll not be lack-
ing for help.

Whom Have You Got Worth Recruiting?

To steal what you have, your adversary has to use people. He has 
to recruit agents with access. So the first question is, who has 
access to the list of sensitive information that you have already 
prepared? You have to go through the drudgery of copying ros-
ters and making lists, and do not rely on the lists of people with 
security clearances that somebody else has assembled. These 
days, half the world has a security clearance, and the other half 
has access to what they are not cleared for.

Be consoled by the knowledge that your lists will be better 
and will have required less work than the same lists being put 
together by your adversary. He has to work harder to get the 
same information. Be further consoled that your lists can form 
the basis for a “dangle” (provocation) program.

Access to sensitive material is only one reason for enemy in-
terest in your personnel. Remember the case of Oleg Tumanov, 
a twenty-one-year-old Russian sailor who jumped ship in No-
vember 1965, was routinely debriefed for the tiny amount of 
information he had, and was then given a job at Radio Liberty 
(RL) in Munich? Twenty years later, he disappeared from his 
job and shortly thereafter turned up in Moscow broadcasting 
anti-CIA propaganda. It’s a fair guess that somewhere along 
the line he was recruited by the KGB, which has a whole sub-
bureaucracy charged with disruption and destruction of anti-
Soviet émigré organizations of the kind that RL and Radio 
Free Europe (RFE) depend on for talent. Destruction of the 
radios themselves was also a Soviet Bloc objective, and a siz-
able number of employees were recruited to plant bombs in 
restrooms, report on the lives of émigrés, and make grand ex-
posés of RFE and RL as creatures of the evil old, murderous 
old CIA.
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One hopes, humanely, that Tumanov found life in the 
USSR as free and comfortable as the life he had in Munich. 
The amount of sensitive information to which he had access 
in Munich that could have been used by the USSR against 
the United States or West Germany for military or political 
purposes is recorded, at KGB headquarters, on a single sheet 
of paper. It reads, “Radio Liberty and Radio Free Europe are 
American propaganda facilities located in West Germany. At 
one time they were administered by CIA. Their management 
has included, as Director, a former U.S. Army general and a for-
mer United States Senator. Their staff includes many persons 
who have escaped from our jurisdiction and are hostile to our 
form of government. The staffs of the radios do not have ac-
cess to military, economic, technical or political information on 
the United States or West Germany. Agent Tumanov provided 
unclassified rosters and lists of the radio staffs.”

The damage done by Tumanov was minimal, but the use 
to which he might have been put if he had been detected and 
turned would have been useful in a Western double agent pro-
gram. Why? Because he could have reported on the techniques 
used for recruitment and handling by the KGB, and on their 
intentions: Which other employees were they looking over for 
recruitment? What kind of sabotage were they planning?

And especially, who was his KGB handler? This was impor-
tant because the KGB routinely used émigré operations as a 
training exercise for junior case officers, and these often turned 
up later in more important roles. We needed to get them into 
the record early. (Maybe, in fact, the Germans or Americans 
had detected and turned Tumanov; maybe as a double agent he 
was useful; maybe it was an inkling of his having been turned 
that caused the KGB to withdraw him, using hostage pressure. 
I don’t know, and don’t want to know, because I have no need 
to know.)

So much for Tumanov. Bear in mind that the people in your 
bailiwick may not have access to sensitive material, but they do 

Assessing Your Opponents o+ 107

This content downloaded from 198.91.37.2 on Sun, 07 Aug 2016 00:00:20 UTC
All use subject to http://about.jstor.org/terms



108 o+ How to Get Double Agents

have access to others who have such access. They are potential 
“spotters” of potential agents. And never forget that an officer 
running a spy program for whatever service always needs sup-
port agents—accommodation addresses (“live drops”), couriers, 
“dead-drop” servicers (to empty the secret caches), surveillants, 
safe house keepers (to maintain what the Soviets called “con-
spiratorial dwellings” as meeting places and hideouts), strong-
arm men, and so on. Which of the people on your lists would 
qualify? Which are vulnerable?

What you do about vulnerability is discussed below under 
“Playbacks” and “Dangles.” Suffice it here to say that you can-
not and should not poke your nose into the private life of every 
person on your lists of people with access to intelligence. You’ll 
ruin morale, get yourself a lot enemies, and fritter away a lot 
of time.

COLLATING LEADS

At home or abroad, you will always be short of manpower and 
time. The sure way to waste more of both is to neglect your 
study of leads, which also takes manpower and time. A rule of 
thumb in most situations is to budget one-third of your man-
power and time to massaging the files for leads. Why, your 
management will ask, a whole third of everybody’s time? Why 
not just a third or a half of the time of the chief and his or her 
staff? Can’t they do all the paperwork and then give orders to 
the street people, who can then give full time to their street 
work? Answer: Maybe it works that way in a precinct police 
station (though I’ve not found it so in practice), but in a CI shop 
everybody has to be his or her own researcher, helped by the 
front office researchers, or details fall into the cracks, nuances 
get missed, cases go sour because of the inevitable unforeseen 
incident or the unavoidable accident. How often do we forget 
that even in the eight-foot-tall bureaucracy of our adversary, 
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people oversleep, cables get lost, lightning strikes a power line, 
and especially the politicians trust their own judgment rather 
than the facts provided to them?

Furthermore, good double agent cases should be compart-
mented. Not everybody in the shop needs to know every case, 
and should not. That is the job of the chief and his or her staff. 
But because, despite compartmentation, two heads are better 
than one, the case officer has to participate in the research done 
by the front office on those cases he or she is working on. And 
the front office has to be attentive to the hunches and guesses of 
the case officer, who has a grasp of the case that the desk person 
cannot get, and who often has his or her life at risk.

Chapters 16 and 17 will discuss the mechanics of collation 
that both case officer and front office have to use.

PLAY BACKS

The assistant to the manager of the firm making custom chips 
for computers under contract to your Air Force may find that 
her new boyfriend is less interested in her personally than in 
her ability to work late at night next to the vault where your 
Air Force’s technical specifications are kept. When he asks her 
to find out the combination of the vault, she may tumble to the 
fact that she has been tumbling with a spy.

What the assistant does next depends partly on how well the 
nearest security officer has done his job and partly on how well 
you, as a counterintelligence officer, have done yours. Does the 
assistant know where to go for help? Does she trust the secu-
rity officers whom she will encounter to respect her privacy, to 
understand her personality, to protect her job and her personal 
safety? Does she think of security people as dumb flatfeet or 
as nice guys?

Nor should this example imply that women are more vul-
nerable than men. They aren’t, by any means, and I could cite a 
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110 o+ How to Get Double Agents

few examples involving men of all ages that would weight the 
judgment the other way. I cite the hypothetical case of a female 
assistant because so often they have such fine access to sensitive 
information yet are ignored and set socially off to the fringes of 
their group by the management.

For your part, have you got a defined and mutually understood 
set of procedures with the security people to whom the woman 
(or man) will initially go? Do you and the security officers know 
each other personally and like each other? Is there resentment on 
either side over jurisdiction? Fights over turf are common in all 
bureaucracies, and this is a bureaucratic situation. The best ar-
rangement is one in which it is taken for granted that the security 
officer is a Cl officer who happens to be doing security, while the 
CI officer is a security officer who happens to be doing CI. This 
assumption is very near the truth of any CI or security situation, 
and indeed sometimes the same person wears both hats.

Work it out between you and get on with the operation: 
Recruit the assistant to be your double, investigate the hell out 
of her boyfriend, and handle her skillfully.

This is only a hypothetical (though not totally fictitious) 
example. The principles apply to all playback operations that 
start with a volunteer. To get the volunteer, you have to be set 
up for him—or her.

Security and Morale

Sometimes security and morale are in conflict. Nobody likes to 
think that some secret office with a lot of secret files and a lot 
of secretive people is secretly watching what you do. To be effec-
tive, a security organization has to have more than “good public 
relations.” It has to be depended on for advice and comfort and 
help in all the problems that members of an organization have. 
Let me tell you a true story:

There was once in a sensitive agency of the U.S. government 
a competent and efficient secretary named Sue who was mar-
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ried to a chap named Fred outside the agency whose hobby was 
motorcycle racing. One weekend, at a big race at a big track in 
another state to which Sue had gone to watch her husband com-
pete, Fred blew a rear tire while moving at about 110 miles an 
hour and smashed himself up—broken bones galore, including 
some vertebrae. Sue, who was distraught, telephoned her boss 
and told him what had happened, asking for emergency leave to 
get a motel room for herself and her two small children while she 
arranged Fred’s surgery, hospitalization, and visits to him for sev-
eral weeks. The boss, who was upset, called his agency’s security 
office, said that the secretary held very high clearances and asked 
that she be looked after. This was a pretext, of course, because Sue 
with all her clearances was in no danger of leaking information 
from her motel room or from the hospital, or of being forced to 
do so by anybody nearby, and the security office understood this. 
Nevertheless, the security office sent a team to the city where Sue, 
Fred, and the two kids were stranded; arranged a loan from the 
credit union to cover emergency expenses; made contact with the 
local police; arranged for periodic look-ins on Fred in the hos-
pital and Sue in the motel; set up a connection between Sue and 
the local pastor of her church; and notified Sue’s boss the next day 
that all was as well as could be expected.

Was this a waste of the security office’s funds and the tax-
payers’ money? No. It was a sound investment in morale and in 
confidence. It was not big brother watching, but little brother 
caring.

Manager Alertness

The security office played the role of little brother caring, but 
another key element in this true story was the boss caring. Call 
it “manager alertness.” Here is a law of CI: The first, last, and 
essential security officer in any situation is the supervisor. As 
either a professional security officer or a CI officer, you must 
enforce this law.

Playbacks o+ 111

This content downloaded from 198.91.37.2 on Sun, 07 Aug 2016 00:00:20 UTC
All use subject to http://about.jstor.org/terms



112 o+ How to Get Double Agents

The manager of the computer plant, mentioned above, whose 
secretary was asked by her boyfriend to be a spy, had not been 
doing his job if the girl did not come to him first with her 
problem. It was the manager who should have had her first 
confidence and should have worked with her and with the se-
curity officer. This is not the place for a lecture on personnel 
management, but it is a fact that many supervisors are afraid 
of their employees, especially women; hate to get involved with 
personnel problems (what do we have a personnel officer for?); 
and shy away from what might be viewed as meddling in other 
people’s private lives. This diffidence or sloth may be acceptable 
in a brokerage firm or a Ministry of Mines and Milling, but in 
offices, agencies, or firms where enemy spy services are after 
your people, it won’t do.

CI Informant Nets

The old-fashioned way of spreading a net for playback doubles 
was to set up a group of formally recruited secret informants. 
In Nazi Germany, the Gestapo found this system useful for all 
sorts of mind control, thought control, and population control 
that we rightly see as odious. Schoolchildren finked on their 
teachers for making jokes about Hitler, or they invented al-
legations to get rid of teachers who were too strict in marking 
homework. During the Cold war, the State Security Services 
of the Soviet Bloc (KGB et al.) used the same system, with a 
proportion of workers in a factory, say one in ten, coerced to 
report on the private acts of their comrades. This is a dirty busi-
ness, and it misses the point of real CI.

The job of a CI officer is not to expose political beliefs but to 
engage alien intelligence organizations in clandestine combat. 
Your target is not agitators or polemicists but spies. During the 
Cold War, you would have found, when you got to know them, 
that professional Soviet Bloc intelligence officers were bored 
with ideology and found dealing with enthusiastic communists 
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tedious. Their function, as they saw it, was to penetrate your 
government, and they interested themselves in peace marchers, 
antinuclear demonstrators, anti-interventionists, anti-whatever, 
or even in your indigenous Communist Party, only when those 
outfits provided a means of recruitment of individuals who could 
steal secrets from your government. To the degree that such 
outfits may constitute a recruitment pool for the enemy, they 
may be worth your time to penetrate with informants. But be 
warned that what your informants will give you will be mostly 
political persiflage. You may be using a vacuum cleaner where 
you need a pair of tweezers. On the whole, use tweezers.

Dangles

If you wait for the enemy to come to you, you may not know 
when he does. However trusted and admired your security orga-
nization may be generally in your bailiwick, its reception service 
may not be adequate to give you the contact with the enemy 
that you need. If the fish do not swim into your net, you have 
to give them a lure, a provocation, something that looks like a 
juicy worm but that has a hook in it.

How you bait the hook depends on where you are and when. 
You have to assess your opponent, as sketched earlier in this chap-
ter, and tailor your operation to fit what you know or guess about 
that opponent’s operations. You must select provocation agents 
with apparent or potential access to what the enemy wants, yet 
be careful always to be able to restrict that access plausibly if 
your dangle is recruited. You must make your dangle appear 
vulnerable to recruitment—drinking problem? money problem? 
family problem? shaky ideology?—but actually be invulnerable. 
Your dangle must have acting ability, nerve, and stamina. And 
he or she must have—what do you call that further essential 
quality?—integrity.

Setting up a dangle program is not made difficult by your 
enemy but by the crankiness of human nature, of the nature of 
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the people you have to select, train, and manage. It is a frus-
trating activity, for both the agents and for you, because only 
a fraction of the people whom you have laboriously co-opted, 
coached, protected, and mothered will actually connect with 
the enemy.

When the operation finally closes out, be sure your double 
is properly rewarded. Security may preclude public recognition, 
but a commendation quietly conferred, a note of appreciation 
from the director or general or commanding officer, may help 
compensate for the troubles you have caused.
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DOUBLE AGENTS: 
FEEDING AND CARE

The man who keeps both a mistress and a wife is under a 
strain. He may get a peptic ulcer, develop high blood pres-

sure, suffer insomnia, or take to drinking too much. His strain 
is much like that of a double agent, but a double agent’s strain 
is increased by the fact that, usually, her life is at stake. If a phi-
landerer makes a mistake, he messes up his living arrangements 
for awhile; if a double agent makes a mistake, she gets a bullet 
in the back of her neck.

And if a double agent’s handler makes a mistake, it is the 
double agent who gets the bullet in the back of her neck. Dou-
ble agents tend to keep this in mind.

EMOTIONAL DEPENDENCE

Feelings between a double agent and his or her handler are 
usually not affectionate. In the case of those that start with the 
detection and forcible turning of a hostile agent, they start out 
as hostile. In the case of those that result from a provocation 
program (dangles), they are routinely bureaucratic. In the case 
of volunteer playbacks, they are complicated by anxiety on the 
part of the volunteer.

This content downloaded from 198.91.37.2 on Sun, 07 Aug 2016 00:01:50 UTC
All use subject to http://about.jstor.org/terms



116 o+ Double Agents: Feeding and Care

But the nature of the relationship between a double agent of 
any kind and the case officer is such that emotional dependence 
is created on both sides. It may not be altogether friendly, but 
it cannot be altogether hostile, because the agent and his or 
her handler share a goal and work together solving problems, 
however reluctantly on either side.

This is somewhat like, but different from, the relationship be-
tween an employer and employee. It is different, for example, 
because the case officer may be a younger person with no visible 
social status or apparent affluence giving instructions to a highly 
paid and socially prominent senior official. Or he may be a mys-
terious figure who has suddenly appeared with power of life and 
death over a poor little spy in the attic of a ministry. He has a kind 
of authority, but it is only that of the member of a partnership 
who specializes in planning. He is not a boss. He lays out the 
plans, subject to his partner’s concurrence, but it is the partner 
whose capital—that is, life—is at risk. Even in military agencies, 
where the case officer is a captain and the double agent a sergeant, 
there is a partnership that goes beyond relative rank.

The emotional dependence of a double agent on her handler 
is not only inevitable but essential to the handler’s control of 
the operation. Those handlers who shrink from intimacy with 
a double agent because they don’t much like her personally are 
not doing their job. At those times in your work of managing 
double agents when you get the feeling that the whole thing has 
turned into a soap opera, take a deep breath and play your role. 
It isn’t soap you are selling in a double agent operation.

In many ways, the emotional relationship between a double 
agent and his case officer is like that between a subject and his 
interrogator, as discussed in chapter 5. This is partly true be-
cause so many double agent cases start with an interrogation, 
partly because interrogation is an element of the continuous 
testing of a double agent, and partly because a double agent has 
the normal human need to talk about his secret activity, yet has 
only his case officer to talk to.
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Remember, though, that even if the agent whom you caught 
and turned was relieved to be caught and grateful to you for 
helping her expiate her guilt, she will still feel humiliated at 
having been caught. She may resent having to continue spying 
and may be careless. If she feels no guilt, her resentment will be 
even greater, and it will weaken her performance.

PH YSICAL DEPENDENCE

When you take charge of a double agent, you become respon-
sible for his or her physical welfare, health, financial status, and 
safety. You can never control these matters totally, but you must 
help the agent control them with all your operational and ad-
ministrative resources.

Health

Everyone’s health is a mixture of mind, body, and emotions. 
Double agents have to work longer hours to do the extra work 
required of them by their enemy handlers and by you, and this 
hurts them both physically and mentally. They carry an ab-
normal load of anxiety and an abnormal load of suppressed 
anger. So they get sick—colitis (ulcers, gut cramps), high blood 
pressure, paranoid neurosis (they’re out to get me), depression 
(crying fits, fantasies of suicide)—any of the diseases that psy-
chiatrists call psychogenic or psychosomatic. The symptoms, 
which you must be the first to diagnose, are often heavy drink-
ing, excessive use of tranquilizers, use of hard drugs, aggressive 
behavior in social situations (picking quarrels), or conspicuous 
withdrawal from social situations (sulking).

Financial Status

Not more than 96 percent of the world’s adult population wor-
ries about money, unless it be 98 percent. If your double agent 
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118 o+ Double Agents: Feeding and Care

is within that percentage, you are obligated to arrange matters 
so that his work for you does not make him poorer, and prefer-
ably makes him a little richer. This point does not require much 
elaboration.

Safety

No job is more likely to generate dangerous enemies than that 
of a double agent, unless it be that of a member of the infantry. 
Provide your double agent with the spy business equivalent of 
entrenching tools, a good helmet and body armor, covering fire, 
and leadership. How you provide these elements of support will 
depend on your double agent’s situation, especially as concerns 
his or her cover.

The Playback

The double agent who has volunteered, or turned to you for 
help and been persuaded to volunteer, is usually the easiest to 
support because he or she usually has a good cover for meeting 
you. You can usually contrive good pretexts to keep him out of 
harm and an inconspicuous method of compensating him for 
his trouble. The case of Janos Szmolka, discussed in chapter 9, 
is an example of the kind of playback in which you have good 
control of your own end of the operation. When it appeared 
that Szmolka’s safety might be endangered by travel onto the 
enemy’s Hungarian turf, his handlers found plausible reasons 
to prevent the trip.

When Szmolka got to feeling glum, as you can be sure he 
did from time to time, his handlers could meet him invisibly 
and comfortably and give him moral support. When he got 
to worrying about the effect of the operation on his career, 
his handlers could show him the glowing paragraph they had 
inserted into his efficiency report. When he needed some extra 
cash for a down payment on a car or a hi-fi set or a personal 
computer (I’m speculating, of course; I couldn’t write this if I 
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had read the file), his handlers could help him with a loan at 
the credit union or even with monetary payment beyond his 
salary. (But watch out for the income tax people; they have to 
be squared; you cannot conspire with a double agent to break a 
law of your own country.)

The Turned Agent on Your Turf

The double agent whom you have recruited by detecting his 
presence, then approached surreptitiously and persuaded to join 
your secret team—in other words, turned—and who operates in 
territory that you control, will be somewhat like a playback for 
purposes of support. The logistics of meeting, protecting, and 
paying will be comfortable. But the attitude of the double agent 
will be different. Because the operation begins with you and 
the double on unfriendly terms, you must expect him or her to 
resent your support. He may try to gouge you for money, and 
he may get deliberately careless in his tradecraft—in evading 
surveillance, in watching his tongue, in hiding incriminating 
material, and so on.

The Turned Agent off Your Turf

The turned double agent who works on alien turf will be dif-
ficult to support. He presents the same difficulties as the on-turf 
double—because his operation also started in a hostile situation. 
In addition he lives and works where you have few resources.

Example: A case already mentioned (chapter 6) was a woman 
agent detected and doubled against an Eastern European in-
telligence service. Her handlers would have preferred to keep 
her in the West, on their own turf. There they could safely play 
her through her radio and mail channel. But her parent service 
insisted that she periodically return to the communist capital 
for debriefing, testing, and training. Furthermore, she herself 
insisted on making these dangerous trips because her parent 
service owed her back salary that she was determined to collect. 
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120 o+ Double Agents: Feeding and Care

It did not matter in her mind that her Western handlers would 
have been delighted to pay her a larger salary than the Easterners 
offered. We had no means of protecting her during these trips 
except to train her as well as we could to withstand the enemy’s 
interrogation and to pass the enemy’s tests. Fortunately, she de-
veloped rather friendly feelings toward us, possibly because we 
paid more attention to her personal problems and physical wel-
fare than her communist handlers did.

She did fine. She completely buffaloed the enemy interroga-
tors as she had not been able to bluff us, with our polygraph, 
and passed the enemy’s tests well enough to get a raise in salary. 
I was never able to decide in my own mind whether her success 
was owing to her physical courage or to her own peculiar sense 
of financial ethics. Whichever it was (both?), she collected her 
pay from the enemy and she also collected valuable information 
for us. But if this double agent had been a convinced communist 
or had hated us for nonpolitical reasons, the operation might 
have failed.

TESTING

Testing a double agent is a continuous chore, a dull chore, and 
an essential chore. It begins, of course, with an exhaustive as-
sessment. What makes him tick? Then, what will make him tick 
next time? As the case moves on, the main purpose of testing is 
to detect changes in the pattern previously recorded.

You must use several tools to test your double agents, and you 
must use all of them in concert. Let’s look at the main ones.

Thorough Debriefing

Your double agent has no private life as far as you are concerned. 
He must have no secrets from you, and he must have total recall 
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of everything that he does, hears, sees, smells, and dreams about 
while he is in your care. Why? Because you, not he, are the judge 
of which incidents may be relevant to the operation. You must 
therefore use an enormous amount of his time, and even more 
of your own, in recording detail.

Review of Production

Very important, of course, are the details of the double agent’s 
contact with her enemy handlers. These should be recorded 
in the chronological section of the case file and collated with 
(1) other sections of the case file (legend, enemy requirements, 
build-up cleared, build-up passed, build-up pending clearance, 
etc.), and (2) the unit’s dossiers (P-files) and files on groups 
and organizations (see chapter 16 on managing files). This 
material constitutes the double agent’s production—her con-
tribution to your service’s knowledge of the enemy. As part 
of the testing, you will review and evaluate her production 
for conflicts with information from other sources and for in-
ternal consistency. Where obvious gaps occur, or obvious in-
accuracies, you will speculate whether these are the fault of 
the double agent or the trick of an enemy who may suspect 
that their woman has been doubled or who may indeed be in 
control of her.

Personal Assessment

Not merely important but essential to your handling of the 
case is the information on the double agent himself. This you 
will meld into his own dossier, and you will review that dos-
sier continuously. What you’ll be looking for is any scrap of 
personal information indicating weakness or dishonesty and 
any tidbit that you can use in building his legend (cover story) 
to fit your management of the operation. How is he standing 
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122 o+ Double Agents: Feeding and Care

the pressure? Is his estranged wife about to turn up and make 
trouble? Is there an item in his past about which the enemy 
may learn that will change their handling of him?

Test Questions

Every meeting with a double agent should include at least one 
inconspicuous test question based on your study of the record 
of the case to date, as compiled in the files mentioned above. If 
the agent has neglected to report a fact that she should know 
and that you know from another source, find a way to bring 
up that fact in casual conversation. If she has reported a fact 
that you cannot check but that seems unlikely, pretend to have 
misunderstood what she said, and ask her a question based on 
what you think she should have said.

Formal Interrogation

Occasional formal interrogation by an outsider—an “inspector” 
or “visiting boss”—can be a useful test. It changes the atmo-
sphere, breaks the pattern of the double’s meetings with you, 
introduces an element of anxiety that you can pretend to shrug 
off as a bureaucratic nuisance. In every double operation that 
goes on for very long, the case officer gets into a kind of rut. 
His questions become mechanical, his thinking gets to be ste-
reotyped, and he gets to taking things for granted. An outsider 
lets in some fresh air.

If your service uses the polygraph, you will obviously find 
it an enormous help in testing your double agent (see chap-
ter 6). It may not detect lies, but it will give you a picture of 
your double’s personality that will add to and modify your 
other information. If, however, you or your superiors view the 
polygraph as merely a lie detector for establishing the black 
and white of the double agent’s reliability, don’t waste time 
with it.
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TER MINATION

“Disposal”

An ugly and inaccurate term used for the termination of a dou-
ble agent case is “disposal.” The double agent’s handler and the 
handler’s management view the agent as an “expended asset.” 
From management’s point of view, he or she should be gotten 
off the books as quickly as possible, should go away, should 
stop cluttering up the landscape, should be disposed of, as if 
in a trash compactor. How tiresome it is for the administrators 
that the double agent who is no longer productive still knows a 
couple of sensitive operational secrets, could blow (compromise) 
a case officer, blow a safe house, or shed unwelcome light on a 
counterintelligence program. Is he disgruntled? Will he write 
to his member of Congress, scream to the press, defect to the 
enemy?

This is the kind of attitude that gives the spy business a bad 
name. It also decreases the effectiveness of spy work. Let me tell 
you a true atrocity story that had a happy ending only because a 
couple of senior officers intervened in a “disposal” to counteract 
the administrative logic of managers.

An Atrocity Story

A young intelligence analyst in one of the American military 
agencies was approached under a false flag by Soviet intelli-
gence. He instantly reported to a CI unit and was doubled back. 
Over the course of several years at different locations abroad 
and at home, the operation produced a quantity of valuable in-
formation on the Soviet service and many leads to other useful 
investigations. At times along the way, the man was in physical 
danger; his family life was disrupted; he was subjected to intense 
emotional pressure; and he contributed his own money and 
property to sustain the operation. Cash paid him by the enemy 
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124 o+ Double Agents: Feeding and Care

was automatically sequestered as evidence. He was transferred 
from place to place and from one part of the world to another 
at personal inconvenience.

The operation culminated in the arrest and conviction of two 
Soviet agents and the expulsion of a senior Soviet intelligence 
officer, who had been working under diplomatic cover. When 
the trials at which the double agent had testified were over 
and the enemy agents had been safely locked up, the military 
CI unit “disposed” of the man by firing him as a security risk, 
noting the fact that he had had contact with an entity hostile 
to his country and citing a regulation that all such persons were 
unemployable.

At this point senior officers of another agency intervened, 
recruited the man as an officer at a higher grade, and were 
pleased to watch him perform in a career that brought him 
to very senior rank and a position of high respect and affec-
tion among his colleagues in the interventionist agency. Hap-
pily, it can be reported that the top command of the military 
arm—which the military CI unit that had fired the man was 
supposed to serve—gradually recognized the arrogant, regula-
tion-ridden, incompetent stupidity of that CI unit and caused 
it to be reorganized into a competent organization.

If you will be managing double agents or must manage their 
termination, I urge you to read the next section of this chapter 
carefully and take it to heart. Remember that operational think-
ing must always take precedence over administrative thinking.

Marriage and Divorce

The beginning of a double agent operation is a kind of mar-
riage, and its ending is a kind of divorce. The traditional mar-
riage service has phrases like, “For better or worse, for richer or 
poorer, in sickness and in health, till death us do part.” It lost 
some of its meaning in the twentieth century as incompatibility 
became a ground for divorce. But most divorces, and all double 
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agent terminations, include a “settlement,” and most divorces 
do not end contact between the partners. Letters are exchanged 
about the welfare of the children, about money, and about other 
family matters. The family continues in altered form, sometimes 
quite comfortably.

The termination of a double agent operation should be like 
an amicable divorce. The settlement may include a formal se-
crecy agreement, a formal financial arrangement, an official 
letter of appreciation or commendation (which you usually 
must tuck back into the safe after its recipient has read it), an 
exchange of addresses and telephone numbers, and a friendly 
handshake. The double agent should always leave the operation 
with a feeling of pride in what he or she has done, even in those 
cases where it was done reluctantly. If you have done your job as 
case officer, both the agent and you will feel pride.

Transfer or Retirement?

Most double agent operations are of short range and limited 
duration. Terminating them means only arranging the double 
agent’s resettlement. A playback can often be transferred to 
another assignment (if he or she is a government employee or 
soldier) or helped to move to a new position in a civilian trade. 
Some double agents, the big cases, have spent many years work-
ing for you and are in line for retirement.
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DOUBLE AGENTS: PASSING 
INFORMATION TO THE ENEMY

A double agent operation is a channel in which information 
moves in both directions. On each end of the channel is 

an intelligence or counterintelligence service. The intelligence 
service seeks to ensure that the flow of material through the 
channel is beneficial to itself. The CI service seeks to ensure 
that the flow of material is detrimental to its opponent. Be-
cause of the need of both sides to keep testing and assessing the 
agent, most of the questions asked by the handlers on opposing 
sides are operational: “How does the agent acquire what he 
reports?” But the objective on both sides concerns substantive 
intelligence: “What has the agent reported?” An agent, or double 
agent, may pass every handler’s operational test of reliability and 
skill, but his or her information must pass the consumer’s tests 
of accuracy and relevance or the operation has no value. The 
handler must serve the consumer, or else his or her work is a 
waste of the government’s money.

In service-to-service operations, those in which the targets 
are opposing intelligence services, the handlers are themselves 
the consumers of the (counter)intelligence. But even here they 
are subordinate to a higher echelon, often comprised of steely-
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eyed analysts, who are not about to be influenced either by 
an agent’s charm or by the fun of the game. (“Game” � Spiel, 
the German jargon for a double agent case. We often speak of 
“playing” rather than “running” a double agent. And we speak of 
a double as being “in play,” as chess players speak of the pieces 
on their board.)

The information that a service controlling a double agent 
passes to its adversary is unofficially called “snow,” “smoke,” 
“food-stuff,” “chicken feed,” and so on. Since computers began 
taking over the spy business along with everything else, it has 
often been called “garbage,” as in “GIGO: garbage in, gar-
bage out.” Officially it is called “build-up.” When the double 
is fully “built up” (accepted by the enemy), it may be called 
“deception.”

THE DOCTRINE OF LAY ERS

When I was a young case officer, I had several of the best 
coaches in the business of counterespionage, among them the 
Americans Jim Angleton, Bill Harvey, and Bill Hood, and 
some British chaps I cannot name. We found it useful to speak 
of layers of cover, visualizing the double agent game as one in 
which the dominant side could see more deeply through the 
various layers of apparent reality that constituted what could 
be known about a case. It was as if each double agent case 
was a canvas on which the surface picture was continuously 
being painted over, and the winning side was the one with 
the most sensitive X-ray machine, able to see the shape and 
detail of each layer from the surface down to the virgin can-
vas. An important part of each layer is the information—the 
build-up—that is fed into the channel by the double agent’s 
handlers and that is, or should be, viewed with suspicion by 
the opposing handlers.
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128 o+ Passing Information to the Enemy

PASSING THE ENEM Y ’S TESTS

The compelling reason for never giving false information to 
the enemy until you are ready to practice major deception is 
that you never know how much the enemy already knows. 
His X-ray machine may detect a picture in a layer just under 
the one your X-ray machine is giving you. A parallel agent 
reporting to him from the same target as your double may 
give him a cross-check. A lost briefcase that you thought had 
been recovered before anybody could photograph its contents, 
a monitored indiscreet telephone conversation, an undetected 
bug in the target office—any such unknown circumstance 
could expose the information you pass as false. With build-
up, you have to assume that the law first codified by Professor 
John L. Murphy will be in full force: “If it can go wrong, it 
will, even if it can’t.”

BALANCING COST AGAINST GAIN

The Szmolka case, discussed in chapter 9, may have had de-
ception as its ultimate objective. Most double agent cases do, 
at least as a hopeful footnote in the plan. It never reached that 
objective, probably for two reasons: (1) It did not fit into any 
overall orchestrated deception program that may have been 
operative at the time, and (2) the cost in sensitive information 
that would have had to be paid to continue was higher than 
Szmolka’s handlers were allowed to pay.

Szmolka, and his American handlers, had “built him up” 
in the judgment of his Magyar handlers to the point where 
continuance of the operation would have required passing the 
Magyars and their Soviet masters what they wanted—code 
and cipher material. This is the kind of stuff that cannot be 
faked, because it can be quickly tested. Conceivably, as in a 
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fluid conventional battle situation, tactical cipher material 
can be passed for the purpose of short-range deception—“let 
them break the traffic of the units we are not using in the at-
tack, and we’ll use a different cipher system for the attacking 
units.” But in practice such situations are rare, and Szmolka’s 
“peacetime” case was not one of them. Furthermore, Smolka’s 
handlers had to consider the fact that any information passed 
to an adversary increases that adversary’s general knowledge 
and helps him, if only indirectly, in his espionage program to 
procure your systems.

A famous example of supporting build-up information at 
high cost is the case during World War II of an agent code 
named, by the Germans, Klatt. (His true name may have been 
Fritz Kauders, though some knew him as Richard Kauder.) He 
headed a special Abwehrstelle (German intelligence station) in 
Sofia, separate from the main station (Kriegsorganisation Bul-
garien), whence he regularly transmitted accurate and valuable 
military information about Russian ground forces to Berlin 
(intercepted and deciphered, incidentally, by the British). The 
source of this information was a White Russian former British 
agent named Turkhul, who transmitted it to Sofia from a town 
on the Volga, where he allegedly ran penetrations of the Red 
Army command.

Actually, Turkhul was a controlled double agent of the 
Soviet service, and all his information was provided by the 
Soviets specifically for German consumption. In May 1942 
Soviet forces under General Timoshenko mounted an offen-
sive to retake the city of Kharkov and were defeated, taking 
huge casualties, mainly because Timoshenko’s order of battle 
and battle plans had been betrayed to the Germans by the 
Russian CI service through Turkhul and Klatt. This sacrifice, 
as it would be called in chess, built German confidence in 
Klatt to the point that when he later provided false infor-
mation— deception—on Soviet intentions and capabilities for 
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defense of Stalingrad, the Germans acted on his information 
and suffered the defeat which was the turning point of the 
war. (Richard Kauder himself survived the war, settled down 
in Salzburg, and tried to eke out a living peddling his services 
to Allied intelligence units.)

THE BUREAUCR ATIC PROBLEM

One doubts that any Western CI service would today be al-
lowed to, or be willing to, sacrifice the “peacetime” equivalent 
of the 100,000 men and hundreds of tanks lost by General Ti-
moshenko at Kharkov. That “peacetime” equivalent these days 
would be a weapons system—launching platform, propulsion 
vehicle, guidance system, warhead, the works. It would not be 
chicken feed. On the other hand, it would for damn sure build 
up your double agent. If the occasion should arise (it won’t), give 
your double agent the code name “Clot.”

The difficulties you have with build-up will start with getting 
the stuff cleared. You will not and should not have authority 
to give away your government’s property, including its infor-
mation, whether classified or not. Above you in the echelons 
of your service and of your government are officials who have 
responsibility for the government’s property and for the gov-
ernment’s secrets, and therefore only they have the authority to 
dispose of it. If this principle of law is not adhered to through-
out government, then the government edifice gets termites in 
its beams and rafters, floors give way underfoot, the roof leaks, 
and eventually the walls fall in.

Clearance of build-up, therefore, requires bureaucracy. There 
must be clearance boards composed of those who do have the 
responsibility and therefore the authority. Military, political, 
scientific, technical, commercial, cryptological—your country 
may have secrets of each kind. And for each kind there must 
be a board, operating in utter secrecy, with authority to clear 
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the information or equipment that you plan to give the enemy. 
That is a lot of secret bureaucracy, and you must not expect it 
to be either swift or efficient.

THE BUILDUP LIBR ARY

No double agent program can be effective without continuous 
reference to a library containing four kinds of material. (“Mate-
rial” can consist of both written or sketched information and 
objects such as weapons, instruments, communications gear, 
and microchips.) The four kinds are

• Build-up cleared and banked for passage
• Build-up already passed
• Enemy requirements
• Material known to be lost

Keeping the Bank

Work through the clearance board to build a reservoir (“bank”) 
of cleared material. Here you can take advantage of the ten-
dency to overclassify information. One of the worst-kept secrets 
in the U.S. government is the fact that much material stamped 
 SECRET is really CONFIDENTIAL, and much stamped 
CONFIDENTIAL should be handled OFFICIAL USE 
ONLY. Other governments, I think I can safely say, also over-
classify their paper. You will therefore find much highly classi-
fied material that can actually be released without doing grave 
harm to your national security. This is vintage chicken feed.

But do not trust your own judgment when reviewing classi-
fied material, nor the first offhand judgment of a clearance board. 
Sometimes there are booby traps in an apparently harmless doc-
ument. Usually these booby traps have to do with sources and 
methods—clues in the document to the means of its acquisition 
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that may not be apparent to you or your clearance board at first 
glance. I can think of several valuable penetrations of Soviet Bloc 
governments whom the enemy detected and destroyed, as a part 
of routine damage assessment, by analyzing intelligence reports 
that had either passed through double agent channels or been ac-
quired by espionage. The question asked in such an investigation 
is simple: Who had access to the stolen material? If the material 
is valuable—that is, sensitive—the list of suspects will be short. 
And so you need the analyst’s equivalent of a mine detector when 
reviewing material for clearance, and your board should always be 
aware that it is working in a minefield.

Keeping the Record

Log, describe, index, and collate within the library each item 
passed, with careful attention to the time of passage. Let’s look 
at the details involved here.

Enemy Requirements

“Requirements” is a name given to the tasks assigned by an 
intelligence service to its sources. Some American old-timers 
still use the term “EEIs”—“essential elements of information”—
adapted from the procedures of military combat intelligence.

When a hostile service is developing a new agent, his task will 
be to steal anything to which he has access. When the enemy 
has broken him in and has him in a well-defined position of ac-
cess, the agent will receive specific requirements, or sometimes a 
“shopping list” of all items his handler hopes he may be able to 
get his hands on. If you control him as your double agent, you will 
find that his requirements indicate what the enemy wants and, 
by deduction, what he does not want and therefore may already 
know. You must never take such a list from a single double agent 
too literally, of course, because some of her requirements may be 
designed to cross-check other of the enemy’s sources and may 
not indicate what the enemy does not know. But with require-
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ments from a number of double agents in your library, you can 
usually make accurate guesses. A master record of all require-
ments given by your adversary to all double agents must there-
fore be part of your library, collated with the other holdings.

Damage Reports

The damage report is a distasteful and tedious job that must fol-
low every loss of information through a successful enemy opera-
tion, a breach of security, or a leak to the press by a politician or a 
public relations idiot (or a combination of these in the person of 
an incompetent executive). What has the enemy learned?

Some damage reports answer the question more fully than 
others. Obviously in cases like that of Kim Philby or Hans Felfe, 
who worked as KGB penetrations of their intelligence services 
(British and West German) for many years, the report can never 
be complete. But what can be known is useful to record because 
it can be collated with the other holdings in your library and 
used as collateral (see below).

THE USE OF COLLATER AL

“Collateral” is a technical term given to information acquired 
from a relatively less sensitive source that includes or duplicates 
information from a more sensitive source. An example of its 
use from Cold War days: You have an item from a penetration 
of the North Vietnamese government that you would like to 
disseminate widely, but cannot because of the high classifica-
tion on all reports from your source. You know, however, that 
the North Vietnamese State Security Service (Bo Cong An), 
like all Satellite Services, is dominated by the KGB through 
what is called an advisory system. It may therefore happen that 
a defector from the KGB will know the item that you wish 
to disseminate. If you have such a defector, ask him about the 
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item (without revealing your source). If he can report it, he has 
provided collateral. You can now disseminate the item broadly, 
attributing it to the Russian defector, and continue to conceal 
the existence of your North Vietnamese penetration.

By collating the information in your buildup library you, or 
your analysts, can form a picture (one of the layers under your 
X-ray machine) of what the enemy already knows. You can thus 
safely pass an item of build-up already put into one channel 
through another channel and further build up both channels 
in the enemy’s mind.
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MOLES IN THE ENEMY’S GARDEN: 
YOUR BEST WEAPON

The British writer David Cornwell delights in coining names. 
For himself he coined the pen name “John le Carré,” a 

translation from French of  “Square John,” meaning, in the slang 
of his time, a “square” (respectable and honest) “john” (patron 
of prostitutes). He preferred this to his own name, which could 
be taken to mean one who skillfully writes sentimental stuff, 
“corn.”

Cornwell, alias le Carré, coined the term “mole” to mean a 
long-range, high-level penetration of a hostile intelligence ser-
vice. The term had instant appeal among journalists and pub-
lishers, including the publisher (W. W. Norton & Company) of 
Mole by William Hood, who is an old professional and would 
never have used the term himself. “Mole” is a good metaphor—
the little animal burrowing blindly among the radishes—and 
so has now entered the unofficial jargon of the spy business 
wherever spies speak English.

Hood’s Mole remains the best publicly available description of 
a well-run penetration of an intelligence service—Pyotr Semyo-
novich Popov, a lieutenant colonel in the GRU. He worked 
for CIA in Vienna, Moscow, Berlin, and again Moscow before 
being detected and killed by the KGB. Other cases have been 
much written about by journalists and propagandists, but none 
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of them has been chronicled with Hood’s professional attention 
to what insiders call “tradecraft.”

If the purpose of counterespionage is to manipulate enemy 
intelligence, as it is, then to have controlled agents in the 
staff of an enemy service is the most important objective of 
counterintelligence.

One bureaucratic point: To those intelligence collectors who 
think of CI as low-level gumshoe work, snooping and sneaking 
and peaking through keyholes, I say, ask yourselves who has bet-
ter access and better cover to acquire sensitive military, techni-
cal, and political information than an intelligence or CI officer? 
Who holds the clearances? Who has the mobility? Who knows 
better how to send secret messages? Who knows better how to 
protect himself or herself?

As a CI officer, never forget that the absolutely best job you 
can do for your country is to develop and manage penetra-
tions of hostile intelligence services. During the Cold War, you 
could be sure that your opponents in the Soviet Bloc had this 
as their primary mission. Not only Soviet enemies—remem-
ber the Ghanaian agent Sharon Scranage, who penetrated the 
CIA’s Clandestine Service; the Chinese agent Larry Wu-Tai 
Chin, who penetrated CIA’s foreign broadcast and translation 
service; the Israeli agent Jonathan Jay Pollard, who penetrated 
U.S. Naval intelligence; and the Dutch agent Joseph Sidney 
Petersen Jr., who penetrated the American National Security 
Agency. All these agents were citizens of the United States; 
their case officers were officials of governments not dominated 
by the Soviet Union.

STR ATEGIC PLANNING

As with everything in espionage, and counterespionage, the best 
penetration operations are those planned and begun early, the 
strategic ones. The distinctions among policy, strategy, and tactics 
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are useful here. Policy is a nation’s intended course of action in 
its relations with other nations. Strategy is the deployment of 
all forces and all resources to implement policy. Tactics are the 
means by which strategy is executed.

In the spy business, policy is the selection of long-range tar-
gets against which espionage is to be conducted. Strategy is the 
recruitment and development of agents to steal information 
that will be needed at some time in the future. Tactics are the 
tradecraft of espionage and counterespionage that is used at 
every point in an operation.

The world masters of strategic espionage, as of chess, are the 
Russians. During the Soviet era, most “moles,” whether known 
to the public or not, were early recruits who were carefully de-
veloped until they reached positions of authority and respect 
within the target organizations. Best known are the penetra-
tions of the British services: Harold Adrian Russell (“Kim”) 
Philby and Anthony Blunt, recruited at Cambridge University 
during the Spanish Civil War; and George Blake, probably re-
cruited while studying Russian at Cambridge. A penetration 
of the West German service, Heinz Felfe, was recruited while 
unemployed and hungry in the postwar ruins of Dresden.

Take Heinz Felfe, for an example. He had been a sort of 
what people used to call a yuppie, a young upwardly mobile 
professional, in the Nazi Service (Reichssicherheitshauptamt, 
Abteilung VI, a component of the SS—Schutzstaffel) during 
World War II. Operating in occupied Holland, he liked wear-
ing the uniform and taking salutes when he walked down the 
street exclaiming “Heil Hitler.” He was also a good technician; 
he knew all the tricks of secret communications, interrogation, 
and case analysis. He had a brilliant future in the SS, until the 
end of the war ended the SS. By an accident he came from 
Dresden, a beautiful baroque city that had been destroyed near 
the end of the war by American bombing and that found itself 
part of Russian-occupied East Germany when the war ended. 
(For some of the flavor of that bombing, you might read Kurt 
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Vonnegut’s Slaughterhouse-Five [New York: Delacorte Press, 
1969]).

When Felfe came home to the ruins of Dresden, a Soviet 
intelligence officer gathered him in, fed him, and gave him a 
tour of those ruins. “See what the Americans have done. There 
were no military targets here. The Americans destroyed this 
monument to civilization because they have no feeling for art, 
no sense of history, only malice toward the best attributes of 
German culture. Help us fight these barbarians.”

Felfe’s grief for the death of his hometown was probably real 
enough in a man whose capacity for deep emotion was stunted 
from birth. But revenge was not his motive; nor did this ardent 
Nazi now become an ardent communist. He could be ardent 
about only one thing: his status as a clever operator. The com-
munist system suited him as well as the Nazi system. Both were 
systematic. Ideology was not his motive, earlier, later, or at the 
end, back in East Germany, after he had been exchanged for 
eleven prisoners held in East German jails. He admired the 
professionalism and tradecraft of the KGB, and he especially 
liked the notion that a professional service should plan years, 
even decades, ahead to penetrate its potential enemies. There, 
he agreed with his KGB case officer, was a project in which he 
could do a job.

He made himself available to the nascent intelligence ser-
vice of the new (West) German Federal Republic. That service 
became the Bundesnachrichtendienst (BND), headed by the 
former general Reinhard Gehlen and supported by the United 
States. The KGB had identified the United States as the “prin-
cipal adversary” before the American citizenry had heard that 
there was a Cold War on. In the BND, with the invisible help 
of the KGB, Felfe rose to be chief of CI against that KGB.

Each one of these successful penetrations—Philby, Blunt, 
Blake, Felfe—was a strategic operation, begun with the recruit-
ment of an agent when he merely showed promise of some day 
reaching a position of importance in an intelligence service. 
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Indeed, Felfe was recruited before the intelligence service that 
he eventually penetrated had even been organized.

HOW TO GET PENETR ATIONS

The tricks and techniques for acquiring penetrations, some-
times called “defectors in place,” are practically the same as for 
acquiring defectors. Much of this chapter therefore could be 
repeated in the next chapter, which will discuss defectors in 
detail. Please note that there are differences; not all volunteer 
penetrations wish to be evacuated at some future time, and not 
all volunteer defectors wish to or can be persuaded to work as 
spies before they leap the fence from their side to yours.

Russian Blackmail

The Soviet strategic moles discussed above were not black-
mailed into being spies. Public records, however, chronicle hun-
dreds of other cases, and the classified files thousands, in which 
the Soviet Bloc services have used or tried to use blackmail to 
recruit penetrations.

The tradition of blackmail in Russian espionage predates 
the Revolution of 1917. Several years before outbreak of war 
between the Russian and Austrian empires (World War I), the 
Tsarist intelligence service used a homosexual agent to entrap 
the chief of the Austrian service, the Evidenzbüro, and then 
blackmailed him into providing quantities of military informa-
tion, including the Austrian mobilization plans. This Austrian 
spy, Colonel Alfred Redl, was careless in his personal behavior 
(boyfriends, gambling, alcohol) and attracted the suspicion of 
his deputy, Maximilian Ronge, who investigated him, exposed 
him, confronted him with his guilt, and then allowed him to 
shoot himself according to the code of honor used by the Im-
perial officers’ corps. Ronge went on to head the Evidenzbüro 
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throughout World War I, to found and command the intelli-
gence service of the First Austrian Republic until the Anschluss 
in 1938, to live through World War II as a political prisoner of 
the Nazis, and to die quietly in Vienna at over the age of ninety. 
When discussing the Redl case with a young American CI of-
ficer in the year before his death, General Ronge often regretted 
that he had not interrogated Redl exhaustively. He repeatedly 
pointed out that the KUK (Kaiserlich and Königlich—Austrian 
Imperial and Royal) code of military honor simply did not per-
mit such vulgar, expedient procedures. The young Major Ronge 
could not do what the old Emperor Franz Joseph would not 
have approved of. How different are our codes of honor now!

Western Inducement: All Penetrations Are Volunteers

The Western services try to use blackmail very seldom and al-
most always fail when they do. Oh, sure, there is an element 
of blackmail in any espionage operation, after recruitment has 
occurred, because the threat of exposure is always implicit. But 
the kind of blackmail to which the Soviets were addicted, like 
photographing people in the wrong bed, then threatening to 
circulate the pictures unless the bed-strayer turns spy, is not a 
common practice in the West. It does not produce enthusiastic 
agents, and most Western case officers lack enthusiasm for that 
kind of control.

A good spy for a Western service, and especially a good pen-
etration of an intelligence service like those formerly found in 
the Soviet Bloc, must have his own reasons for betraying his 
organization. The task of the Western recruiter is to help him 
find those reasons.

Two Kinds of Volunteer

All penetrations volunteer for the job, but some do it when they 
already have a personal contact to whom they can apply, while 
others make their approach from a distance. It is the second 
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kind of which we have public examples. Popov chucked a note 
into an American official’s car in Vienna. Golenievski wrote an 
anonymous letter to the American ambassador in Switzerland. 
Oleg Penkovskiy walked openly into the American Embassy in 
Moscow, where he was rebuffed, then into the Canadian Em-
bassy, again to be rebuffed, and finally made contact through a 
British businessman.

You’ll not read much about how the other kind of volunteer 
gets to be a penetration, even when he eventually is evacuated 
and “surfaced” and comes to public attention. He is the one 
who is directly recruited by a personal contact. His recruitment 
gets no coverage by writers like David C. Martin, Chapman 
Pincher, Christopher Andrews, Thomas Powers, and Edward 
Jay Epstein, simply because the Western intelligence officers 
who make the recruitment are not identified to these types of 
historians and journalists. But all the same, his kind of recruit-
ment is not rare.

ARR ANGING THE FURNITURE

Whether you expect volunteers to walk in or to let you recruit 
them through personal contact, you have to be ready to handle 
them. This means a good support apparatus (see chapter 4), 
globally organized. Some of the facilities that you will require 
are the following.

Safe houses. When meetings can be arranged on friendly turf, 
safe houses must be prepared in advance. Volunteers who sud-
denly make contact must be taken to a secure place for debrief-
ing and initial operational arrangements. Often this will entail 
an environment where a would-be defector can be persuaded 
to stay in place and be sent back to his or her post without the 
absence being noticed. After the operation is under way, safe 
houses should be established wherever in the world a meeting 
may be expected.
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Brush meeting arrangements. In most penetration operations, 
frequent meetings in safe houses are not feasible. A “brush” 
contact, however, can often be arranged by which the agent can 
pass material or give a signal to an ostensible stranger in a public 
place. This trick was used over a dozen times in Moscow during 
the Penkovskiy operation. The wife of a British diplomat took 
her children to play in public parks so that Penkovskiy, ostensi-
bly taking the air, could pass microfilm to her while appearing 
to be playing casually with her children. A more elaborate ar-
rangement that I remember using required an agent to travel 
on weekends by rail from his headquarters, the internal security 
service, to his hometown. At a station en route, a train passed 
through in the opposite direction, so that for several minutes 
the two trains were stopped on opposite sides of the platform. 
During those minutes, the agent and his case officer, without 
speaking, exchanged identical briefcases, and then they rolled 
off in opposite directions.

Vehicles. Cars and drivers must be available to whisk you to a 
meeting, cart your agent to a safe house, or serve as meeting places 
themselves. On hostile or neutral soil, you will have to use rented 
cars or taxicabs, both of which require planning beforehand. Taxis 
are especially troublesome because you must plan to evade sur-
veillance and driver curiosity by changing cabs several times, each 
time with a destination plausible to the driver. Remember that 
cab drivers are used to being questioned by the police; they have 
good memories and they often keep careful logs.

Portable tape recorders. Never rely on your scribbled notes of 
a meeting for an accurate record unless it is impossible for se-
curity reasons to carry a small recorder.

Portable quick-copy photo equipment. Be sure you have a com-
pact kit of camera, copy stand, auxiliary light source, and extra 
film stored where you can grab it and move when you have a 
sudden meeting with a penetration agent. Such gear should 
always be available against the chance of a walk-in; if he is car-
rying documents containing information to establish his bona 

This content downloaded from 198.91.37.2 on Sun, 07 Aug 2016 00:02:48 UTC
All use subject to http://about.jstor.org/terms



fides, you will want to copy them and let him take them back 
before they are missed. At the least, you’ll want to photograph 
his identity papers.

Phone drops. To the potential penetration you are meeting 
socially, say: “Listen, Boris, don’t call me at home. Here’s a num-
ber that won’t get either of us into trouble.” To the recruited 
mole, say: “Here is a number to memorize and a code of signals 
for when you want a meeting, when you think you are under 
suspicion, when you have filled the dead drop (four rings, two- 
minute wait, four rings again).” These telephones should be set 
up and banked for future use; be prepared.

Surveillance. Your surveillance team, or whatever surveillance 
facilities you have to improvise, must cover meetings to detect 
signs of hostile surveillance of your agent or accidental surveil-
lance of the meeting place by such third parties as the local 
police.

Dead drops. Never use the same dead drop twice. Those that 
you select must be inspected carefully, and those the agent se-
lects must be checked out in advance by at least one innocent 
pass. If you cannot risk moving in the area more than once, leave 
the drop unemptied.

Live drops. A live drop who must be visited by the agent is 
a risky asset. Here, cover for the contact is all important. A live 
drop who is only an accommodation address (e.g., a British “let-
ter box”) is a detriment only because there are never enough of 
them. It is wise to recruit and maintain twice as many live drop 
accommodation addresses as you can foresee using.

RESEARCH AND TARGETING

Chapter 16 of this book discusses your file system, part of which 
are your target f iles. These are the compilation of all material 
from all sources that bears on the intelligence, CI, and other 
conspiratorial organizations that you are assigned to penetrate. 
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The files in your headquarters will probably be big ones, so that 
if you meet a member of a target organization at a diplomatic re-
ception, or pick up his name through a double agent, or spot him 
through surveillance, and ask for traces from home, you should 
get a summary of his history as known from all sources.

One concrete example: I recall meeting an Eastern Euro-
pean diplomat socially whose passion for football (i.e., soccer) 
led him to discuss an international match that had occurred 
ten years before in another part of the world. Traces identified 
him as a State Security officer who had been sent to the match 
under cover of one of the coaches of his national team with the 
task of investigating the disappearance of one of his colleagues. 
The colleague had actually defected to the West and had pro-
vided a detailed breakdown of his service, including biographic 
information on the “diplomat” with whom I now found myself 
in contact. This information from the target file on the enemy 
service gave me an advantage over my new contact that proved 
useful. I judged that he would never volunteer and so did not 
try to recruit him, but I used my knowledge about him to pro-
tect another “diplomat” in his embassy whom we had recruited. 
That penetration was most grateful for my ability to coach him 
in evading investigation and was reassured that my service was, 
and is, professionally the equal of his own. The target files you 
maintain in the field and those in your headquarters must be 
your constant reference in your penetration program.

PLANTING THE SEED

Because you are a member of a Western intelligence service and 
of the community of Western services, potential volunteers al-
ready know that your service is one of the potential friends. What 
they may not know is where to go to volunteer. They need access, 
and if you are to give them access to you, you must contrive access 
to them. This will involve you in a game that often seems silly, 
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between opposing intelligence officers at receptions and cocktail 
parties and laboriously contrived private meals, chatting about 
soccer and opera and fishing, each hoping to recruit the other, 
each returning to his office to write contact reports and extract 
into his files tidbits of biographic data or personal observation.

More often, the game is played by “access agents” on each 
side. The Hungarian trade attaché with whom you play bridge 
is probably reporting tidbits about you to your Hungarian op-
ponent, and it does no harm if these tidbits give a picture of a 
sympathetic but loyal official of your government. If the Hun-
garian officer wishes, the trade attaché could arrange for him 
to drop by quietly as the third rubber is starting. Then begins 
the game of who recruits whom.

Sometimes your access to a target will come through a dou-
ble agent channel. If an enemy case officer has been running a 
double against you, he can use that double to send you a mes-
sage or set up a contact. Your embarrassment at being snookered 
through the double will be tempered by your pleasure at having 
a shot at number one in the side pocket.

MOTIV E: IS IDEOLOGY DEAD?

It is fashionable to refer to penetrations as “defectors in place.” 
The theory is that somewhere inside their minds, these spies 
have “chosen freedom” and are working against the system in 
which they have been brought up and in which they have pur-
sued their career to bring about victory for the system they have 
adopted and the destruction of the system they have abandoned. 
Their motives are supposed to be ideological.

Philby, the Communist of the 1930s

In the case of Kim Philby, the motive was explicitly ideo-
logical. He was a devout communist from, as he says, his last 
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 undergraduate term at Cambridge. “I left the university with 
a degree and with the conviction that my life must be de-
voted to communism” (My Silent War, London, 1968). But 
this was written under KGB direction after he settled in Mos-
cow. For decades, he had devoted all his extraordinary skill in 
conspiracy and tradecraft to the manipulation of his friends 
and enemies. I submit that ideology may have been his door 
into his career as a manipulator, but his motive from birth to 
death was the satisfaction he derived from manipulation, and 
from the sneaky, smug act of betrayal itself. After betraying 
his country, his organization, his colleagues, and any number 
of agents, who lost their lives, he came to roost in Moscow, 
where he betrayed his only friend, Donald Maclean, by steal-
ing Maclean’s wife.

Felfe, the Nazi Turned Communist

In the case of Heinz Felfe, the motive was only accidentally 
ideological. He was a technician whose desire was to practice 
his technique as a member of what he took to be the winning 
team. Ideology bored him, except as a means of manipulating 
his enemies and his friends. The appetite for manipulation and 
for the self-gratifying act of betrayal was, as with Philby, the 
driving force of his life.

Philby and Felfe were not defectors in place. They had been 
defectors long before they were in place. If they were not mo-
tivated by ideology, and they weren’t, what penetration is? I be-
lieve that, as a general rule subject to few exceptions, communist 
ideology was not the usual basic and real motive of effective 
penetration agents like Philby and Felfe that were run by Soviet 
Bloc intelligence services into those of the West.

Agee, the Unstable American

At first glance, the American Philip Agee is an exception to this 
general rule, but he really isn’t. Agee served for twelve years in 
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CIA’s Clandestine Service, working in Washington, Ecuador, 
Uruguay, and Mexico. He defected outright, probably before 
he had functioned very long as a Cuban penetration of CIA. 
Although he pictures himself as an ideological Marxist (Inside 
the Company: CIA Diary [New York: Stonehill, 1975], written 
with considerable help of the Cuban General Directorate of 
Intelligence), his former colleagues in CIA knew him as having 
been frustrated in his career, as disgruntled with his supervisors, 
and as a partner in a messy marriage long before he discovered 
that he was a Marxist. The fact that his Cuban/Russian case 
officers were not able to hold him in place as a penetration at-
tests to his mental and emotional instability.

In my experience, Western penetrations into Soviet Bloc tar-
gets were also not motivated by ideology. Their motives were 
tactical, not strategic. They were bored with communist ideol-
ogy, because everybody in the Soviet Bloc was bored with com-
munist ideology. They volunteered to commit treason against 
their native communist system, or let themselves be recruited to 
do so, because they had some personal reason to sabotage their 
local bureaucracy.

During the Cold War, the general rule (call it a theory, if you 
like) that effective penetration agents were usually not moti-
vated by communist or anticommunist ideology, was not fash-
ionable on either side of the Iron Curtain. This will make your 
colleagues and supervisors who lobby for funds, conduct public 
relations, and run propaganda operations in addition to their 
clandestine work uncomfortable. I cite it because to bear it in 
mind will save you time and energy. The rule during Cold War 
days—which still applies today to similarly ideological adver-
saries—was that when planning a recruitment and in handling 
a penetration of a Soviet Bloc–like service, concentrate on your 
target’s personal motives, not on his or her professed politics. If 
he wants to discuss ideology, by all means let him, but do not 
suppose that ideology is what really controls his actions, even 
if he thinks so himself.

Motive: Is Ideology Dead? o+ 147

This content downloaded from 198.91.37.2 on Sun, 07 Aug 2016 00:02:48 UTC
All use subject to http://about.jstor.org/terms



148 o+ Moles in the Enemy’s Garden

Outside the arena of the East/West conflict, different rules 
may apply. Jonathan Jay Pollard’s motive in spying for Israel 
may indeed have been ideological, even though Pollard was of 
unstable temperament. In operations to penetrate a terrorist 
organization, you will undoubtedly encounter a sincere, some-
times fanatical, temperamentally unstable ideology, possibly 
susceptible only to a false flag approach. That is, a member of 
the World Brotherhood for the Destruction of the Enemies 
of the True Faith may be more susceptible to an approach by 
somebody he thinks is a member of the Righteous Guard-
ians of True Belief than by an agent of an official agency. If 
you manage to have penetrated the True Believers, you may 
be able to dog-leg or cushion-shoot into the True Faithers 
without your true flag showing. Or you may be able to invent 
a True Faith organization in order to use it to penetrate the 
True Believers.

WHO IS IN CH ARGE?

Training courses in CI always emphasize the control of your 
agents, your double agents, your penetrations. Direction is a favor-
ite word: “Always give detailed direction to your agent.” Train-
ing is stressed: “Training of an agent must be continuous.”

Yup. Very true, very sound. But in the case of a good pen-
etration of a hostile intelligence service, control often rests with 
the penetration, not with you. Why? There are three reasons, 
having to do with what to steal, how to steal it, and how to 
deliver it.

What to Steal

Being a professional, and being in place, the penetration knows 
better than his case officer what the requirements should be. He 
knows, better than you, what his colleagues consider sensitive 
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and important, what they most wish to protect from the likes of 
you. He therefore knows better than you what to steal.

How to Steal It

Being a professional, and being in place, the penetration knows 
better than you how to steal the material. Remember those silly 
Hungarians telling Szmolka (chapter 9) that he should use his 
Criminal Investigation Detachment credentials and investiga-
tive gear to photograph sensitive communications documents? 
If he had been under Hungarian control, he would have given 
his handlers a short course on how the U.S. Army really works. 
Criminal Investigation Detachment investigators do not get ac-
cess to communications material.

How to Deliver It

Being a professional, and being in place, the penetration knows 
better than you how to communicate with you. He knows 
when and where he can travel; he knows what he can hide and 
where to hide it; he knows whether he is likely to be under 
surveillance.

WEAKNESSES

Does your professional mole always know that much? Yes, he 
usually does, but be wary all the same. In his choice of what 
to steal, he may do a little censoring. He may screen out items 
that might damage a personal friend, suppress things that might 
make him look incompetent or careless, and omit items that 
might cause you to give him tasks he does not want to perform. 
In his judgment of how to steal, he may use procedures known to 
his own service, and therefore vulnerable to detection, whereas 
you may have some procedures that would be more secure. In 
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choosing how to deliver, he may improvise methods of com-
munication and ignore the more practical apparatus of live and 
dead drops, phone drops, brush meetings, and the like that you 
may be able to activate.

Being a professional often has another disadvantage for 
a penetration: overconfidence. If your penetration is a good 
agent, it is because he is a competent professional, and compe-
tent professionals usually have a large quota of self-confidence. 
They also have confidence in the procedures with which they 
are familiar, those of their own service, and they tend to dis-
trust those of an alien service like yours. They may not always 
be right.

MICH AL GOLENIEWSKI

An example of a professional who was in charge of his own 
operation was Michal Goleniewski, a colonel in the Polish State 
Security Service and a co-opted collaborator of the KGB. He 
reported to CIA through a mail channel that he set up, and 
through dead drops he arranged through his mail channel. He 
concealed his own identity from CIA until the time came for 
him to defect outright. Despite these evasions, his reporting 
exposed a number of very-well-placed KGB penetrations, in-
cluding some mentioned in this book (Felfe, Blake, Molodiy/
Lonsdale), some mentioned in other public sources, and some 
still unpublicized.

Goleniewski was a competent clandestine intelligence officer 
who happened not to have the weaknesses cited above, or at 
least not fatally. An ironic fact worth pondering is that Gole-
niewski was insane. He believed himself to be, not Napoleon, 
but the Czarevich Aleksei, who would have been heir to the 
throne of the Romanovs if he had not been murdered on July 
16, 1918, by the Bolsheviks. Whether his insanity contributed 
to or simply did not affect his skill as a clandestine operator is 
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a question for all us sane operators to think about sometimes in 
the wee hours when sleep evades us.

TR AINING OR INDOCTRINATION?

To summarize the foregoing, a high-level penetration of a 
hostile service will consider himself to be in charge of your 
operation, and in practical terms, he will be in charge. That 
may weaken rather than strengthen the operation. Because you 
haven’t much choice, you can only hope that your penetration 
is a truly competent professional clandestine operator or that 
circumstances let you train him.

Training the Amateur

If your penetration is not a clandestine operator but an analyst, 
an administrator, an executive, or (valuable but rare) a commu-
nicator, your problem in training him or her is mainly logistical. 
Can you meet him face to face in safe real estate? Then give 
him the full training course with all the tradecraft. If you must 
run him from a distance, hope that he has a quota of common 
sense, good powers of observation, and a strong sense of survival, 
because those traits are the essential ones that clandestine train-
ing and experience only supplement. Give him, from a distance, 
what tradecraft training you can by whatever means you can de-
vise. And do not let the operation be run by a committee of your 
supervisors; in every good operation, the brass will want to horn 
in. Listen to their advice, but remember that while the brass gets 
the credit for successes, you get the blame for failures.

Indoctrinating the Professional

If your penetration is a clandestine operator (as most penetra-
tions are because the others seldom survive), your job is not so 
much training as indoctrination. You must make him familiar 
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152 o+ Moles in the Enemy’s Garden

with how your service does things, how your service looks at 
things, how your service feels about itself. At the beginning, 
your penetration will think he knows all that; he will expect 
you to react according to a picture he has in his mind, formed 
by years of looking at you through a haze of propaganda and 
fragmentary reports. He will expect you to perform feats that 
are beyond you, and will be astonished at some of the things 
you can actually do.

The key to successful indoctrination is rapport—the friend-
ship, comradeship, and professional respect between agent and 
case officer. In the case of Pyotr Semyonovich Popov, CIA’s 
penetration of the GRU chronicled in Bill Hood’s Mole, the 
case officer maintained a rapport with the agent that was nearly 
as close as the case officer had with any of his American col-
leagues and that was closer than Popov had with any of his 
Russian colleagues. Identified by David C. Martin (Wilderness 
of Mirrors [New York: Harper & Row, 1980]) as one “George 
Kisvalter,” and by Hood as “Gregory Domnin,” he strongly re-
sembled the Soviet premier Georgiy Malenkov, and he spoke 
equally good Russian. In Russian terms, he was a hell of a good 
guy. (In American terms, to speak for myself, he is a hell of a 
good guy.)

EVACUATION

Short is the life expectancy of any operation that penetrates a 
hostile intelligence service. You must realize this and do your 
utmost to extend the agent’s life beyond the life of the opera-
tion. In other words, anticipate the day when your penetration 
becomes a defector, and plan with him exactly what actions to 
take on that day.

The signals that trigger an evacuation must usually come 
from the agent himself, because he is more likely to recognize 
the signs of danger than you are. If the CI or security elements 
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of his organization are clumsy, he may detect surveillance, note 
a change of attitude toward him in his colleagues, find himself 
suddenly transferred to other duties, and hear of himself being 
investigated, or of material he has handled being analyzed un-
usually. At that point, it is up to the agent to pull the chain, 
to use the quickest means of communication he has to flush 
himself out of the operation.

Sometimes you, the case officer, and the whole team staffing 
the operation will get an indication that the operation is blown 
(compromised) or is about to be. Such an indication may come 
from another penetration, from a defector, or from a double 
agent. If your team is doing its file job properly, the indication 
may come from careful analysis of the case in the context of all 
you know from other sources. However you get that indication, 
move fast.

If you are skillful and lucky, the close of the operation will 
come under another heading: handling defectors (chapter 14). 
If you are unskillful or unlucky, you will have the blood of an 
agent on your hands. That is not only bad for the agent; it is 
bad for business.
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14

DEFECTORS: YOUR 
SECOND-BEST WEAPON

Next to penetrations (moles), defectors are your best weapon 
against alien intelligence services. They produce a much 

larger quantity of information, though the quality is obviously 
limited by the fact that their information is dated. Because de-
fectors produce reams of information and because those reams 
can be processed with relatively little worry about protecting 
the source (the enemy knows you’ve got him; the enemy has 
a pretty good idea of what he can give you), you’ll tend to feel 
a confidence in defectors, whenever you get them, that your 
professional caution withholds from penetrations and double 
agents. Your confidence will often be bolstered by affection. 
Here is a living body sleeping in your guest room, eating your 
food, and talking with you. Furthermore, he has joined up with 
you; he’s on your side, he’s a pal.

Beware. The fact that defectors are a productive and favorite 
source is not lost on the enemy. The basic rule of deception (see 
chapter 18), that you can usually make people believe what they 
want to believe, applies to sources as well as to information. Give 
your opponent an attractive defector, and what he has to say will 
be plausible. For that reason, during the Cold War, the mount-
ing of bogus defectors by the Soviet Bloc services was a standard 
technique starting in the days of the KGB’s parent, Lenin’s and 
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Dzershinskiy’s Cheka (All-Russian Extraordinary Commission 
for Combating Counterrevolution and Sabotage).

So before getting into the how-to of handling defectors, you 
might want to read up on some of the (inevitably controversial) 
cases that have been reported in the press. The KGB officer 
Yuri Ivanovich Nosenko, for example, was probably dispatched 
to deceive the American CIA about several important matters, 
such as the nature of the operational relationship between the 
KGB and Lee Harvey Oswald, who had assassinated President 
John F. Kennedy.

Another controversial case to ponder is that of the KGB of-
ficer Vitaliy Sergeyevich Yurchenko. In the pattern of many 
defectors, Yurchenko was emotionally unstable, estranged from 
his family, and involved in a messy sexual entanglement with 
the wife of a colleague. His defection in Italy appears to have 
been part of a private scheme to use the Americans to whom he 
defected to arrange his reunion with his beloved, who was sta-
tioned with her husband in Canada. He expected CIA to then 
arrange for the pair to elope back to the United States and live 
happily ever after on the bounty of his grateful hosts, to whom 
he would be providing priceless information and advice. The 
scheme went awry when the lady refused to defect. This rejec-
tion depressed Yurchenko, who thereupon used his professional 
skills to put himself back in contact with the KGB. The KGB 
used the redefection as if they had dispatched him in the first 
place—first with massive publicity accusing CIA of kidnapping, 
of torture, of malfeasance, of incompetence; and then withdrawal 
by the KGB to Russia for lengthy debriefing on all the personali-
ties, installations, and intelligence requirements to which CIA 
had exposed him. After that? My guess is a bullet in the back of 
Yurchenko’s neck, but he may have been given another role to 
play, just to confound KGB haters like me in the eyes of read-
ers like you. This week, any week, when you read of defectors 
being “surfaced” (made available to the media), read between the 
lines of your newspaper and hope that your  intelligence agencies 
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are practicing counterintelligence while they hungrily debrief 
whichever defector has most recently arrived.

One more point: we are talking about real defectors, not refu-
gees or commercial entrepreneurs. Tennis players, ballet dancers, 
dissident writers, and Zionists are not defectors as we use the 
term. By all means, let the immigration service welcome them 
all. We hope they get help and find a secure place in our soci-
ety, but they are not material for CI reception, debriefing, and 
resettlement. That is, unless they have been sent as agents, in 
which case we’ll get at them through our other operations.

INDUCEMENT

“Inducement” is the jargon used for persuading somebody to 
defect to you. It can be specific, as when you are in contact under 
some pretext with your target, or general, as when you merely 
arrange the furniture in such a way that the potential defector 
knows how to come to you when he or she decides to defect. The 
section of chapter 13 titled “How to Get Penetrations” (which 
are “defectors in place”) applies directly to the defectors whom, 
for whatever reason, you cannot hold in place as moles.

ECHELONS OF H ANDLING

Handling a defector whom you cannot send back as a penetra-
tion is somewhat like handling a prisoner of war in a combat 
situation. The prisoner captured on the battlefield must be inter-
rogated in stages, at different levels of command, for different 
kinds of information. The regimental or brigade interrogation 
of prisoners of war (IPW) team, which gets first crack at the 
prisoner, wants immediate tactical information: heavy weapon 
locations, unit boundary lines, squad, platoon and company 
strengths, patrol and attack plans. When the prisoner gets back to 
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Division, the IPW team there wants unit identifications (Order 
of Battle), recent divisional movements, personal information on 
commanders, and (if the prisoner is a commander or staff offi-
cer) tactical plans. At this echelon of battlefield interrogation, the 
prisoner’s level of knowledge is also defined. What does he know 
about strategic military matters? About political and economic 
matters in his country? About technical and scientific matters? 
Whether and how he is further interrogated at higher echelons 
depend on his level of knowledge. This may often not be related 
to his rank. A general’s orderly may know almost as much as his 
general, and a lot more about some things.

Your defector from an enemy intelligence service must also 
be interrogated by stages and at different echelons. The first 
stage is a critical one and requires getting preliminary answers 
to five questions that will overlap each other in the asking.

First, does he need medical attention? Some defectors make 
their break in fairly violent ways and need a bandage or a splint. 
Some arrive intoxicated and have to be sobered up quickly so 
that the first stage of the interrogation can be quickly begun. 
All arrive in an acutely nervous state, feeling anger and fear. 
They may need tranquillizing, but only by a physician, if you 
can have one on hand, especially if your guy has alcohol in his 
system. It is very easy to kill or brain-damage a man if you use 
tranquillizers or sedatives indiscriminately.

Second, who is he, and what is he? Check out his answers im-
mediately against available local records and flash a trace re-
quest to your home office. You’ll get back a flash answer, and 
your colleagues back home won’t in the least mind having been 
gotten out of bed to run the trace. How often do they get such 
a chance to earn their pay?

Third, how did he get here? You just know in detail his move-
ments, acts, and observations from the night before the day in 
which he left his old place until he arrived at your place. Be 
alert as he recounts the story (over and over) for indications of 
fabrication, concealment, and distortion of motive.
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Fourth, why did he defect? The English word “why” has two 
meanings that are frequently confused: reason and cause. Rea-
sons may be ideological; causes never are. The driver for an 
enemy intelligence station who goes on a spree with a local 
prostitute, gets drunk, and cracks up his car has both a reason 
and a cause for defecting. The cause is the jam he is in; the 
reason, initially to avoid the consequences of his acts, but later 
he will probably find that his reason was to find freedom in the 
West. When his boss, a senior officer, comes to defect, he may 
have a reason of longer standing, but he will have a cause also, 
usually not much different in human terms from that of the 
driver. Job problems and family problems seem usually to be 
the cause of most defections at whatever level. So this question 
must be broken down into two subquestions.

What was the cause of his defection? What made him choose 
this moment, or what made this moment choose him?

What was the reason for his defection? At the beginning, he will 
usually have the cause uppermost in his mind. As time goes by, he 
will often discover that he had a reason and that it was ideologi-
cal. He hated the Soviet system, he had chosen the democratic 
way of life, he wanted to help preserve freedom. Remember that 
all persons, including you, me, and your defector, like to believe 
that our decisions have been rational, that we had a logical and 
moral reason for whatever we have done. Otherwise we lose 
our most precious possession, our self-esteem. But remember 
that seldom in human affairs have decisions really been made 
rationally, logically, or morally. If, with any particular defector, 
you find that his decision was well thought out, deliberately 
planned, and morally tested, count yourself lucky to have found 
that rare artifact, an ideological defector. Handle it carefully, 
because it may crumble.

Fifth, is he genuine? A plant (phony defector, provocateur) is 
a valuable commodity. If you don’t spot him as a plant, his value 
is to the enemy. If you do spot him, he is valuable to you as a 
counterespionage case, because whatever you can find out about 
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the enemy’s reasons for sending him to you will give you insight 
that may be of strategic importance. The information given to 
you by a phony defector is important, possibly more important, 
than that given by a genuine defector, for it is information the 
enemy wants you to have and therefore must be part of an 
enemy plan to manipulate your government.

Nosenko is a case to think about. He was a volunteer mole 
who carefully controlled (or the KGB controlled?) the meeting 
arrangements and means of communication for more than a 
year, during which he refused contact inside the USSR and re-
peatedly said that he would never defect outright, never publicly 
renounce his membership in the KGB or his Soviet citizenship. 
Then suddenly, less than two months after the assassination 
of John F. Kennedy, he reported that five years earlier he had 
personally handled the KGB’s assessment of the future assassin 
Oswald in Moscow and knew that the KGB had never recruited 
Oswald. At the same time, Nosenko asked to be accepted as an 
outright defector, renouncing his citizenship and abandoning 
his family in Moscow.

Question: Why did the KGB want CIA to think Lee Harvey 
Oswald had never been a KGB agent?

Question: How much of the information provided by 
Nosenko on other matters had already been received from other 
sources? How much that was new could the KGB afford to 
throw away?

Question, question, question.
The Nosenko case has nearly all the questions you will need 

to ask when you get a defector from an alien intelligence service. 
Meanwhile, be prepared.

BE PREPARED

If you are not prepared to receive a defector when he arrives 
from wherever he has been, you’ll not have much of a defection 
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program. Being prepared for defectors overlaps arranging the 
furniture for penetrations (see chapter 13). Many of the same 
elements of your local support apparatus (see chapter 4) are 
used for both kinds of operation:

Safe Houses

Safe houses for reception of defectors should be arranged in 
echelons. Because any defector may be mounted against you 
specifically to uncover your facilities, or may be a low-level 
type who may change his mind after sobering up, the first safe 
house to which you bring a defector should be a throwaway, 
that is, one used for low-security meetings that may already 
be known to the enemy and to local authorities. When the 
initial debriefing is complete and you have decided that your 
defector is potentially valuable, the more secure and longer-
range safe house to which you transfer the defector must be 
staffed with full-time caretakers, and the caretakers must 
function as guards, companions, and nursemaids. They must, 
in other words, be competent case officers, trained in agent 
handling and familiar with the case that they are handling. 
They should have a language in common with the defector, 
preferably his own, regardless of how well he speaks yours. 
They must maintain a journal recording his questions, re-
marks, and criticisms.

Portable Equipment

Portable equipment—recorders, cameras, and the like—should 
be available for use at the initial low-security safe house to which 
you first take defectors. The high-security safe house in which 
you begin your serious debriefing should be fully equipped with 
concealed recorders, cameras, closed-circuit TV monitors, se-
cure radio and telephone communications to the base, and a 
defensive weapons system.
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Interrogators and Polygraph Operators

Your first polygraph interrogation will probably be in your 
first, low-security safe house. An interrogation team of officers 
briefed on your defector’s organization, supported by a poly-
graph operator, must be available around the clock whenever 
you expect a defector.

Psychological Assessment

The original psychological assessment of a defector must be 
made by the initial interrogation team and need not include 
professional psychologists or physicians. When serious debrief-
ing begins, any support you can muster or have in reserve in the 
form of professional psychometrists, psychiatrists, and physi-
cians should be committed. These pros can give you insight that 
you need when your defector is fresh and will save you, and him, 
any amount of later grief.

Surveillance

If one of your staffers—or a clerk, secretary, or driver—disap-
pears, you go looking for him or her with all the means at your 
disposal. And when you find them, you try to bring them back. 
So, when you get a defector from another service, you can be 
sure that your opponents are making their best effort to find 
him and get him away from you. And if they can’t get him 
back, they will try to kill him. Diligent use of surveillance on 
and around the safe house to detect signs of enemy surveil-
lance or attempts at communication with your defector is an 
essential component of your defense. Remember also the case 
of the phony defector Vitaliy Yurchenko, who established his 
own secret communication with his rezidentura from inside a 
CIA safe house and used it to skedaddle back when it suited 
the enemy’s purpose. Keep surveillance on your defector as well 
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as on his surroundings. With an important defector, whether 
you suspect his bona fides or not, it does no harm to keep two 
levels of surveillance: one that he can detect and be aware of, 
and one that you hope he doesn’t spot. I suspect that my former 
colleagues at CIA wish they had used this expensive trick on 
Yurchenko.

Vehicles, International Transportation, and Documents

Basic to all defector handling at whatever level is mobility. You 
have to be able to move the defector and all elements of the 
handling team quickly from safe house to safe house, from city 
to city, from country to country. If the clandestine logistics of 
your service are not capable of managing such movement, you 
had better consider turning your defector over to a friendly 
service and working the case jointly. In fact, joint exploitation of 
defectors among allied Western services is an established pro-
cedure and should occur in most cases, whatever the logistic ar-
rangements may be. The only disadvantages are those discussed 
in the next chapter, under liaison—those of compartmentation 
and security.

RESET TLEMENT

Starting in the opening days of the Cold War, the steady flood 
of defectors from East to West made their resettlement a mini-
industry within the mega-industry of Western intelligence. Be-
cause it is not a business that earns profits for its managers (all 
profit having already been realized), it is often viewed with ir-
ritation by the budget people, who like a bottom line with plus 
signs in front of the figures, whether those figures be in dollars, 
pounds, or marks, or in quantities of information. The result of 
this lamentable but understandable situation is that the budget 
people often find ways to skimp on resettlement of defectors. 
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They skimp, at least, after the original settlement, which was 
part of a legal contract. That settlement, an insurance policy, a 
paid annuity, a cash payment sensibly invested, will have been 
honored and vouchered to an account now closed and off the 
budgeter’s books. What budgeters have difficulty fitting into 
their system is the continuing operational obligation of the ser-
vice to its resettled defectors.

Please note once more that, with few exceptions, defectors 
are people who have difficulty adjusting to their environment, 
any environment. If they could not adjust to the environment 
into which they had been born and raised, we must not expect 
them to adjust with joy and gratitude to the alien environment—
yours—to which they have defected. Please note, once more, 
that defectors are ideological and political in only that tiny part 
of their personalities that is ideological and political—the rest of 
them is human, conditioned by their childhood and by the world 
that will always be home to them, no matter what they have 
done or experienced later. When they have finished being de-
briefed, when they have contributed their last bit of advice, when 
they are pensioned off and discarded, odd foreigners speaking 
with a foreign accent and having no friends around them, they 
will have a rough time. They will be homesick, and this sickness 
is painful, sometimes even terminal if not treated.

They need help. But (the budgeters ask), because they have 
done their job, served out their usefulness, and gotten to the 
point where they can take their own chances and face their own 
problems like any other citizen of your country, why help them? 
There are two reasons. The practical reason is that they are a 
potential danger. For all their lives, they are targets of enemy 
recruitment. For all their lives, they have operational secrets 
of yours, which may age but never die. The humane reason for 
helping them is that they have earned your help. In our business, 
what is earned should be paid for, even if the payment is not 
specified in some “termination agreement.” Otherwise, the spy 
business gets a bad name with the public and your spy service 
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gets a bad name among spies, and you feel bad yourself because 
you have been a bad spy.

The best way to help a resettled defector is not to resettle 
him but to find him a job in the business at which he can work 
productively until his own aging tells him it is time to retire. A 
friend of mine, one of the earliest defectors from a Soviet Bloc 
service, liked to be called “Joe” because, after learning English, 
he found that in our slang he was a “joe.” After his debriefing 
had been finished, he wanted to be an active agent. And so we 
did a little plastic surgery to change his appearance and docu-
mented him as an officer (actually several officers) of the service 
from which he had defected. For years, he moved with one or 
another of our case officers from place to place all over the 
world, recruiting officials of his former government under his 
former, now false, flag, and producing quantities of solid intelli-
gence from their files. When we judged that his false-flag cover 
had about worn itself out, we gave him a routine official cover 
under which he handled agents for years, being a very good Joe. 
Finally came time for retirement, and so he retired, gray haired 
and contented, and he now putters among his roses, coaches 
his son’s soccer team, or does what we all do in retirement. We 
never resettled him; we just helped him continue doing what 
he knew how to do: Spy.

Joe never wrote a book, but look at the books other defec-
tors have written. They fill a long shelf in your service’s train-
ing department. Never, never, never think of resettlement as 
disposal. No defector should ever be thought of as having been 
disposed of.
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