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8
Spying on Spies

Counterintelligence

ounterintelligence is the most arcane and
organizationally fragmented, the least doc-
trinally clarified, and legally, and thus po-
litically, the most sensitive intelligence 
activity. I have already made several rec-
ommendations for reforming counterin-
telligence in the Defense Department, and
I will not repeat them here, but I will fit

them into the proposals in this chapter. Reforming counterintelli-
gence within the overall Intelligence Community, a few fundamen-
tal structural reforms have long been imperative although politi-
cally unfeasible. Over the past couple of years the political climate
has radically changed, making these reforms at least conceivable.

Some historical perspective on the poor performance of U.S.
counterintelligence will reveal that repairs need to be made, and
not only minor ones. Then a review of the relevant doctrinal as-
sumptions will follow, emphasizing those that can help identify the
key problems and guide our thinking about solutions.

The Miserable Record of U.S.Counterintelligence

Before the discovery in 2000 that Robert Hanssen, a well-placed of-
ficial in the Federal Bureau of Investigation (FBI), had been a So-
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viet (and later Russian) agent since the early 1980s, reforms in that
organization were simply unthinkable. Because the FBI has the 
primary responsibility for counterintelligence within the domes-
tic United States, no comprehensive reforms of counterintelligence
in the Intelligence Community were possible either. Through 
its long-standing public relations campaign, begun by J. Edgar
Hoover, the Bureau built up an image of invincibility and legen-
dary performance. Its success in feeding stories to selected journal-
ists to burnish its image is notorious within intelligence circles. So,
too, is its influence in the Congress, which has allowed its directors
to shake off numerous embarrassing law enforcement disasters, to
keep presidents afraid to investigate the FBI, and to refuse to coop-
erate with the CIA and the Pentagon on many counterintelligence
activities. Now all of this may be changing.

The probable damage Hanssen has done, not only to the FBI’s
operations but also to the CIA’s counterintelligence efforts, may
rank as the worst single case in the history of espionage against the
United States. It made the FBI look positively amateurish against
the Soviet KGB. The events of 11 September 2001 were another ma-
jor blow to the FBI because intelligence against terrorism in the
United States is also the FBI’s responsibility. These episodes, com-
bined with continuing disclosures of clumsy and incompetent op-
erations during and after 11 September, have dissolved the FBI’s in-
vulnerability to serious criticism. Several major newspapers and
respected members of the Senate and House of Representatives
have shown an uncharacteristic willingness to speak out candidly
about the competence of the FBI in both counterintelligence and
counterterrorism in ways that were inconceivable a few years earlier.

The counterintelligence record of the CIA has also been seri-
ously marred, as we have seen. The KGB’s recruitment of Aldrich
Ames, a senior Directorate of Operations case officer, may have
done as much damage to the CIA as its recruitment of Hanssen did
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to the FBI. The lack of intelligence warning before 11 September, of
course, hurt the CIA’s reputation as much as it did the FBI’s.

The FBI and the CIA are not the only organizations with 
the counterintelligence capability to run operations. Each of the
three military departments in the Pentagon—army, navy, and air
force—conduct such operations. Their records of finding hostile
intelligence penetrations, not only human agents but also technical
penetrations, are less than impressive. Over the past two decades, at
least a dozen U.S. military personnel have been discovered to be
foreign agents. Because few of them have been in high positions
with access to the most sensitive information, however, they have
not caused damage comparable to that done by Ames and Hans-
sen. There have been exceptions. John Walker, a naval petty officer,
stole cryptologic keying material and sold it to the KGB for many
years, allowing the Soviet Union to collect and break the U.S.
Navy’s fleet operations communications. An army sergeant in Eu-
rope, Clyde Lee Conrad, sold the army’s war plans for defending
West Germany to Hungarian agents who passed them on to the
KGB in Moscow. Most others passed less damaging material to
hostile intelligence services.

In Europe, the United States was subjected to massive hostile
intelligence efforts, especially in Germany, where the East German
services controlled scores of operatives and moved about with
great freedom. Thus the number of agents who remain undetected
is undoubtedly large. In Latin America, Cuban and Panamanian
operations achieved success against U.S. Army units in Panama. In
the Far East, excluding the period of the Vietnam War, the most
hostile penetrations (mainly by Soviet, Chinese, and North Korean
operatives) were made in the local populations of Japan, Taiwan,
and South Korea, far fewer among U.S. military personnel.

It is, of course, impossible to know the complete record 
because undetected agents are precisely that—undetected—and
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thus uncountable. Reaching a reliable assessment of the effective-
ness of U.S. counterintelligence is therefore impossible. Still, several
decades of counterintelligence efforts yield a discouraging picture
of the quantity and quality of hostile operations against U.S. inter-
ests. The end of the Cold War has brought several disclosures about
Soviet and East European intelligence operations that improve our
understanding of that picture but make it look worse, not better.

The accumulating evidence is most damaging to the FBI. It
reveals that the widespread impression of the “good old days” of
J. Edgar Hoover’s FBI, when it unfailingly caught the bad guys, are
a myth. Soviet intelligence, using the Communist Party of the USA
as a support organization, simply ran over the FBI again and again
during the Cold War and earlier. By the time of World War II,
scores of Soviet agents were gaining access to the upper reaches of
the U.S. government.1 Tipped off by army code breakers (who pro-
duced the Venona files) with the names of more than two hundred
likely agents, the FBI proved unable to collect sufficient additional
evidence to indict and prosecute them.2 Julius and Ethel Rosen-
berg, who passed secrets about the U.S. atomic bomb program to
Soviet officials, were the only exceptions. In 1951, when Whitaker
Chambers and Elizabeth Bentley made their disclosures before
Congress that Alger Hiss, Harry Dexter White, and many other
government officials were passing state secrets to the Soviet Union,
the American Communist Party was able to stimulate a fairly suc-
cessful defensive campaign in the U.S. media. With the new docu-
mentation and testimony available from Russia, the guilt of Hiss,
White, and others is no longer in doubt. Nor is it possible to dismiss
out of hand the wider Soviet penetration of the U.S. atomic energy
program, going beyond the Rosenbergs to include illustrious sci-
entists like Robert Oppenheimer and others.3

Effective FBI counterintelligence might have secured indict-
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ments of scores of Soviet agents during the 1940s and 1950s. In-
stead, the FBI contributed to the Senate hearings conducted by
Joseph McCarthy, whose unconscionable tactics were exploited as
a screen for the activities of well-placed Soviet operatives and the
American Communist Party. Counterintelligence did not improve
in the following decades, not just in the FBI but in the Intelligence
Community as a whole. In the 1970s William Kampiles was selling
information about U.S. satellite reconnaissance capabilities to the
KGB. At the time these so-called “national technical means” were
key to verifying arms control agreements between Moscow and
Washington. Clyde Lee Conrad was selling the army’s war plans for
Europe about the same time and would continue to pass secret ma-
terials into the mid-1980s. John Walker and his son were selling the
navy’s communications codes during this same period.

In the 1980s, Ronald Pelton, after he resigned his job at the
National Security Agency, contacted the Soviet embassy in Wash-
ington undetected by FBI surveillance, and met KGB agents in Eu-
rope. There they used James Bamford’s book about NSA, The Puz-
zle Palace, to test his bona fides and guide his debriefings. Although
Pelton was eventually discovered and successfully prosecuted, the
FBI, against pleading by NSA personnel, gave him an easy chance
to avoid an indictment. Impatient at surveilling Pelton until he
could be trapped in the act of working for the KGB—evidence es-
sential to a successful prosecution—the FBI decided to confront
him directly. Had he exercised his constitutional right to refuse to
talk, he would be free today. Instead, he believed he could persuade
the FBI to pay him to act as a double agent against the KGB and
make money both ways. Thus he voluntarily provided the evidence
for his own conviction! Similar bumbling amateurism produced a
different result in the FBI’s handling of the Wen Ho Lee case at the
Los Alamos National Laboratory in the late 1990s. Whether Lee
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gave secrets to Chinese officials may never be known, but the FBI’s
handling of his case made it easy to sympathize with Lee.

Many other such cases have occurred. Most of them have
never been publicly reported, but those that have are sufficient to
make the basic point: the FBI has a disastrous record of finding and
convicting foreign agents. Moreover, most of the arrests of lesser-
known agents have been based on the work of military counterin-
telligence officers who uncovered them abroad and tracked them
for years, patiently building the evidence for a conviction, then en-
ticing them to travel to the United States, where only the FBI has
the authority to make the arrest and support the prosecution.
These military officers received not even a thank-you as the FBI
held press conferences to claim the cases as its own work.

The CIA’s counterintelligence record is also mixed, going
back to the 1950s and 1960s, when James J. Angleton was its chief.
From the paralyzing paranoia of Angleton’s reign to the neglectful
times in which the KGB defector Yurchenko redefected right under
the nose of his handlers, and Aldrich Ames betrayed more than 
a half-dozen CIA agents working in the Soviet Union, one kind 
of poor performance replaced another. The counterintelligence
record of the military services is also mixed. A number of cases
have been handled well, but others demonstrated wholesale in-
competence.4

It is easy to condemn the FBI and other counterintelligence
organizations for not detecting hostile intelligence penetrations
early. Moreover, inevitably a few Americans will always be willing
to commit espionage against the United States. Is it possible, there-
fore, that the selective presentation of the record above indicates no
more than business as usual, a level of damage that is to be ex-
pected? Judgments differ on this matter, but as it will become clear
in the following diagnosis, constructing a much improved coun-
terintelligence capability is possible.
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Doctrinal Assumptions and Their Ambiguities

In the chapter on principles and concepts, counterintelligence is
defined as intelligence gathered about an adversary’s intelligence
activities and capabilities. In other words, it is no more than col-
lecting information to unmask adversarial intelligence operations
and capabilities. This is an important definitional boundary be-
cause counterintelligence is often understood to include far more,
specifically the security function, involving specific types of action
to prevent or neutralize hostile intelligence successes against U.S.
interests. Yet as I have made clear, security is a command function
in the military and a policy-management function in civilian agen-
cies. Counterintelligence provides information on which military
commanders and civilian agency managers should base their deci-
sions regarding security measures, but counterintelligence officials
do not have the administrative or command authority to promul-
gate security policies or to direct security measures. They do, of
course, have that responsibility within intelligence organizations,
and it includes establishing rules for access to intelligence informa-
tion by individuals in other agencies. In other words, authority to
grant security clearances for access to specific intelligence belongs
to the director of central intelligence even for individuals outside
the Intelligence Community in user organizations. Beyond this au-
thority, which is really to protect intelligence, not to provide gen-
eral security to outside organizations, Intelligence Community of-
ficials have only the power of persuasion about security measures
in nonintelligence organizations.

This analytical distinction, setting counterintelligence apart
as purely intelligence and not a security measure, has other practi-
cal applications. Deception operations are an example. Valid and
comprehensive counterintelligence is imperative for operations
intended to mislead an adversary. Because counterintelligence or-
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ganizations obviously are in the best position to carry out some as-
pects of deception operations, they become involved in operations
that exceed the narrow definition of counterintelligence. Deception
operations, like security measures, are command and management
functions, not counterintelligence or intelligence functions. Just as
tactical intelligence supports military combat operations, counter-
intelligence must support deception operations. Another example
is neutralization of a hostile agent by arresting him or exposing his
activities. That is not an intelligence operation but a defensive or
security action. Yet in practice it is generally left to the decision of
counterintelligence officials, though policy or command approval
is always appropriate and often required.

Another doctrinal boundary lies between counterintelligence
and “arrest authority.” Arrest of a hostile agent certainly amounts
to neutralization, but having and using the authority to arrest is
not the same as making the decision to do so. Once an espionage
agent is detected, by definition a crime is also detected. Law en-
forcement officials must arrest that person if it is decided to neu-
tralize his activities. Within the military counterintelligence orga-
nizations, army counterintelligence does not have arrest authority,
but the Naval Investigative Service and the air force’s Office of Spe-
cial Investigations do. Military arrest authority, of course, applies
only to military personnel and installations in the United States.
Beyond U.S. territorial borders in a war zone, this authority is more
extensive for the military services, but in the United States the mil-
itary services cannot arrest hostile intelligence agents, either U.S.
citizens or foreigners, outside military installations. Only federal
and local law enforcement agencies can do that. Thus military coun-
terintelligence is inexorably entangled with the FBI and sometimes
with other civilian law enforcement agencies.

The key point about this boundary is that counterintelligence
organizations need not have arrest authority. In fact, giving it to

1 7 4 S P Y I N G  O N  S P I E S

This content downloaded from 198.91.37.2 on Sat, 09 Jul 2016 19:32:48 UTC
All use subject to http://about.jstor.org/terms



them unnecessarily expands their responsibilities beyond intelli-
gence work, pushing them precisely where they do not belong: into
law enforcement and security work. If we wanted to adhere to the
doctrinal principle, then, we would keep counterintelligence orga-
nizations separate from law enforcement responsibilities, includ-
ing arrest authority. At the same time, these organizations must be
aware of such law enforcement concerns as the admissibility in
court of evidence of acts of espionage. If an arrest is made before
adequate admissible evidence has been collected, the subsequent
prosecution will fail. Because the counterintelligence organization
will most likely be the only group aware of the espionage opera-
tion, it will have to decide when an arrest is appropriate. That can-
not be left to law enforcement agencies.

Failure to keep this criterion in mind has allowed more than a
few Americans working for hostile intelligence services to remain
free after they have been discovered. Felix Bloch, a foreign service
officer caught in Vienna delivering documents to a KGB agent, es-
caped trial for such reasons. Ronald Pelton, had he merely refused
to talk, would be free. With effective legal counsel available to
counterintelligence organizations, such cases should be rare. The
army’s operation that trapped Clyde Lee Conrad in Germany is an
excellent example of how this criterion was met for German
courts, where prosecutors and judges were notorious for failing to
convict indicted agents.5

One final point about doctrine deserves attention. Counter-
intelligence is widely thought of as human intelligence work. Dou-
ble agents, spies, and traditional espionage tradecraft are the im-
ages evoked by counterintelligence not just in the public mind but
also in the FBI and other parts of the Intelligence Community. To
be effective, counterintelligence must also involve taking advan-
tage of signals and imagery intelligence to discover hostile agents.
And it must discover more than just agents. Counterintelligence

S P Y I N G  O N  S P I E S 1 7 5

This content downloaded from 198.91.37.2 on Sat, 09 Jul 2016 19:32:48 UTC
All use subject to http://about.jstor.org/terms



operations must also learn about the capabilities and targeting of
hostile signals and imagery intelligence. This broader approach is
sometimes called “multidisciplinary counterintelligence.”Not only
the FBI but the CIA and some of the military counterintelligence
organizations fail to take a multidisciplinary approach. The per-
sonnel in these organizations have been very slow to adapt to the
changing technologies of the past three or four decades.

At the same time, counterintelligence as a separate discipline
is close to human intelligence, a fact that entangles human intelli-
gence operations with it in a messy fashion. The best window into a
hostile intelligence service is a well-placed agent within it. That is
why Ames and Hanssen were so valuable to the KGB. A counterin-
telligence service, therefore, inevitably engages in the same kind of
collection techniques as does any clandestine human intelligence
service. It recruits agents in the target country, but specifically in-
side its intelligence services. When counterintelligence is mixed
with other clandestine operations, as it is in the CIA, issues of pri-
ority arise. Typically, counterintelligence gets second priority when
there is a conflict. In some operations, the two efforts can be com-
plementary rather than conflicting. The point remains, however,
that a clear boundary between clandestine human intelligence and
counterintelligence is difficult to maintain in practice, a fact that
must be kept in mind in designing structural improvements in U.S.
counterintelligence.

Problems and Solutions

Although many problems in counterintelligence need attention,
only two major ones require structural solutions. The first con-
cerns how organizational responsibilities adversely affect profes-
sional skills and institutional culture. The second concerns frag-
mentation that leaves large gaps in the Intelligence Community’s
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overall counterintelligence coverage. From the brief and admit-
tedly eclectic foregoing assessment of the counterintelligence per-
formance record, both problems should already be apparent.

The first is manifest in the FBI and the counterintelligence
organizations of the air force and navy—the Office of Special
Investigations (OSI) and the Naval Investigative Service (NIS),
respectively. All three mix counterintelligence with law enforce-
ment.

Law enforcement techniques that work against criminals sel-
dom work against spies. With a few exceptions, criminals do not
enjoy large institutional support systems. They do not have entire
governments behind them. Criminals tend to be in a hurry, getting
rich or committing murders or both, and then moving on. Except
in corporate and white-collar crime, criminals tend to be neither
well educated nor highly intelligent. The FBI predominately uses
three methods against criminals: telephone taps, informers in
criminal circles, and heavy-handed interrogations.

Although these tactics often work against criminals, they do
not work against spies and terrorist organizations. Spies and ter-
rorists have motivations and goals that differ dramatically from
those of criminals. Spies are normally well financed by their gov-
ernments; terrorists often have wealthy nonstate organizations be-
hind them. Foreign intelligence officers tend to be highly educated
and trained for years in espionage techniques. So too are most
managers of terrorist operations. They know U.S. laws and the
rights they afford arrested suspects. Foreign intelligence officers
can retreat to the secure space provided by countries’ embassies.
When their spies flee the United States, foreign governments will
rarely honor the United States’ extradition requests.

Law enforcement agencies thrive on media coverage. Coun-
terespionage agencies fear it because it can destroy or neutralize
their operations. Law enforcement agencies are eager to make an
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arrest. Counterintelligence operatives must be patient while track-
ing spies until they create enough evidence to support a convic-
tion. This may require a year or two, sometimes longer. Counter-
intelligence officers must know foreign languages, cultures, and
ideologies. Rare is the police agent who does.

Neither the FBI nor the OSI and NIS can maintain both crim-
inal-catching and spy-catching organizational cultures. The two
are simply incompatible. The crime-fighting part of all three orga-
nizations is dominant; competence in counterintelligence is sec-
ondary. More than a few veterans of the FBI’s counterintelligence
division have complained about the phenomenon in their organi-
zation. The records of the OSI and NIS reveal essentially the same
pattern. Both organizations have botched high-profile cases. The
NIS, for example, was alerted in the mid-1980s to the case of a ma-
rine guard in the American embassy in Moscow. The guard report-
edly was cooperating with the KGB, allowing its operatives access
to parts of the embassy building at night. Although most evidence
suggested that the marine was guilty, the NIS’s interrogation tech-
niques and other actions soon destroyed the case for the prosecu-
tion. The handling of the case made much of the evidence inad-
missible in court and undercut the NIS’s credibility with the jury.

The CIA and the army’s counterintelligence service have no
law enforcement responsibilities. The army also separates counter-
intelligence entirely from other clandestine human intelligence,
but at the CIA, the Directorate of Operations does not keep such a
clear boundary. Both organizations, of course, have mixed records
against penetrations, but the example of the army’s operation to
discover Clyde Lee Conrad is especially impressive, and the CIA
counterintelligence division gave the army important assistance in
some aspects of the case. The vastly greater resources committed to
this operation, the level of skills, and the degree of patience shown
by those officers who ran it distinguish it sharply from the way the
FBI typically manages such cases.
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The second major problem, fragmentation of counterintelli-
gence coverage, can be explained more briefly. Although many
government agencies need counterintelligence support in assess-
ing and managing their own security, only five—the FBI, the CIA,
and the three military departments in the Pentagon—actually
conduct counterintelligence operations. These are five separate
and largely disconnected worlds, and none is in a position, or will-
ing, to integrate them and provide a comprehensive national coun-
terintelligence view of all hostile intelligence (and terrorist) opera-
tions against the United States.

Counterintelligence relations between the FBI and the CIA
have been conflict-ridden from the beginning. When William
Donovan created the Office of Strategic Services during World War
II, the strife began, even though the OSS, taking the lead in Europe
and East Asia, left Latin America to the FBI, which had first put
agents abroad there. A number of memoirs and histories catalogue
the bitter competition between the CIA and the FBI in the CIA’s
first decade.6 The CIA, of course, has counterintelligence responsi-
bility abroad, and the FBI has it within the United States. The idea
of combining their separate pictures of hostile intelligence threats
is naturally unacceptable to both, although in recent years centers
set up by the DCI for intelligence about terrorists and narcotics
trafficking have included both the FBI and the CIA. What each ex-
poses in these centers, of course, is far short of the comprehensive
picture from their holdings. The FBI has used its counterterrorism
and narcotics-trafficking tasks to justify placing more of its agents
abroad in U.S. embassies. Thus the fragmentation and competition
are no longer limited to the United States but extend into new off-
shore areas.

The contentious relations between the FBI and the CIA, com-
bined with the autonomy of the military department’s counterin-
telligence operations, leaves large gaps in coverage. The DCI can-
not produce a comprehensive operational picture of either the
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hostile intelligence threats or the terrorist threats to the United
States. None of the five agencies has a complete operational pic-
ture. Intelligence Community “centers” involving all agencies can
never do more than paper over the basic structural problem. This
problem, which has existed for decades, should have been painfully
apparent after Robert Hanssen was unearthed as a Soviet agent in
the very heart of the FBI, but no serious voices in Congress or else-
where pointed it out and called for facing up to it. Only after 11
September 2001 did it become impossible to hide or ignore. Still,
though some members of Congress and newspaper editorial writ-
ers have expressed a new awareness of the problems, no serious
steps toward closing the gaps have yet been proposed.

The solution to both of these problems—1) organizational
incompatibilities between law enforcement and counterintelli-
gence operations, and 2) fragmentation in counterintelligence
coverage—is the creation of a national counterintelligence service.
For purposes of brevity, let us call it by the acronym NCIS.

The first step in the creation of such a service is to eliminate
entirely the FBI’s responsibility for counterintelligence. Its coun-
terintelligence division would yield its files, records, and agent op-
erations to the new NCIS. A number of the FBI’s counterintelli-
gence specialists could well be transferred to the NCIS, but not
merely as an administrative action, but rather based on the quality
of their skills and past performances.

Second, the NCIS must be made responsible for coordinating
all of the counterintelligence operations of the CIA, army counter-
intelligence, NIS, and OSI. These four agencies would continue
with their operations just as in the past, but each would now have
to open its records and files to NCIS officials, allowing them access
to its operational view of hostile intelligence threats. This authority
would permit the creation of a comprehensive counterintelligence
picture. It would allow the NCIS to close the gaps now extant be-
tween the five counterintelligence organizations. The NCIS might
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eventually take operational control over them all, the way NSA as-
serts control over the military service cryptologic elements. It will,
in any case, need to direct changes in operations to prevent overlap,
to improve coverage, and to take other actions to improve the com-
bined effort. This might, for example, include temporarily reallo-
cating agents to support costly surveillance and technical coverage
of high priority cases. Material for such training would include a
complete set of the detailed records of all hostile intelligence cases
dealt with in the past. Strangely, this kind of historical record seems
to have little value in U.S. counterintelligence circles.

With coordination authority over all other counterintelli-
gence agencies, the director of the NCIS is positioned to become
the national manager for counterintelligence. That makes him re-
sponsible for a consolidated national counterintelligence program
budget under the DCI’s program authority. Today no one is posi-
tioned to put together the aggregate counterintelligence resource
requirements for the entire Intelligence Community. Traditionally,
counterintelligence has been grossly understaffed and short of fis-
cal resources. That goes some way in explaining sloppy and impa-
tient practices by the FBI and also in the military services.

Third, the NCIS should be placed under the DCI for program
management, collection tasking, and Intelligence Community pol-
icy. In other words, it should have a status similar to the CIA once
the DCI has given up his CIA hat and truly become the leader of the
Intelligence Community.

Fourth, create a special court—or, alternatively, use the For-
eign Intelligence Surveillance Act court—with authority to grant
surveillance authority to the NCIS. It should also have authority to
investigate and review NCIS operations that become politically or
legally sensitive. To be sure, the intelligence committees of the
Congress must also have oversight of the NCIS, but the judicial
branch needs to be able to keep an eye on it as well. Questions of the
civil rights implications of its operations will inevitably arise in the
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public’s mind, the way the public has periodically expressed con-
cern about the propriety, even legality, of the FBI’s operations. Be-
cause there will be temptations at times for the NCIS to cut legal
corners or to yield to political pressures, it must be monitored by
outside authorities.

Fifth, the NCIS should not have arrest authority. The FBI can
still perform that service except on military installations and in
U.S. military force deployments abroad. Military police can pro-
vide that service in those locations. The NCIS will, of course, have
to maintain close liaison with the Department of Justice for several
reasons, but especially to support prosecutions of those accused of
espionage. The FBI will no longer be in a position to do that.

These five points provide the broad outlines of the required
structural reforms. Once implemented, they can eliminate the
weaknesses caused by mixing counterintelligence and law enforce-
ment in one organization. And they make it possible to close the
gaps in counterintelligence coverage, providing a comprehensive
national counterintelligence picture.

These changes also should mitigate some lesser problems
that have arisen from confusion about the distinction between re-
sponsibilities for security and for counterintelligence. Still, they
will not clean up all the boundary problems. Several of those sim-
ply have to be managed because they cannot be eliminated. Nor do
these changes address all the challenges involved in having the
NCIS coordinate the military departments’ counterintelligence
operations and provide at least some support to tactical military
commanders.

Recommendations

The following recommendations merely make more specific the
foregoing points:
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• Create a National Counterintelligence Service (NCIS).
The FBI’s counterintelligence department can form
the core of this organization, and it can be augmented
with small elements from the CIA’s counterintelligence
organization.

• Designate the director of the NCIS the national man-
ager for counterintelligence, responsible to the DCI in
the same way as is the national manager for human in-
telligence, both for operations and for resource man-
agement—that is, the national counterintelligence
program budget.

• Give NCIS coordinating authority over all counterin-
telligence operations within Intelligence Community
components. Whether this authority should include
operational control over all, or part, of counterintelli-
gence operations in other Intelligence Community
components should be determined by experimenta-
tion and practical experience.

• Give the national manager for counterintelligence re-
sponsibility for providing support to all departments
and agencies at the national level. To the extent that he
assumes operational control of military counterintelli-
gence, he must also provide counterintelligence sup-
port to tactical military units. Just as the national man-
agers for signals intelligence, human intelligence, and
imagery intelligence are responsible for linking na-
tional collection assets to support for tactical military
operations, the national manager for counterintelli-
gence can probably usefully link certain kinds of sup-
port to augment and strengthen internal capabilities in
tactical military organizations.

• Make the national manager for counterintelligence re-

S P Y I N G  O N  S P I E S 1 8 3

This content downloaded from 198.91.37.2 on Sat, 09 Jul 2016 19:32:48 UTC
All use subject to http://about.jstor.org/terms



sponsible to the DCI for maintaining a comprehensive
picture of all relevant counterintelligence targeting of
foreign intelligence services.

• Direct the national manager to create a counterintelli-
gence school and ensure that it has available the record
of all counterintelligence cases as its primary instruc-
tional material.

These recommendations are not only compatible with other
recommendations in this book but are necessary to the implemen-
tation of several of them. Of all the recommendations, this is per-
haps the most compelling and urgent in light of the intelligence
failure to warn of the al Qaeda attacks against the United States in
September 2001. Progress in improving homeland security and es-
pecially border controls depends heavily on a far more effective
counterintelligence and counterterrorism capability in the Intelli-
gence Community. Finally, while structural reforms make im-
provements possible, they do not make them certain. That requires
good leadership as well.
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