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Recent attacks in London and Bali underline the dangers, actual and poten-
tial, in the spread of international terrorism. The stakes are getting higher 
for government as public expectations of safety and security rise, but the 
absence of international agreement on a longer-term and comprehensive 
counter-terrorist strategy is an increasing weakness in our collective efforts 
to match a developing threat. Reducing that threat, and society’s vulner-
ability to it, will have to be important national priorities for many nations 
for years to come. The deliberate and positive use of strategic planning at 
national and international levels can help governments reduce the level 
of threat to their publics whilst helping engender public confidence in the 
ability of government to rise to this challenge.

By strategic planning, I mean systematic processes to identify desir-
able and achievable ends and help all those concerned reach agreement on 
the strategic campaigns necessary to bring them about. Thus armed with a 
clear view of what is to be done, and with agreement on strategic intentions, 
the many different state and non-state actors can adapt their own detailed 
policies and plans based on their own knowledge of local circumstances, 
with reasonable confidence that all will be pulling together to the common 
end. Strategic planning does not mean the production of glossy ‘strategy 
documents’, although these may have a valuable part in keeping the public 
informed. Nor does it mean the management, by some central staff, of a 
detailed plan specifying what everyone is to do. But it does mean the appli-
cation of the well-tested principles of coalition leadership at what military 
historians would call the ‘grand strategic level’: to secure agreement on the 
goal and what is necessary for its solution, to define the set of campaigns 
that give effect to that intent (what would be called in British military circles 
‘setting out the commander’s intent’) and to agree on the allocation of 
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responsibilities and how progress is to be assessed. Such a process is the 
only proven way of harnessing and aligning the efforts of dozens, if not 
hundreds, of different agencies and organisations to a common purpose, 
recognising that most of them have many important missions other than 
counter-terrorism, without falling into the trap of over-management, which 
will offend their sense of autonomy and lead to discord, or stultify them 
with over-prescription, or both. And what is true in that respect nationally 
is doubly the case internationally.

We are in the habit of using words with military connotations, like 
‘campaign’ or ‘strategic objective’. Such metaphors, and not least the 
description ‘war on terror’, which is best avoided, run the risk of being seri-
ously misleading if interpreted in purely military terms. Such a perception 
in Muslim communities has already done harm. My usage here is simply 
a reminder of the lesson that good strategy, political as well as military, 
is needed to focus national will. To prevail in a long war we know that 
short-term tactical successes must not be bought at the price of long-term 
disadvantage in the decisive campaigns to come.

So much is obvious, but the obvious is worth spelling out, since experience 
to date reveals how far short of best practice the international community 
is in taking a strategic approach to countering international terrorism. 
When looking at the problems facing the counter-terrorism communities 
around the world, one is struck by the differences in perception by different 
governments of the seriousness of the threat and how it may evolve, and 
what legislative, policing or intelligence measures would be appropriate. 
Differences in public discourse about the nature of the threat itself no doubt 
reflect genuine differences in approach as well as the needs of domestic 
audiences. But without a greater degree of convergence of understanding 
over what and who we are fighting, and what strategy we are actually to 
follow, it is hard to see how the world-wide threat can be contained and 
eventually eliminated. 

Countering terrorism effectively has to be a dynamic process and, as 
the jargon has it, we need to be inside the enemy’s ‘decision cycle’. The 
terrorist group learns from both failures and successes, just as we aspire 
to. Great agility is certainly needed at a tactical level; we need to manage 
conflicting priorities and avoid uncoordinated initiatives. There is certainly 
a vital tactical battle going on to deal with the identified terrorist leaders and 
various loosely connected local networks and groups that have taken up the 
extremist jihadist message. The UK is experienced at that, even if, inevitably, 
timescales are sometimes dominated by familiar demands for ‘action this 
day’, statements needed to Parliament by the end of the week, new legisla-
tion by the end of the month and so on. But if we habitually think in weeks 
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and months and terrorists think in years and decades, we will eventually 
wake up to find the problem has taken deep root in unforeseen ways we 
lack the capabilities to counter. We could find, in particular, that terrorist 
access to more powerful techniques comes to threaten our vital national 
interests in ways that conventional terrorism, however devastating for the 
individual victims and their families concerned, does not. 

If we want to roll back the spread of international terrorism we need 
to neutralise its support networks. That means countering its appeal – and 
let us not pretend that there is no such appeal – to those who would like to 
humble the United States and her close allies; who are angry at the percep-
tions of injustice; and who are led to believe in religious justification for acts 
of extreme violence, including suicide. We reject such thinking ourselves, 
but we need to be ready with a stronger and more convincing explanation 
of what is really happening in the world, the intent of Western economic 
and foreign policies, and the impact of the forces of globalisation, as well as 
underlining the real values for which we stand. The most effective weapon 
of the terrorist at present is their ideology. And that 
is driven by underlying strategic thinking on the 
part of their leaders. If we are to prevail – as we can 
and will – then the struggle of ideas, as much as 
the tactical battle on the streets, has to be won. Like 
other terrorist groups in the past, members of al-
Qaeda will adjust their message to take advantage 
of weaknesses they see in our policies, and to exploit our differences. We 
see this in their use of the Internet and video technology. The international 
terrorist ideology now has a life of its own beyond the lives of the men in 
the cave that spawned it. Like a biological parasite, it can only live off the 
energy of its hosts, mutating as it spreads, into forms that can infect previ-
ously untouched groups, particularly if their natural immunity is low. Even 
if the original source is destroyed we are left with the spread of this ideo-
logical virus as a continuing danger. That is what we have been seeing with 
the radicalisation of small groups within the UK itself. 

We thus badly need a counter-narrative that will help groups exposed 
to the terrorist message make sense of what they are seeing around them. 
We should not be diverted in this task by bogus fears that to search for the 
understanding needed to underpin our strategy is a step towards excusing 
or even condoning such beliefs. And we need international understanding 
of such a narrative. If the United States and Europe deploy very different 
rhetoric and send signals that can be interpreted as contradictory, then we 
will lose ground. The UK has had to learn hard lessons in that respect in 
responding to terrorism in Northern Ireland. Attempts to brand the terror-
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ists evil, mindless or mad – however apt as a description of highly violent 
individuals – was read by all sides in the community as confirming the view 
of the extremists that successive governments of the day did not under-
stand, or were not prepared to acknowledge, the historical roots of the 
terrorist campaign. The circumstances were very different, but the parallel 
may suggest that we are still at a relatively unsophisticated stage in our 
thinking of how to present internationally and domestically what will be 
a long campaign. We even lack language with which to describe the essen-
tial features of the threat and its ideology without risking giving offence 
to Muslims around the world – hence my use of the British government’s 
preferred euphemism, ‘international terrorism’.1 

It is in the nature of counter-terrorism that it involves a multiplicity of 
governmental and inter-governmental agencies, as well as private-sector 
and academic bodies. The various actors, whether intelligence services, 
criminal justice agencies, armed forces, diplomatic services, government 
agencies, the security industry and so on, have many other tasks to perform 
and have objectives and interests that do not start in natural coincidence. 
And that is just within one country, let alone multiplied by the large number 
of nations that are afflicted or affected by terrorism and the multinational 
agencies and networks with their over- and indeed under-lapping responsi-
bilities. Our counter-terrorist campaign cannot be reduced to a single axis of 
advance. Hence my case for getting the fundamentals of cooperative strategy 
hammered out, including understandings on the long-term developments 
needed. We know how long it takes for such international developments to 
mature, which is why we need more urgency in mapping out the future now. 
Of course there is international condemnation of terrorism and new levels of 
cooperation in pursuit of the networks. But we still do not have the necessary 
consensus, beyond the level of rhetoric, on the fundamentals of the strategy 
to be followed in the longer term, and the limits that should be placed on the 
means that are acceptable and justifiable (over rendition, detention and the 
treatment of prisoners, for example) to deal with it. In that respect, the United 
States risks drifting apart from most of the rest of the world since the coopera-
tive international actions immediately following 11 September. 

Security cannot be achieved within a single country. Intelligence, police 
and military efforts need to be coordinated and information exchanged in a 
secure and timely way. Borders need to be controlled. International transport 
needs to be protected. Evidence needs to be collected and suspects deliv-
ered to justice through the legal process. International support is needed to 
help some countries afflicted by terrorism build up their counter-terrorist 
capabilities, and in some cases direct military support is needed. There is 
no single international institution that can address the implementation of 
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measures in all these areas. We have a patchwork of formal and informal 
arrangements with institutions that find it hard to shed long-held habits of 
protecting turf or restricting inter-institutional cooperation. The experience 
of the EU and NATO circling each other on civil emergency planning or 
intelligence exchanges is just one example. At the least, we need a meeting 
of minds at the European level on strategy – and the UK has a real opportu-
nity to play the quiet strategist.

Strategic thinking may also be useful as a guide through the deep issues 
of public policy that terrorism inevitably evokes. The UK is wrestling with 
the trade-off between intelligence effectiveness and individual privacy, 
between due legal process and protecting the public from dangerous fanatics, 
between free public speech and neutralising the messages of hate from the 
advocates of terrorism. These balances have to be reassessed and adjusted 
as the threat evolves – but with the long-term strategy also firmly in mind, 
not least since in these areas the right answer has to be one for which long-
term public acceptance can be secured. Without support for the strategy, 
public cooperation will not be wholehearted – and in the end only public 
support and information will isolate and identify the terrorists and their 
support networks. The response across the community following the July 
2005 attacks in London has been extremely encouraging in this respect.

The timing of those attacks may have come as a tactical shock because 
of an absence of pre-emptive intelligence, but they should not be seen as 
a strategic surprise in terms of method, target nor background of those 
involved. Sadly, all those features had been forecast. The UK has faced 
down terrorist campaigns in the past. The British think of themselves as a 
people that can take it, drawing on deep family and community memories 
of blitz and bombing. Fortitude is part of the British national self-defini-
tion. But were we to be faced by suicide bombers with access to biological 
or radiological devices or effective chemical dispersal techniques, let alone 
nuclear devices, then the emotional calculus would change. The sense of 
the security necessary to living and working in cities would be severely 
tested. Governments would seem impotent in the face of such threats. I am 
not aware of evidence that such means are currently within the grasp of 
international terrorist groups, nor is this an inevitable development. The 
networks faced today are likely to stick with their repertoire of familiar tech-
niques – with reason by their lights, since, as events in Madrid and London 
show, relatively traditional means can certainly capture attention, no doubt 
as much as the terrorists were hoping for. Trumpeting the true potential for 
future danger from nuclear, chemical or biological weapons would simply 
be to do what the terrorists fail to achieve themselves. Parading our worst 
fears could encourage the terrorists’ desire to acquire unconventional means 



112  David Omand

of attack. But the tragic scenes in New Orleans in the aftermath of Hurricane 
Katrina were a terrifying reminder of the vulnerability to massive disrup-
tion of those who live in modern cosmopolitan cities, and of the fragility 
of the complex systems that support food, water and sewage distribution, 
medical services, telecommunications and power. There are implications for 
our strategic planning of long-term investment in building up resilience.2 

The best time to deal with dangers is when they are real but not yet 
present. To leave obvious vulnerabilities exposed would be irresponsible. 
To allow terrorist planners the room for manoeuvre to build up capability 
in unconventional weaponry would be extreme negligence, given what we 
know of their past intent and actions in Afghanistan and elsewhere.3 So we 
must continue to take a strategic view of what we need to do to increase 
national protection. In the early 1950s the British Chiefs of Staff addressedIn the early 1950s the British Chiefs of Staff addressed 

the possible threat of suicide bombers equipped with 
the atom bomb coming from the Soviet Union. They 
solemnly sat down. They addressed that threat – the 
papers are in the National Archives now – and they 
concluded there was nothing to be done directly and 
the file was shut.4 Protection from that threat would 
be through deterrence. But the same response will 

not work now with terrorism. We have to act directly to prevent the threat 
arising, and certainly not allow ourselves inadvertently to be drawn intoand certainly not allow ourselves inadvertently to be drawn into 
what the al-Qaeda conspirators want: global polarisation and a revolu-
tionary consciousness, developing across the world of Islam, of an inevitable 
struggle against an increasingly economically and militarily hostile West. 
We need to keep lowering the temperature.

How can all these considerations be put together? Over the past two 
years the UK government developed an effective framework for a national 
counter-terrorist strategy that applies these principles with a pragmatic time 
horizon of around five years. Much thought went into the setting of a stra-
tegic goal. The aim was formulated along the lines of ‘working together, to 
reduce the risk from international terrorism so that our people can go about 
their normal business freely and with confidence’. This choice of words was 
intended to carry important messages for those who have to implement the 
strategy, and for those who have to explain it to the public:

•	 ’Working together’ emphasises the point that counter-terrorism is not 
an activity reserved to specialist agencies, but requires active support 
from all of government, from industry and from the academic world 
to harness our technological base and increase our understanding, 
and above all from the active support of the public at large.

We need to keep 

lowering the 

temperature
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•	 ‘Reducing the risk’ implies correctly that over the next five years 
counter-terrorism action can measurably reduce the threat and 
reduce the public’s vulnerability, but gives no assurance that every 
terrorist network can be uncovered and pre-empted and that there 
will be no further attacks.

•	 ’So that our people can go about their normal business’ sets the 
criterion against which our success in countering terrorism can be 
measured. It represents the determination to deny the terrorists 
what they most seek.

•	 ’Freely’ signals determination not to be rushed into disproportionate 
measures that would undermine our values or mean a retreat from 
simple freedoms we take for granted, such as being able to have easy 
access to our political representatives or to cross London, or indeed the 
Atlantic, without intrusive security or undue delay, to transact busi-
ness overseas, or have goods shipped economically around the globe.

•	 ’With confidence‘ demonstrates the determination not to be intimi-
dated into living our lives under a shadow and letting political 
debate be dominated by a climate of fear.

With this as the five-year aim, the UK strategy organises delivery 
through four linked campaigns (the ‘4Ps’): prevention, pursuit, protection 
and preparation, allowing rational debate of the balance of effort among 
them. The first two, prevention and pursuit, are aimed at reducing the risk 
of terrorism. Pursuit of the current generation of terrorists, their networks 
and supporters will reduce the present threat level, and thus gain time for 
the longer-term prevention measures to take effect. 

The ‘pursuit’ campaign involves improving the capability of law enforce-
ment, working closely with the intelligence community, to uncover and 
disrupt networks in the UK and overseas, and improving the effectiveness 
of the criminal justice system to mount prosecutions and secure convictions. 
This involves balancing traditional, deeply valued approaches to justice and 
greater protection for the public, a balancing act which must be informed by 
the impact on the long-term aim and retaining support for the strategy from 
all parts of the community. 

This must be linked to a second campaign to prevent the radicalisa-
tion of a fresh generation. For the UK, this campaign has to include both 
domestic and international actions. Domestically, we must understand and 
address the concerns of all parts of the community, and pre-empt condi-
tions – such as the ease with which sedition can be preached and violence 
espoused – that could feed a cycle of radical consciousness, extremist views 
and openness to the terrorist message, and lead a few to active participation 
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in terrorism. Internationally, we must understand the impact that Western 
economic, foreign and development policies have and explain what we 
are really about and take account of legitimate concerns. The UK has a 
long record of successful effort, which can form an important part of this 
longer-term strategy, in supporting friendly governments that are afflicted 
by terrorism, and helping to build legitimate and more effective counter-
terrorism capabilities and to address future areas of instability.

The second two ‘P’s are protection and preparation, to reduce our vulnera-
bility to the threat. The strategic issues here concern the balance of investment 
to protect critical infrastructure, where we lack an effective calculus of costs 
and benefits; and where we should invest to improve our national resilience 
should disaster strike, and thus shorten and ease the time it would take to 
bounce back into shape. The debate about the part that military forces should 
be prepared to play is also not yet concluded and no doubt there will be lessons 
from the experience of Hurricane Katrina. With our economies becoming ever 
more networked nationally and globally, increasing dependence for everyday 
life on energy and modern telecommunications, and the problems of main-
taining order and command and control, these are non-trivial problems 
which must be addressed as part of a strategic debate about the future level of 
confidence we are prepared to afford. Much was done during the Cold War to 
think through a rational civil-defence posture as part of national deterrence. 
That work was done behind closed defence doors. The strategic debate about 
just how prepared we want to be will have to be conducted with the public 
who will fund the measures.

Underpinning each of these campaigns must be good intelligence, real-
istically assessed. The international terrorist threat on which intelligence 
has to be collected is different in important respects from previous terrorist 
movements: different in scale and global connections, in tactics such as 
suicide bombings, in targeting for shock effect by mass casualties in civil 
populations, in use of new communication media and technologies, and in 
access to multiple identities. Nations have to rethink their intelligence and 
law enforcement capabilities against a proper appreciation of this threat. 
There is no ‘right’ organisational model that will fit all nations with their 
different traditions and legal systems. But intelligence structures, processes 
and coordination mechanisms that may have worked for nations in the 
past have to be rethought against the new threat and how it might develop. 
That is what the UK has had to do. It can involve changes that break with 
traditions. It will cost more money. But the status quo will no longer do. 
At the strategic level the requirement is to produce assessments (key  
intelligence-based judgements) that guide policymaking. At the operational 
level, specific threat assessments are needed on which ministers and depart-
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ments can take timely decisions, for example to change the alert posture or 
take security measures to protect overseas interests, international events or 
air travel.5 At the tactical level, the ability is needed to harness all sources of 
information (from national intelligence agencies, law enforcement, govern-
ment departments, financial institutions, open sources) to support effective 
tactical counter-terrorist operations. Much of the information is exception-
ally source sensitive so we need further development of relations of trust 
between professionals at the national level, and with partner services and 
agencies overseas.

A second essential underpinning capability is good public information: 
that is, honest and direct communication of the steps necessary, with proper 
justification that they are legitimate and proportionate for public protection. 
From that flows public support for the hard choices and sacrifices necessary; 
support for those engaged in the difficult work of counter-terrorism and 
public trust in the good faith of those who are the stewards of the systems of 
state control and the sensitive information they contain; and, not least, under-
standing of the part we can all play as individuals and as communities. 

A third essential underpinning is effective international liaison and agree-
ment. Most gaps in specific capabilities are for nations to fill, but there are 
important EU-wide contributions in terms of tracking down networks and 
bringing terrorists to justice (recent initiatives include the common arrest 
warrant and proposals for retention of communications data) and signifi-
cant work by international bodies on protective 
transport security, passport and visa regimes, 
and border controls and the like. Absence of clear 
agreement on the long-term threat will impede 
these necessary efforts.

*               * *               **

There is not yet sufficient common international 
understanding at European or transatlantic level 
of what we are really fighting and what strategy 
we are following. In the Cold War our strategyIn the Cold War our strategy 
was containment, deterrence, out-performance 
and finally engagement through the Helsinki process. Can we now begin to 
sense a comparable high-level international consensus of what we need to 
do together over the next five years to secure ourselves against international 
terrorism? The strategic view may seem too abstract to the soldier, intelli-The strategic view may seem too abstract to the soldier, intelli-
gence or police officer taking risks day by day to uncover and neutralise the 
present threat. Their struggle is at the heart of any counter-terrorism strategy. 
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In the short to medium term, their work will reduce the level of threat to the 
UK and our allies and partners from conventional forms of terrorism. It is 
not defeatism to recognise that such threats will continue to feature in our 
lives for years to come, along with natural hazards from floods, storms and 
disease. The strategic case supports their collective efforts to manage these 
risks, to ensure their success in the longer term and against all the potential 
dangers ahead.
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Notes

1 The development of the British 
approach to counter terrorism can be 
followed in speeches to Parliament by 
the home secretary, as listed in http://
www.homeoffice.gov.uk/security/ 
where there is also a useful summary 
of action being taken under the four 
strategic campaigns.

2 For a description of what is involved 
in the strategic development of 
national resistance see David Omand, 
‘Developing National Resiliance’, RUSI 
Journal, vol. 150, no. 4, August 2005, pp. 
14–18.

3 Examples of captured training manuals 
from Afghanistan are analysed at http://
archives.cnn.com/2002/US/01/24/inv.

al.qaeda.documents/. On the dangers 
of radiological weapons see also 
testimony from the American Academy 
of Sciences at http://www.fas.org/ssp/
docs/030602-kellytestimony.htm.

4 See papers in the National Archives, 
PRO AVIA 65/2055 Import Research 
Committee and IR(50)7 MOD Imports 
Research Committee, Note by the 
Chairman, 29 November 1950.

5 The creation of the UK’s Joint Terrorism 
Analysis Centre as an all-agency, 
all-source, civil–military operational 
assessment capability is an important 
development in the British intelligence 
community, described in http://www.
mi5.gov.uk/output/Page65.html#jtac.


