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Cyber Intelligence Professional Certificate Program 

Booz Allen Hamilton 

2-Day Seminar Agenda 

21-22 September 2016 

 
 
DAY 1: Cyber Intelligence – Strategic and Operational Overview 

 

8:30 AM - Coffee – Reception 

 

9:00-9:30 AM - Introduction and Opening Remarks:  
 Angela Messer, BAH Executive Vice President,   
 Michelle Watson, IWP VP for Corporate Relations, Co-Founder of CII   
 Geoff Hancock, Principal, Advanced Cybersecurity Group, Co-Founder of CII  

 

 

9:30-10:30 AM - Keynote Speaker:  Awaiting Confirmation 

 

10:30-11:30 AM - Course 1: Foundations of Cyber Intelligence 
 
This session examines the relevance and importance of traditional intelligence tradecraft to 
overall cybersecurity, reviewing the last 15 years of technology growth to identify trends, 
issues, and vulnerabilities to our nation’s security in the cyber domain. The session will review 
some of the most noteworthy cyber breaches and discuss the methods used by hackers to 
take advantage of computer systems, thus rendering vulnerable key sectors of our critical 
infrastructure. The session will conclude with a review of current U.S. and international 
cybersecurity standards and policies. 

 Introduction to cyber intelligence  
 Technology trends, opportunities, challenges, and vulnerabilities in our cyber domain  

 Noteworthy breaches and hackers’ methodologies  
 U.S. and international standards and policies  
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11:30-12:30 PM – Course 2: Cyber Intelligence Threat Analyst 
 
This course teaches participants how to apply traditional analytic theory and methods to 

challenging cyber problems such as the who, what, how, and most importantly, the why, 

behind cyber incidents. By combining structured analytic techniques and non-cyber strategic 

intelligence with key elements of cyber intelligence, analysts will be better equipped to make 

strategic determinations about threats, adversaries, and risks. Participants will learn how to 

tie together the mechanics of threat analysis combined with strategic application. 

Participants will understand the impact that geopolitical and strategic intelligence has on 

cyber intelligence. 

 Understand common cognitive biases and how it impairs intelligence analysis. 
 Learn some of the most common structured analytic techniques, how they are  
      generally used, and what analytic pitfalls they are designed to mitigate. 

 Understand the impact geopolitics and strategic intelligence has on cyber  
       Intelligence. 
 Be able to apply structured analytic techniques and non-cyber intelligence to              

 cyber analysis. 
 

 

 

12:30-1:30 PM - Lunch Keynote Speaker: Peter Singer - Strategist at New America, 
editor at Popular Science magazine, Author of Cybersecurity and Cyberwarfare and 
Ghost Fleet. 
 

 

1:30-2:30 PM - Course 3: Cyber Intelligence for National Security 
 
U.S. national security is increasingly dependent on the ability to operate reliably and safely in 

the cyber domain, and yet we are constantly challenged by both the maturing capabilities of 
state and non-state actors to exploit our vulnerabilities and by the inherently different 
perspectives in our private and public sectors on the best course of action. The session 

examines key legislation, national-level policies and strategies, and the current organizational 
roles and responsibilities among the public and private sectors to monitor, detect, analyze, 
attribute, and respond effectively in the cyber domain—both nationally and internationally. 

The session reviews current threats of specific interest to seminar participants as well as 
examines opportunities to strengthen collaboration with partners and allies.  

 Setting the Stage - a survey of current cyber threats to U.S. national security.  

 Risk Assessments - understanding our vulnerabilities to cyber-attacks and espionage. 

 Five Essential Functions for cyber intelligence analysis.  

 Cyber intelligence and corporations. 

 Beyond Sharing - the public-private partnership, cyber legislation, policies and 
current practices. 

 Opportunities to improve our cyber security posture. 
 
 
 
2:30-2:45 PM - Break (Networking) 
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2:45-3:45 PM - Course 4: Active Defense, Offensive Cybersecurity, and Hacking Back 
In this session we will discuss the legal implications when using Active Defense techniques, 

review the Active Defense Lifecycle, how it’s employed and how it can be used to 
proactively predict attacks, assess the attributes of computer network exploitation, and 
create actionable steps for defense. We will also discuss public-private cooperation and 
cases of Active Defense.  

 Legal challenges  
 Active Defense lifecycle  

 Strategic, operational and tactical dependencies to implement Active Defense.   

 International impact of conducting Active Defense  
 

 
3:30-3:45 PM - Break  

 

 

3:45-4:45 PM - Course 5: Cyber Innovation Intelligence: The Digital Space 
 
This session provides industry and government professionals with a unique view into the 
cyber security and technology innovation trends that impact the complex interoperating 
business strategies and systems of today and tomorrow. By understanding where, how, and 
why cyber security and technology innovation is taking place, unique correlations will 
provide information and intelligence on the impact of innovation risks and rewards. Industry 
and Government professionals will receive a strategic view into the cyber security and 
technology private sector development trends which will provide insight for anticipating 
evolution in an organization’s cyber intelligence strategy. 

 Cyber Interoperability in Business 

 Technology and Cyber Intelligence  

 Innovation Trends and Impact on Interoperability 

 Innovation’s Role in Cyber Security 

 Cyber Intelligence and Innovation 

 Cyber Intelligence Business Strategy 
 

 
 
 
4:45-5:00 PM – Closing Remarks and Primer for Day 2 

 Michelle Watson and Geoff Hancock  
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Cyber Intelligence Professional Certificate Program 

Booz Allen Hamilton 

2-Day Seminar Agenda 

 
 
DAY 2: Cybersecurity, Cyber Mission, Threats and Adversaries 
 
 
8:30 AM Coffee – Reception 

 
9:00-9:15 AM – Review Day One – Introduce Day 2   

 Michelle Watson, IWP VP for Corporate Relations, Co-Founder of CII   
 Geoff Hancock, Principal, Advanced Cybersecurity Group, Co-Founder of CII  

 
 
9:15-9:45 AM - Jeff Kimmons, U.S. Army LTG (Ret.), BAH VP  
 

 
9:45-10:45 AM - Course 6: Insider Threats and Cyber Intelligence 
 
The U.S. government defines Insider Threats as “acts of commission or omission by an 
insider who intentionally or unintentionally compromises or potentially compromises the 
government’s ability to accomplish its mission”. These acts include, but are not limited to, 

espionage, unauthorized disclosure of information, and any other activity resulting in the 
loss or degradation of departmental resources or capabilities. The “human factor” remains 
critical when implementing measures necessary for the protection of public or private 
intellectual property – from both a defensive as well as offensive optic. This session will 
address the myriad of issues surrounding insider threats, from identification, to indicators, 
to motives, to methodologies, and most importantly - mitigation techniques designed to 
establish a proactive defensive posture. 

 Introduction. Identification, Taxonomy, and Types Motivations  

 Methodologies  

 Risk Management Legal Issues  

 Building a Threat Proof System  

 
10:45-11:00 AM – Break  
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11:00-12:00 PM - Course 7: Cyber Adversary Profile China 
 
This session focuses on China, a multifaceted and highly capable cyber threat actor, which is 
currently targeting the U.S. and its allies on various levels, including the commercial sector. 
China’s use of computer network operations has accelerated rapidly since the late 1990s, 
driven by the potential of virtually unlimited range and increasing effectiveness as more 
countries, and their militaries, became networked and IT dependent. Faced with the dual 
challenge of maintaining domestic economic growth and fending off a perceived U.S.-led 
campaign of containment, China employed cyber as both a military deterrent and a method 
to steal intellectual property and industrial secrets to benefit its own economy. During this 
session, we will discuss the geopolitical environment and drivers for Chinese cyber 
espionage, use of cyber as an asymmetrical weapon system, and known cyber organizations 
and configurations.   

 Chinese Grand Strategy and the Role of Computer Network Operations 

 Chinese Cyber Espionage and Computer Network Attack 

 Case Studies (Known and Potential) 

 Chinese Cyber Organizations, Targets, and Methodology 

 

 

12:00-1:00 PM – Lunch Keynote Speaker: John Scimone - SVP, Global Chief Information 
Security Officer, Sony Group 
 
 
 
 

1:00-2:00 PM Course 8: Cyber Counterintelligence Strategies and Activities 
 
Counterintelligence (CI) and security are interdependent and mutually supportive disciplines 

with shared objectives and responsibilities associated with the protection of sensitive 

information and assets—of both the public and private sectors. Consequently, the 21st 

century threats in the cyber domain make defending the increasingly complex networks and 

technology that house and process our sensitive information increasingly challenging, yet 

vitally important to national security and the enterprises of the private sector. This 

fundamental CII course focuses on an understanding of foreign intelligence entities’ plans, 

intentions, capabilities, tradecraft and operations targeting U.S. national interests, sensitive 

information and assets.  
 Traditional Counterintelligence vs. Cyber Counterintelligence CI Operations  

 CI Analysis  

 Counterespionage in the cyber age 
 Cyber warfare  

 
 
 

2:00-3:00 PM - Course 9: Cyber Threat Modeling-Bad Actors to Nation States 
 
This session will review the Cyber Threat Modeling Lifecycle as it relates to Cyber Intelligence 
Operations. We will examine the organizational process needed to identify and manage risk, 
the strategies and organizational structure of adversaries and their attack patterns, and the 
types of attacks, and various tactics, techniques, and procedures used in targeted intrusions.  
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 Threat Modeling Lifecycle 

 Integration into the cyber intelligence process 

 Business and technical value and dependencies 

 Case study of targeted intrusions to assess elements of failure and success 

 Walking through an attack from the adversary’s view 

 

 

3:00-3:15 PM - Break  
 
 
3:15-4:15 PM - Course 10: Cyber Intelligence for Critical Infrastructure and Industrial 
Control Systems 
 
Having a thorough understanding of risks in critical infrastructure, the types of attacks that 
are more likely to be seen and the development and use of cyber intelligence to increase 

security is foundation to success. Participants will gain insight into how cyber intelligence 
informs decisions to strengthen infrastructure security and resilience, as well as response 
and recovery efforts during incidents. We will also discuss how control systems differ from 

information systems and how cyber intelligence informs the impact of their exploitation. 
This course will enable professionals to more readily identify, mitigate and recover from 
internal and external cyber threats unique to control system domain. 

 Risk assessment on all Critical Infrastructure Sectors 
 Policies, laws, and best practice  

 NIST Cybersecurity Framework  
 Emerging threats and new vulnerabilities 

 

 
4:15-5:00 PM – Final Q&A - Closing Remarks  
 

 

 

 

 

 

 

 


