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North Korea’s Weapons 
of Mass Destruction

North Korea’s development and proliferation of WMd (weapons of mass destruc-
tion) posed a variety of challenges to regional and global security. By 2015 the 
dPrK had tested several nuclear devices and a three-stage rocket that put a satel-
lite into orbit. Pyongyang claimed that it could miniaturize nuclear warheads to 
mount them on missiles, fire missiles from submarines, and strike targets not only 
in nearby Japan but also in the distant United States.

Mao Zedong once claimed that just six atomic bombs would give China a 
deterrent. The word deter means to dissuade by terror. did North Korea’s nuclear 
and missile tests—especially those in 2012 and 2013—provide Pyongyang with a 
credible deterrent? did these displays of power compel recognition of the dPrK 
as a nuclear-weapons state? despite Pyongyang’s claims, doubts existed about the 
power and dependability of its nuclear bombs and missiles. The requirements for 
a reliable ICBM were far more stringent than for a space launch.

Following paths that others had blazed, North Korea could probably achieve 
a credible minimum deterrent. But when? Were the obstacles facing Pyongyang so 
severe that its boasts and threats amounted to a calculated bluff? Were the prob-
lems so formidable that the dPrK might still be willing to curtail its WMd in 
exchange for a grand bargain that provided meaningful security assurances and 
economic benefits?

A Partial Victory for Juche and “Military First”

No Communist regime had been so reliant on foreign aid as North Korea. Still, the 
dPrK developed nuclear weapons relying mainly on its own skills and resources. 
like China, the dPrK’s nuclear programs took shape with only marginal and 
intermittent foreign assistance. Pyongyang’s first nuclear explosion was the culmi-
nation of more than half a century of determined striving and sacrifice.
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North Korea’s Weapons of Mass destruction  255

after the North’s requests for nuclear assistance were repeatedly rebuffed by 
Moscow and Beijing, Pyongyang turned to Islamabad for help in enriching ura-
nium. as we saw in chapter 6, Pakistan’s bombmaker abdul Khan’s network trans-
ferred centrifuges, sophisticated drawings, training, and other forms of know-how 
to North Korea in the late 1990s in exchange for missile technology, dollars, and 
jewelry.1 however, Pakistan’s assistance did not contribute to the North’s nuclear 
devices that were tested in 2006 and 2009, both of which used plutonium as the 
fissile material—not enriched uranium. The ingredients for the 2013 test, however, 
were unknown to outsiders.

how could scientists in a poor country make a nuclear weapon with little 
outside help? The examples of Nicolae Ceauşescu’s romania and Muammar Gad-
dafi’s libya suggested that a government run as a family business could not orga-
nize everything needed to produce nuclear weapons.2 But North Korea, somewhat 
like the USSr and China, showed that dictatorships could mobilize resources and 
inspire or compel scientists to perform at a high level.3

Pyongyang’s leaders felt betrayed by Moscow and Beijing. The intensity of 
North Korea’s drive for nuclear weapons probably embodied a spirit of “we’ll show 
’em.” Kim Jong Il’s “military first” slogan reflected the regime’s willingness to sacri-
fice public weal for military strength. other Communist autocrats—lenin, Stalin, 
tito, Mao Zedong, ho Chi Minh, and Fidel Castro—espoused self-reliance, but 
none (except albania’s enver hoxha) made it the cornerstone of state ideology. as 
suggested above in chapter 2, Korea’s particular Confucian heritage may have fos-
tered risk-taking as well as obedience to authority. The Kim dynasty inculcated its 
subjects with chauvinism and distrust of foreigners. Finally, Communist ideology 
portrayed politics as a zero-sum struggle.

The North’s Four Basic Concerns

during Barack obama’s presidency the dPrK moved ahead on all WMd fronts. 
It announced on april 2, 2013, that it would utilize its nuclear facilities so as to 
stimulate the economy and build up its nuclear forces. Pyongyang underscored 
its commitment to nuclear energy by promoting the General Bureau of atomic 
energy to the status of a government ministry. The dPrK was also expanding its 
missile launch facilities. It had at least one new nuclear test tunnel ready to go. It 
had also restarted its plutonium production reactor and continued to progress 
toward operation of an experimental light-water reactor (lWr).4

Four concerns seemed to drive Pyongyang’s nuclear programs.5 First, to pro-
tect the leader, the regime, and the state. dPrK authorities vowed they would not 
follow the roads of libya and Iraq, whose regimes were overthrown, North Korea 
asserted, because they lacked a nuclear deterrent.

Second, to profit. The North’s traders could not only acquire hardware and 
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256 North Korea and the World

technology for the dPrK but they could also sell weapons and know-how for hard 
currency.

Third, to gain respectability and influence. The North’s WMd gave the regime 
assets and a kind of prestige still lacking in South Korea and in most poor countries.

Fourth, to economize. like eisenhower in the 1950s, Nikita Khrushchev in the 
early 1960s, and Vladimir Putin in the 2000s, the Kim Jong Un regime appeared to 
see investment in nuclear weaponry as more cost-effective than pouring resources 
into conventional forces.6 Pyongyang probably hoped that a convincing WMd 
capability would compensate for relative declines in the quality and quantity of 
its conventional forces. It could get more wallop for the won—“more bang for the 
buck,” as americans said. of course such hopes ignored the difficulties in using 
nuclear weapons as a tool of diplomacy or military policy.7 to be sure, the dPrK 
fielded one of the world’s largest armies, but its human and material foundations 
were eroding. Given North Korea’s nutritional deficits, its stock of strong young 
men ready for military service was shrinking. The low quality of dPrK conven-
tional weapons was manifest in 2010 when only one in four artillery shells fired at 
Yŏnp’yŏng hit the large island, and a quarter of the rounds fired did not explode.8

North Korea in 2015 possessed the fourth largest military in the world. dPrK 
military personnel in 2015 numbered more than one million—twice the roK 
total. of North Korea’s 24 million people, 4 to 5 percent served on active duty, and 
another 25 to 30 percent were assigned to a reserve or paramilitary unit and were 
subject to wartime mobilization.9

North Korea relied on a predominantly obsolescent equipment inventory 
across all three services, combined with significant capacity for infiltration and 
disruption operations, underpinned by its pursuit of a missile-delivered nuclear 
capability. large-scale exercises were carried out—or staged, though mainly 
involving a single service. 

Maintaining aging equipment while carrying out adequate training hours 
proved difficult for the dPrK and may have undermined morale. In 2013 an So-1 
patrol boat sank during naval exercises. In 2014 a military helicopter exploded 
in midair and at least two 1950s-era MiG fighters crashed while training, leading 
North Korea to suspended flight drills for a time. The nation’s tanks, armored per-
sonnel carriers, and vessels were also around fifty years old. a propaganda photo 
in 2014 showed Kim Jong Un aboard a romeo-class submarine, a type first pro-
duced in the 1950s.10

 By 2016 the North–South ratio had reversed since the mid-1950s, when the 
roK fielded twice the number of dPrK forces. The size of dPrK forces as well as 
the quality of its equipment increased dramatically in the 1970s and 1980s, per-
haps to prepare for a blitzkrieg across the dMZ. But falling birth rates affected 
both North and South. to maintain its large army Pyongyang needed to extend the 
period of service and lower its physical requirements. By 2020 the North’s forces 
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a female soldier at the Victorious Fatherland liberation War Museum points to a cap-
tured U.S. helicopter. (Photo by Stephen Gong)

Juche implies energetic militancy. Following a taekwondo exhibition at the arirang 
Mass games in 2008, performers display the dPrK flag. (Photo by Stephen Gong)
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258 North Korea and the World

could shrink to less than one million, while roK forces will probably decline by 
one-fifth—to about 400,000. american forces stationed in South Korea declined 
from more than 100,000 in the 1950s to about 28,500 in 2015. however, the South 
counted on Washington to augment roK forces with 690,000 american troops, 
160 naval vessels, and 2,000 aircraft in the event of a need to defend the roK.11

The size of North Korea’s military budget was unknown, but probably 
approached $7 billion in 2014. even though dPrK military spending consumed 
a far greater share of GdP than in the South, its absolute total was much smaller. 
one estimate put South Korea’s military budget in 2013 at s $31.8 billion—between 
one-fourth and one-third of China’s $112.2 billion; nearly half of russia’s $68.2 bil-
lion; and almost double Iran’s $17.7 billion.12 another estimate for 2014 placed 
South Korea’s outlays at $36.7 billion—tenth in the world, behind the United States 
($610 billion), China ($216 billion), and russia ($84.5 billion); Japan placed ninth, 
at $45.8 billion.13

North Korea’s most capable combat aircraft were its MiG-29 and MiG-23 
fighters and its SU-25 ground-attack aircraft. however, the majority of the North’s 
aircraft were less capable MiG-15s, MiG-17s, MiG-19s (F-6), and MiG-21s. The 
North also operated a large fleet of aN-2 Colt biplanes, 1940s vintage, probably 
tasked with inserting special-operations forces into the roK. The North’s air force 
also had several hundred helicopters, including some made in the United States, 
obtained by circumventing U.S. export controls.

The dPrK possessed many small ships and a growing number of small sub-
marines able to deliver a torpedo like the one that may have struck the Cheonon. 
The North also possessed land-based and sea-based cruise missiles that could 
threaten enemy shipping.14

Cyber operations provided a relatively inexpensive tool for conducting asym-
metric and deniable military options. Pyongyang probably used cyber operations 
to collect intelligence and cause disruption in South Korea and other adversaries. 
Starting in the 1970s, the dPrK developed a modest electronic warfare capabil-
ity, which it expanded after it reviewed the Pentagon’s operation desert Storm 
in 1990–1991. In 1998 the cyber warfare “Unit 121” was reportedly established 
within the dPrK’s reconnaissance Bureau of the General Staff department. Its 
staff received training in russia and China as well as in the dPrK. Starting in 2009, 
it appeared that North Korean hackers mounted a series of distributed denial-of-
service attacks against South Korean commercial, government, and military web-
sites, rendering them briefly inaccessible. For two weeks in 2012 dPrK hackers 
jammed the global positioning systems of aircraft using Seoul’s main international 
airports and ships in nearby waters. North Korea was probably behind two sepa-
rate cyberattacks in 2013 on roK banking, media, and governmental networks. 
having defected, a former computer specialist in the North reported that some 
6,000 persons were conducting cyber warfare for the dPrK, often using Inter-
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North Korea’s Weapons of Mass destruction  259

net infrastructures in other countries, such as China. When Sony Pictures was 
hacked in late 2014, President obama blamed the dPrK. he did so with confi-
dence because the United States had penetrated the North’s cyber capabilities sev-
eral years earlier with early warning radar.15

North Korea’s WMD Arsenal

as we saw in chapter 6, the Pyongyang leadership decided soon after the Korean 
armistice that it would seek nuclear weapons.

The Plutonium Route

North Korea tested plutonium-fueled nuclear devices in 2006 and 2009. The fuel 
for North Korea’s putative “nuclear” test in 2013 was unknown to outsiders. Moni-
tors picked up little or no radiation. Without a third plutonium test, Pyongyang 
could have no confidence in a miniaturized plutonium design.16 But the prospects 
for plutonium weapons looked dim. Pyongyang halted production of plutonium 
in the 1990s and again in 2007.

When Stanford University’s Siegfried S. hecker first visited Yongbyon in 2007, 
it appeared to him that Pyongyang was prepared to give up the plutonium produc-
tion complex. The plutonium used in the 2006 and 2009 tests derived from four 
rounds of reprocessing that had begun in the late 1960s.17 North Korean officials 
told hecker in 2010 that they had decided to convert the Yongbyon complex from 
a military plutonium production facility into a civilian nuclear power facility. They 
said there was no more plutonium in the pipeline ready to be reprocessed. The 
metal fuel rod fabrication facility was gutted and turned into a centrifuge hall. 
Pyongyang offered to sell its remaining fresh metal fuel rods to South Korea.

In april 2013, however, North Korea  announced  that it would restart the 
facilities at Yongbyon, including the 5 MWe gas-graphite reactor, “without delay.” 
Pyongyang did not need to rebuild the cooling tower destroyed in 2008, but could 
instead connect the existing reactor to a newly built pump house near the experi-
mental lWr that was also under construction at the site. american experts esti-
mated that this facility could produce one or two bomb’s worth of plutonium per 
year. This would not be a game changer, but would give North Korea more plu-
tonium if it sought warheads for missiles. It would be useful in case the uranium 
route encountered difficulties.18

The Uranium Route

despite decades of denials and deception, the dPrK in 2009 announced it had 
developed uranium enrichment technology to provide fuel for a new experimental 
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lWr, which was under construction. In November 2010 it showed off an enrich-
ment facility with 2,000 P2 centrifuges arrayed in six cascades intended to produce 
3.5 percent low-enriched uranium (leU) for use in a reactor. hecker estimated 
that if the cascades were refigured, the facility could yield some 40 kg of highly 
enriched uranium (heU) per year.19 If the North possessed additional facilities 
unknown to outsiders, then it might produce a larger quantity of heU.20

hecker suggested that the United States respond to the uranium processing 
facility unveiled in 2010 by encouraging Pyongyang to pursue nuclear electricity 
in lieu of the bomb. That course would mean addressing North Korea’s underlying 
insecurity and require Washington to stop opposing any form of nuclear power in 
the dPrK. In april 2013, however, Pyongyang said it would use the uranium plant 
to make nuclear weapons.

how did the existence of an enriched uranium facility change the security 
situation? Pyongyang already had a small arsenal of nuclear weapons fueled with 
plutonium. Its long pursuit of the plutonium route to the bomb, interrupted by 
the 1994 agreed Framework and some six-party agreements, yielded a plutonium 
inventory of 24 to 42 kilograms—sufficient for four to eight bombs. Those tested 
and those that remained were relatively primitive and probably not suited for mis-
sile delivery, hecker thought.

If Pyongyang used the new centrifuge facility to make one bomb’s worth of 
heU per year or augmented it with another bomb per year at an undisclosed facil-
ity, then this would provide a hedge but not dramatically alter the security calcu-
lus. North Korea could turn to heU for a simpler, more assured path to a primitive 
bomb. But it could be more difficult to miniaturize a missile-capable bomb using 
heU than with plutonium.

Both hecker and the UN Panel of experts on dPrK Sanctions believed that 
North Korea could not produce many key specialty materials and components 
for the enrichment facility indigenously. however, the dPrK had an illicit inter-
national network through which it had procured UN banned materials such as 
high-strength aluminum, maraging (strong yet malleable) steel, specialty epoxy, 
and components such as ring magnets, bearings, vacuum pumps, valves, and flow 
meters. once the necessary materials and components were procured, hecker 
inferred that North Korean specialists had built the centrifuges and incorporated 
them into working cascades. “The combination of the Pakistani design, the Paki-
stani training, and the major [Pakistani] procurement network they had access to” 
allowed North Korea to “put the pieces together to make it work,” hecker said.21 
he and other analysts were impressed by the abilities and determination of North 
Korean scientists and engineers.

having violated the 1991–1992 Joint declaration with South Korea on denu-
clearization of the Korean Peninsula, Pyongyang proclaimed it void in January 
2013.
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Uncertainties remained about the quantity and quality of North Korea’s 
WMd. In 2014 the dPrK probably had sufficient plutonium and heU for approx-
imately five to twenty-five nuclear weapons. But their number, size, and reliability 
were unknown. a cautious estimate credited the dPrK in 2015 with a few nuclear 
weapons too large to be delivered by ballistic missiles. Unless checked by a new 
arms agreement or by force, the North’s arsenal by 2020 or 2025 could grow to fifty 
nuclear weapons, some mounted on ballistic missiles.

Chemical and Biological Weapons

The dPrK acceded to the Biological and toxin Weapons Convention (BtWC) in 
March 1987, but many analysts believed Pyongyang violated its commitments by 
maintaining a secret biological warfare development program and stocks of wea-
ponized agents. North Korea began work on chemical weapons immediately after 
the Korean War, while its pursuit of biological weapons began later.22 North Korea 
developed its chemical warfare capabilities over time. By 2015 North Korea was 
believed to possess a large arsenal of chemical weapons, including mustard, phos-
gene, and sarin agents. The Pentagon believed that North Korea could deploy mis-
siles with chemical warheads. The roK Ministry of National defense estimated 
that North Korea had 2,500 to 5,000 tons of chemical weapons. eight different 
factories in North Korea produced lethal chemicals, such as nerve, blister, blood, 
and vomiting agents, as well as tear gas, stored in six different facilities. Chemi-
cal weapons could be delivered by virtually all dPrK fire support systems—artil-
lery, multiple rocket launchers (including those mounted on ships), and mortars, 
plus Frog and Scud missiles.23 With such large chemical-weapons capabilities, the 
North could fire ballistic missiles armed with chemical agents at roK and U.S. 
military facilities in the South, including command and control centers, airfields, 
and ports—possibly preventing U.S. reinforcements to land.

It is difficult for any actor to use chemical or biological weapons on a large 
scale. Conventional weapons can hit their targets with greater accuracy than poi-
son gas, with less risk of blowback. however, if conventional arms were scarce and 
the regime desperate, governments and/or rebels may turn to chemical weapons as 
a last resort, as happened in Syria under President Bashar al-assad. 

Means of Delivery

The dPrK initially relied upon assistance from the Soviet Union and China to 
develop its missiles, but eventually became an exporter of ballistic missile sys-
tems and technology. as of 2015 the dPrK deployed both short-range Scud and 
medium-range missiles known as Musudan and Nodong. Its series of test launches 
included an upgrade to the surface-to-surface missile designated KN-02 by the 
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Pentagon. More than 100 Scud and Nodong ballistic missiles and other rockets 
were test launched during an eight-month period in 2014—all in breach of UN 
sanctions.24 The Nodong tests, the first since 2006, appeared intended to demon-
strate a boost in accuracy rather than range.

North Korea’s real deterrent was its artillery and rocket forces poised to destroy 
Seoul in less than an hour. These forces were forward-deployed and fortified in 
several thousand underground facilities. Not only the artillery but also the rockets 
lacked the kind of accuracy needed to attack military targets, but they could dev-
astate a city and terrorize the enemy population. as Van Jackson and hannah Suh 
have pointed out, however, there was no reason to assume that Pyongyang would 
willingly plunge into a major war with a superpower and its Korean ally.25 The 
regime is surely more dedicated to its survival than to suicide.

Starting in 1998, North Korea conducted four tests of missiles beyond 
medium range. The sole test of its two-stage intermediate-range Ŭnha-2 (called 
taepo dong-1 or td-1 by the Pentagon) attempted in august 1998 to place a 
satellite into orbit but failed. The inaugural flight test of North Korea’s longest-
range missile, the liquid-fueled, three-stage Ŭnha-3, ended in failure some forty 
seconds after launch on July 5, 2006. In april 2009, the Ŭnha-3 was tested again. 
The first stage of the missile traveled approximately 270 km before falling into 
Korea’s east Sea (Sea of Japan). The remaining stages and the payload landed 
far out in the Pacific ocean. In February 2012 the dPrK agreed to cease long-
range missile tests in exchange for food aid from the United States. despite this 
accord, North Korea again launched an Ŭnha-3 in april 2012, ostensibly to place 
a weather satellite in orbit. It too exploded after a few minutes of flight time. two 
days after the failed test, a parade in Pyongyang featured six road-mobile ICBMs 
on carriers that appeared to be of Chinese origin. Some outsiders thought these 
might be mock-ups, not operational missiles. having learned from previous fail-
ures, the dPrK succeeded in december 2012 in launching a satellite with the 
Ŭnha-3.

The dPrK argued that its Ŭnha-3 rocket was a space launch vehicle, but the 
Pentagon regarded it as a potential ICBM, which it called the td-2 (for taepo 
dong, a village near the Musudan-ri launch facility). a space launch, however, 
does not test a reentry vehicle (rV). Without an rV capable of surviving atmo-
spheric reentry, no military can deliver a weapon to target from an ICBM. as of 
2015 there was no evidence that dPrK engineers had miniaturized a nuclear war-
head able to survive reentry into the atmosphere and mate it with a ballistic mis-
sile with expanded range, accurate guidance, and payload capabilities. Meanwhile, 
starting in 2013, articles in the officially authorized newspaper Rodong Sinmun 
forecast at least six more launches of dPrK satellites—for earth observation, com-
munication, and lunar orbit. a facility to build a rocket larger than Ŭnha-3 was 
spotted by a satellite. 
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Table 16.1. Estimates of North Korea’s ballistic missile inventory as of 2015
Missile type       Launchers Estimated range Engine Initial 

operational 
capability

KN-02 (a dPrK 
version of Soviet SS-21) 

 < 100 75 miles Solid ? 2006

SCUd-B < 100 185 miles liquid * 1981
SCUd-C < 100 310 miles liquid* ?
SCUd-er < 100 435–625 miles liquid* 2003
No dong   < 50 800 miles 

(medium-range) 
liquid* 1999

IrBM (“Musudan”) < 50 2,000+ miles 
(intermediate-range) 

liquid* ?  

Ŭnha-3 (space launch 
vehicle) 

3,400+ miles ? 2012?

td-2 Unknown 3,400+ miles 
(potentially 
intercontinental 
range) 

? ? 

KN-08 (hwasong-13) 
(road-mobile) 

6? 3,400+ miles 
(potentially 
intercontinental 
range)

?  ? shown 
in parades 
but not 
flight-tested

Notes:
Scud missile (Hwasong in North Korea): tested, operational

Several variants of this missile have ranges of up to 700 miles. Carrying a 700- to 1,000-kg 
warhead, this range would include most of South Korea. The Scud’s accuracy is only 0.5 to 1 
km but would suffice to wreak much destruction on a city, especially if the North developed a 
nuclear warhead small enough for this missile. Scuds use liquid propellants and can be trans-
ported and launched from large trucks.

No Dong missile: tested, but insufficiently to demonstrate reliability
This missile is believed to be able to carry a 700- to 1,000-kg warhead to a range of 1,000–
1,300 km, which would allow it to reach most of Japan. It uses Scud-level rocket technology 
and has an accuracy of several kilometers, again limiting its use to large targets like a city. It 
too can be transported and launched from large trucks. 

IRBM (Musudan) missile: not tested, not operational
North Korea has displayed this missile in parades but, as of 2015, there were no known flight 
tests. Range probably too short to reach Guam. Can be transported on a mobile launcher but 
needs to be filled with liquid fuel before launching. 

TD-2: not tested, not operational
Taepo Dong-2 (TD-2) is the Pentagon’s name for an ICBM derived from the Ŭnha-3 space 
launch vehicle. If the Ŭnha-3 were modified to carry a 700–1,000-kg warhead rather than a 
light satellite, the missile might reach Alaska or even Hawaii. As of 2015, a ballistic missile 
version of the space launch vehicle had not been tested. Because of its size it was unlikely to 
be mobile, and instead would be launched from a large launch pad. Its accuracy would likely 
be many kilometers.
As of 2015, none of the North’s longer-range missiles had been flight-tested. 

(continued next page)
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Cruise missiles: 
North Korea possessed and continued to develop anti-ship cruise missiles derived from the 
Chinese CSSC-3 Silkworm/Seersucker designs. The DPRK probably could produce variants of 
these missiles domestically.

Sea-based missiles: 
Satellite images indicated that North Korea had a submarine at the Sinpo South Shipyard that 
could be a test bed for submarine-launched ballistic missiles. In 2015 the DPRK showed a 
video of Kim Jong Un watching a missile launched from a submarine, but U.S. analysts said 
the images were manipulated. 

Drones:
North Korea publicized a March 2013 military live-fire drill that for the first time featured an 
unmanned aerial vehicle (UAV) in flight. The drone appeared to be a North Korean copy of 
a Raytheon MQM-107 Streaker target drone. North Korean press coverage of the event de-
scribed the UAV as being capable of precision strikes by crashing into the target. The drill also 
featured the UAV as a cruise-missile simulator, which was then shot down by a mobile SAM. 
In May 2014 the ROK reported finding several UAVs that had flown from the North, passed 
over the DMZ, and landed in different parts of South Korea. Although the UAVs were rudi-
mentary, at least one had photographed South Korean military installations and the presidential 
compound. In the future drones could carry weapons as well as cameras. 

Aircraft: 
The DPRK in 2015 still deployed some 80 Hong-5 light bombers that could be retrofitted to 
carry nuclear ordnance. But they dated from the 1940s and would be highly vulnerable to anti-
aircraft guns. A more plausible method to deliver WMD would be to use radiological material 
in the thousands of artillery tubes aimed at Seoul. North Korea possessed some MiG-29 and 
SU-25 jet fighters, but in-flight training was limited to about twenty hours a year. 

* Liquid propellants must be filled on the field after reaching launch positions, a process that may 
take an hour or two.

although data are necessarily incomplete, estimates of North Korea’s missile 
inventory are summarized in table 16.1.26

Arms Controls

The dPrK joined the Nuclear Nonproliferation treaty (NPt) in 1985; occasion-
ally threatened to withdraw after joining; and withdrew in 2003, the only country 
to do so. Pyongyang acceded to the Biological Weapons Convention in 1987 and 
the outer Space treaty in 2009. as of 2016 it had not joined the Chemical Weap-
ons Convention, the Comprehensive test Ban treaty, the Convention on Certain 
Conventional Weapons, the ottawa Mine Ban Convention, or the International 
Convention on the Suppression of acts of Nuclear terrorism. It also did not 
belong to the Proliferation Security Initiative, the International Code of Conduct 
against Ballistic Missile Proliferation, the Missile technology Control regime, the 
Nuclear Suppliers Group, the Convention on the Physical Protection of Nuclear 
Material, or the Wassenaar arrangement on export Controls for Conventional 
arms and dual-Use Goods and technologies.

having claimed membership in the nuclear weapons club, would the dPrK 
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now oppose nuclear proliferation? on april 1, 2013, the dPrK adopted a law on 
Consolidating Position of Nuclear Weapons State.27 The law pledged the dPrK to 
cooperate in international efforts for nuclear nonproliferation, but with a poten-
tially crippling proviso: such cooperation was conditional “on the improvement 
of relations with hostile nuclear weapons states.” The law required the dPrK to 
establish a mechanism for safekeeping and management so that “nukes [sic] and 
their technology [and] weapon–grade nuclear substance may not leak out ille-
gally.” From Pyongyang’s standpoint, however, there probably was no law against 
sale of nuclear substances. on several occasions North Korean diplomats told 
americans, “We can build whatever we want and sell it to whomever we choose.”

Illicit Trade and Weapons Proliferation

North Korea proliferated WMd know-how and materials for decades. It traded 
nuclear for missile technology with Iran. It exported missiles and missile technol-
ogy to egypt, Iran, libya, Pakistan, Syria, and Yemen. It supplied UF6 to libya 
via the a. Q. Khan network. It also began secretly to build the nuclear reactor in 
Syria that Israel destroyed in 2007. The dPrK may have supplied chemicals used 
in the assad regime’s war against rebels. In 2012 there were reports that South 
Korea stopped a dPrK ship and seized graphite rods that had been purchased by 
Syria. The dPrK also helped Myanmar’s incipient chemical and missile programs. 
Burma’s generals promised Washington to break their ties with North Korea, but 
Japanese news sources reported in November 2012 that Japan had intercepted 
proliferation sensitive items bound for Burma from North Korea. as of 2014, the 
Burma-dPrK connection was still expanding.28 North Korea also sold arms and 
military training to several african countries. 

The proliferation network established by a. Q. Khan was officially liquidated 
but did not disappear. It was transformed from a single-node import network into 
a more complex, multinode export network. Pyongyang also developed its own 
import nodes, such as the Nam Chongang trading Company, an arm of the Gen-
eral Bureau of atomic energy, which bought and sold a wide range of legitimate 
and illicit goods, including many with dual-use nuclear potential sanctioned by 
the United Nations. Pyongyang successfully used intermediaries in China and 
other places where North Korean entrepreneurs could do business and procure 
dual-use equipment. The dPrK also used transshipment countries, such as Singa-
pore, Malaysia, and the United arab emirates. Pyongyang employed air and land 
routes through China with little risk of inspection.

The UN Panel of experts on dPrK Sanctions reported in March 2014 that 
North Korea operated a global network to buy and sell weapons in contravention 
to UN resolutions. It persisted “with its arms trade and other prohibited activities 
in defiance of Security Council resolutions, while activities related to its nuclear 
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and ballistic missile programmes [also] continue.”29 Pyongyang used trading 
companies and fronts to conduct a sophisticated trading network, which proved 
adept at evading outside scrutiny and sanctions. to elude UN sanctions the dPrK 
employed “multiple and tiered circumvention techniques.” according to the UN 
report, these included:

•  Using sealed shipping containers that employed the legitimate interna-
tional container trade system as cover—techniques pioneered by drug-
trafficking organizations to integrate logistics operations within the global 
supply chain. The volume of containers flowing through the system allows 
physical inspection of only a small percentage of them.

•  transshipping illicit cargo on vessels operated by large international ship-
ping companies, via a neighboring regional transshipment hub.

•  Using indirect shipping routes and multiple carriers to obscure a cargo’s 
origin.

•  hiding the real nature of the goods, the true consignor, and their ori-
gin. reputable shipping companies will carry containers despite knowing 
almost nothing of what they contain. The practice of handling the cargo 
under a “Said to Contain” clause poses a challenge for implementation of 
sanction measures. In one instance, the dPrK used a european shipping 
company with an office in Pyongyang to send arms to Iran in July 2009. 
The company told the panel it lacked legal capacity to open the containers 
and check their contents once the dPrK customer had packed, sealed, and 
cleared them through customs. The panel found that the shipper, shipping 
agent, owners, operators, and carriers were not provided with correct infor-
mation on the real nature of the goods.

•  employing overseas-based front/offshore companies or middlemen to 
arrange illicit shipments using legitimate trade systems.

•  Making false labels or misleading declarations of cargo in shipping. here 
are some examples: “construction material” for ballistic missile-related 
items (october 2007); “generator parts” for rocket fuses (March 2008); “oil 
boring equipment” for rocket fuses (July 2009); “bulldozer spare parts” for 
tank parts (November 2009); “mechanical parts” for conventional arms 
and munitions (december 2009); “lead pipe” for ballistic missile-related 
items (May 2012). In the Chong Chon Gang case, detailed below, the mani-
fest did not list the prohibited military cargo, and there was no bill of lad-
ing for it.

•  Concealing the identity of the entities involved by false or very limited 
information in shipping documents—for example, by omitting the address, 
contact person, telephone, or fax number of the entities involved in a 
consignment.
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•  Providing a slightly different name of a known or designated entity to con-
ceal its identity.

•  Making use of physical concealment techniques, such as placing illicit cargo 
in larger crates or hiding it behind false walls with false labeling or mislead-
ing markings. The costs of such an inspection could easily discourage mem-
ber states from applying robust inspection on similar cargos.

•  reregistering or reflagging dPrK ships.
•  retaining the network despite sanctions against some North Korean enti-

ties. Sometimes Pyongyang renamed or merely replaced one banned entity 
with another entity, not (yet) banned. 

The UN panel learned a great deal when, in July 2013, authorities in Pan-
ama inspected the Chong Chon Gang, a dPrK-flagged cargo ship en route from 
Cuba. Beneath 10,000 tons of sugar, laid out across the upper layers of freight 
containers, inspectors found undeclared weapons. The hidden cargo amounted to 
six trailers with surface-to-air missile systems and twenty-five shipping contain-
ers loaded with two disassembled MiG-21 jet fighters and fifteen MiG-21 engines, 
plus missile and other arms components. reviewing the evidence, United Nations 
investigators found that the North Korean crew had used secret codes in com-
munications, falsified the ship’s logs, and switched off an electronic system that 
would otherwise have provided real-time information on the ship’s location to the 
international maritime authorities. dPrK embassies in Cuba and Singapore had 
helped arrange the arms shipment, along with front businesses based in Pyong-
yang, Vladivostok, and Singapore. Questioned about this cargo, the Cuban For-
eign Ministry on July 16, 2013, said that Cuba had sent Soviet-era weapons to be 
repaired in North Korea. But the UN inspectors doubted that much if any of the 
consignment was meant to be returned to Cuba.

documents from the UN report showing how the dPrK tried to evade sanc-
tions are highlighted in “how to Cheat,” the appendix to this chapter. But the 
UN panel may well have missed more illicit traffic than it unveiled. Stopping and 
searching the Chong Chon Gang could have been like discovering a needle in a 
haystack. This vessel did not benefit from the advantages of foreign flagging, trans-
shipment, or chartering, and so required different concealment techniques.

Much of North Korea’s banned proliferation activity took place beyond its bor-
ders, in the offshore economy of unregulated free-trade zones, ports, and financial 
centers. Shipments utilized offshore bank accounts, flag-of-convenience ships and 
passports, honorary consuls, free-trade zones, and containerization. Some vestiges 
of North Korean state involvement remained: businesses operated from embas-
sies, using diplomatic passports and bulk cash transfers by trusted couriers. Most 
of these entities proved highly adaptable, amorphous, and resilient. They inter-
acted with foreign-based or roaming North Korean intermediaries whose asso-
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ciations, experiences, and language skills dated back to the pre-1989 era, when 
North Korea enjoyed foreign or military-to-military relations with many single-
party, Marxist-oriented states. North Korea tried to shroud these operations in 
secrecy, but the veil lifted slightly as they interacted with legitimate companies that 
shipped their goods and with the banks that held, transferred, or converted their 
funds. While the majority of companies and individuals identified as involved in 
sanctions violations were either registered abroad or held foreign passports, most 
international sanctions focused rather narrowly on companies and individuals 
registered in North Korea. This targeting took the form of “designations” by which 
the United Nations and the european Union, together with countries such as aus-
tralia, Japan, and the United States, ordered asset freezes on particular companies, 
trade bans, and travel bans against individuals traveling on dPrK passports. They 
missed the forest for the trees.30

Constraints

The UN Panel of experts in 2014 noted that the dPrK remained dependent on 
procurement from abroad for certain items needed in its nuclear weapon and bal-
listic missile programs. “In particular,” the panel stated, the dPrK “lacks sufficient 
domestic precision machine tool manufacturing capability and it purchases off-
the-shelf items for its ballistic missile-related programmes. The Panel also assesses 
that it will likely seek out foreign suppliers for components it will need to fabricate 
fuel rods for its reactors.”

By 2016, North Korea had made great strides in its nuclear/missile develop-
ment, but many uncertainties remained.31

•  Could it miniaturize warheads and mate them with long-range reentry 
systems?

•  Could it really produce warheads fueled with highly enriched uranium?
•  Could the North accomplish these tasks if international sanctions tightened?
•  What if China did more to constrain cross-border traffic in dual-use mate-

rials? Beijing showed a growing impatience with its headstrong and impetu-
ous ally, but Chinese entrepreneurs cooperated with North Korean firms to 
circumvent many United Nations restrictions.

•  Could the dPrK test, produce, and maintain nuclear weapons safely? Sieg-
fried hecker thought that the country’s weak infrastructure, the inexperi-
ence of its scientists, and the lack of a serious regulatory agency presented 
dangerous risks.

•  Could the North afford both guns and butter? The regime boasted that 
its nuclear facilities could help to raise living standards while producing a 
powerful deterrent. But North Korea is a tiny country beset with severe eco-

This content downloaded from 198.91.37.2 on Sun, 26 May 2019 03:00:44 UTC
All use subject to https://about.jstor.org/terms



North Korea’s Weapons of Mass destruction  269

nomic and other constraints. even much larger countries, such as France 
and the United Kingdom, debated whether to retain their nuclear missile 
forces and, if so, on what scale.

•  Would the North’s security not suffer if its emerging WMd forces triggered 
a competitive arms race that included South Korea and Japan?

If these issues worried Kim Jong Un and his advisers, might they still be 
attracted by some version of the leap day accord? a ranking dPrK government 
official told hecker in November 2010 that the october 2000 Joint Communiqué, 
which brought Secretary of State Madeleine albright to Pyongyang, would be a 
good place to resume the arms control dialogue.

The United States blundered by provoking North Korea and permitting it to 
develop WMd. The North blundered by doing so. Its conventional artillery pro-
vided sufficient deterrent against an roK or american attack. Its genuine security 
would have gained if the resources invested in “military first” had gone to social 
and economic development.

It was also folly for Washington, tokyo, and Seoul to buy, deploy, and count on 
missile defenses for their security. Starting in 2006, South Korea labored to build 
and deploy antimissile systems more effective than america’s, but defenses usually 
lose out against improvements in offensive systems.32 It is more likely that North 
Korea could field a dozen missiles with nuclear warheads than that the United 
States and its allies could mount defenses able to intercept and destroy them.33

Appendix: How to Cheat

The following are extracts from the UN Panel of experts document S/2014/147, 
with some abbreviations and elisions, and with some translations from the Korean 
into english by UN personnel. Spellings in english are as in the original english, 
or in translations from Korean or Spanish.

Annex VIII

Cargo found onboard the Chong Chon Gang

•  twenty-five standard shipping containers and six trailers weighing a total 
of about 240 tons of arms and related materials.

•  Components of Sa-2 (C-75 Volga) and Sa-3 (C-125 Pechora) surface-to-
air missile systems, along with components for the associated Sa-2 and 
Sa-3 radar systems such as the six trailers (i.e., the vans housing the system 
electronics, the operator stations, or the power generators); antennas, bases, 
transmitters, and tracking systems, as well as their supporting structures; 
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electric generators; and other miscellaneous equipment (reels of cables, 
transport trailers, control and measurements instruments, etc.).

•  Four Sa-2 and two Sa-3 launchers, disassembled.
•  two MiG-21 jet fighters disassembled with parts packed into several con-

tainers plus fifteen MiG-21 engines and afterburners.
•  eight 73-mm rocket-propelled projectiles (PG-9/PG-15 antitank and 

oG-9/oG-15 fragmentation projectiles) to be fired with recoilless rifles, as 
well as a single PG-7Vr round, a high explosive antitank tandem charge to 
penetrate explosive reactive armor.

•  a single box of 7.62-mm cartridges (440 rounds); a machine tool for load-
ing shotgun cartridges (12 gauge caliber ammunition); and a machine tool 
for manufacturing 5.56-mm cartridges. 

Annex X
Unofficial translation of the “secret” instructions

dear Captain of Chong Chon Gang (Secret), 

Believing that it must be hard to make such a long voyage, I wish you 
organize everything well until arriving at Cuba safely. While you must 
have already received sailing instruction, I am giving you additional 
instructions regarding the additional cargo from Cuba to homeland as 
follow. The instructions should be known only to the Captain, Political Sec-
retary and Security Officer. Five days before arriving at havana, please 
inform the deputy Captain so that he could make a [loading] PlaN. 
After unloading in Havana, load the 26 20-foot containers. Load the con-
tainers first and load the 10,000 tons of sugar (at the next Port) over them 
so that the containers cannot be seen. When you send communication in 
this regard, use the following description: Container → Mechanical parts; 
Number → number of boxes. For example 
  loaded 26 boxes of mechanical parts

 While you do not need to send a daily report on this shipment 
of containers, if necessary, report as described above. In principle, the 
containers will not be declared to Customs in Panama. however, if it is 
required for you to do so, you will receive a message 
  Payment arranged for 26K in Panama 
which you shall understand as having to declare the containers in Panama.
If you need to make a declaration, do as follows: 
 Shipper—Metal Co, havana
 Notify—Ferrous export and Import Co; 
 Consignee—to order; 
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 Cargo—Generators; 
 Quantity—26 package / 127 tons.

I will leave it up to you regarding the other matters on the declara-
tion such as B/l and Manifest. If the containers should not be declared to 
customs in Panama, you will receive a message 
 Payment was not arranged for 26K in Panama 
which you shall understand as not declaring the containers. I wish you a 
safe voyage. 
Salute, 
(PS) Please confirm to headquarters that you have received and under-
stood these instructions by submitting the following message 
 Instruction on the payment in Panama 

[The source of the message and its date are not given.]

to: oCrU [ocean Management Company], Vladivostok, russia
CC: oCKP [ocean Maritime Management Company], Pyongyang
From: Chong Chon Gang
11 June 2013
today failed to establish contact with agent via VhF various times. 
request to contact the Counsellor office as soon as possible and find 
out how the person in charge of 26 boxes would organize the plan of the 
vessel’s port-entry. The person in charge of the 26 boxes told us that he 
would locate the vessel while drifting via VhF once the loading/port-
entry is arranged. But there has been no contact yet.

to: oCKP, Pyongyang, 21 June 2013
CC: oCrU, Vladivostok, russia
From: Chong Chon Gang 
re “26 boxes” and loading of containers and trailers
20 pcs out of ttl of 31 pcs were loaded.

Annex XII 

Message from oMM regarding transportation fee for an “additional cargo of 200 
tons”

June 24, 2013 
to MV CCG
Fm ocean [oMM head office, Pyongyang]
transportation fee for the additional cargo of 200 tons will be transferred 
to K2. deposit in cash after setting off for sailing.
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Annex XIII

application for payment submitted by Chinpo Shipping Company on behalf of 
oMM russia

July 7, 2013
remittance application Form

Pay CCY by telegraphic transfer only US$72,016.76
rem. Fee USd90.02 telex USd22.38 total USd72,130.16
Payee’s Bank and address: Cta o= [handwritten 3 short horizontal bars]
handwritten C.r. [or B.?] Finton 
en [sic] N.Y.
applicant: Chimpo Shipping Co. Ptc ltd [street address] Singapore
[Illegible handwritten word followed by “de cuenta.”] 
PlS FaX Ba SlIP to: 62962952

Annex XIV

Communication between oCrU and the shipping agent in Panama falsely stating 
that the ship was only carrying sugar and showing that oCrU knew of the need 
to declare all containers.

From: ocean russia d <oceanvid@gmail.com>
Sent: July 03, 2013 12:04 aM
to: operations
Subject: re: Materials for MV Cong Chon Gang
to: Shipping agent 
 Fm: ocen ru
re: MV CCG—transit Pancanal
Good day, dear Shipping agent
Kindly be informed that MV CCG wud arrive at Pancanal by 10th July. 
Pls revert us best proforma d/a and any needed documents for this vsl on 
transit purpose. Vsl will arrive there with bgd sugar ldd at Cuba. Mean-
while, owners had arrange bunkering of this vsl thru their channel at 
Pancanal. local supplier will contact with you directly.
Brgds 
han

[The UN Panel inserted here a message dated May 14, 2013, from operations to 
ocean russia: “derrating certificate is expired. Please inform if you will renewal 
before arrive Panama. Cargo declaration must include number of containers, how 
stowed, their size, type, and weight.”]
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Annex XV 

False declaration submitted to the Panama Canal authority via the local shipping 
agent omitting any reference to Port Mariel [where the weapons were loaded]. It 
lists previous ports visited: dalian and Zhenjang, China; Kojong, Korea (South); 
Chongin, hungnam in Korea (democra); Vostochniy, russia, 17 april; habana, 
22 June; Puerto Padre, 06 Jul. destination: Nampo, Korea (democra). 

Annex XVI 

Cargo manifest submitted to Panamanian authorities falsely stating that Chong 
Chon Gang’s only cargo was sugar.

Annex XVIII 

Communication conveying letter of protest from oMM head office in Pyong-
yang for Panamanian authorities stating that Chong Chon Gang was only carrying 
sugar—10,200 tons loaded in Padre.

Annex XX 

documents showing financial transactions conducted by dPrK embassy per-
sonnel in Cuba

disbursement: account (to the ship’s agent) Cash receipt 
I confirm the receipt of 12,000 US$ in cash from commercial counsellor 
of the embassy in Cuba for the transportation fee of 200 tons of sugar. 
Maritime Management Bureau << Chong Chon Gang>>, Captain: ri 
Yong Il
dated Juche 102 (2013), June 10 [Chongchongang Shipping Co. ltd.]

to: oCrU [July 5, 2013] oCKP
From: Chong Chon Gang
Commercial counsellor said that he signed a guarantee that disburse-
ment account (d/a) will be paid in one week and confirmed the vessel 
would start sailing upon finishing the loading. The Counsellor requested 
the owner to reimburse the d/a in one week.
to oCKP
We received one pouch from the embassy to the homeland.
rGdS
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Annex XXI 

Captain’s list of contacts referencing “26 boxes,” embassy and Cuban military per-
sonnel. Port of loading for arms and related materiel is given as Mariel. The doc-
ument contains, handwritten in Korean, references to “26 boxes,” “Counsellor,” 
“Secretary,” and “Cuba military person” [given in Spanish as Artone], and their 
phone numbers. 

Annex XXII 

link between tonghae Shipping agency Pte. ltd., Chinpo Shipping Co. ltd., and 
dPrK embassy in Singapore.

Annex XXIII 

official registrations of businesses co-located with the dPrK embassy in Singa-
pore: Chinpo Shipping Company (Private), Great Best trading (Private), tonghae 
Shipping agency (Private).

Annex XXIV 

Key management personnel and shareholders shared by Chinpo Shipping, tong-
hae Shipping agency, and Great Best trading Company. lim Cheng Wah, director, 
since 30 april 1993; shareholder lim Whay Yuan; secretary ling ai Kwong; share-
holder tan Bee tin; and several other shareholders. Their names and addresses in 
Singapore were obtained from the accounting and Corporate regulatory author-
ity of Singapore (www.acra.gov.sg). however the official registration of Great Best 
trading Pte., ltd., did not name the manager(s) of the company.

Annex XXV 

Stowage plan [a diagram], which does not reflect presence of containers and 
trailers.

Annex XXVI 

letter from captain requesting contact be made with owner and owner’s operat-
ing company.
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Annex XXVII 

loading check sheet possessed by captain identifying holds where containers and 
trailers would be placed, size of containers, and labeling trailers belonging to sur-
face-to-air missile systems.
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