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FREDERICK L. WETTERING

Counterintelligence: The Broken Triad

``There is one evil I dread and that is their spies . . . I think it a matter of
some importance to prevent them from obtaining intelligence about our
situation.’’
George Washington, 24 March 1776

United States counterintelligence is alive but not well. Its triad of three
essential functions is: protecting secrets, frustrating attempts by foreign
intelligence services to acquire those secrets, and catching Americans who
spy for those foreign intelligence services. The ¢rst of these functions is in
effect broken, that is, not being performed. The second and third operate
haphazardly at best, so that counterintelligence is not being effectively
conducted by U.S. counterintelligence agencies today. In fact, it has never
been effectively conducted.

The reasons for this conclusion go to the nature of American society, which,
from its inception, has been suspicious of a too-powerful federal government.
In addition, the anti-government reaction of the American public (and the
U.S. Congress) in the 1960s and 1970s to the Vietnam War, Watergate,
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COINTELPRO abuses of the FBI, and revelations about apparent CIA
abuses of American norms and laws revealed in the Pike and Church
Committee Reports had catastrophic effects on counterintelligence. Other
causes include the generally uncooperative nature of bureaucracies, and
their special dislike of security and counterintelligence, the litigious nature
of contemporary Americans, and the national cultural bias against
informing and informers.

Counterintelligence of¢cers, especially at the Central Intelligence Agency
(CIA), tend to dismiss the protection of secrets as ``merely’’ security.
Indeed, in the counterintelligence profession ``security’’ of¢cers are looked
down on as poor cousins who have to deal with safe closings and
employee thefts rather than the exciting business of catching spies. This
hubris has resulted in a split throughout both the federal government and
the private sector which has resulted in two bureaucracies: ``security’’ and
``counterintelligence.’’ Yet, physical and personnel security are actually
major components of counterintelligence.

CIA of¢cers tend to put other activities under the rubric of
counterintelligence. One is protection of intelligence collection operations
by tightening up tradecraft and vetting sources carefully. This is, in reality
sui generis, so much a part of the intelligence collection operations that it
is excluded here. In this journal a few years back, a former colleague,
George Kalaris, also mentioned recruitment of foreign intelligence of¢cers
as a major function of offensive counterintelligence.1 (CIA operations
of¢cers like to split counterintelligence into ``offensive’’ measures,
primarily recruitment and double agent operations, which they see as fun
to do and really important; and ``defensive’’ measures, such as
surveillance, personnel and physical security, investigations, and police
work, which they see as drudge work done by the FBI and security
personnel. But this de¢nition is too dismissive of much of what
counterintelligence is all about. Kalaris also mentioned counterterrorism
and denial and deception efforts as part of counterintelligence. These
latter two functions have developed into separate intelligence disciplines,
and thus, they too will not be discussed here.

THE FUNCTIONS OF COUNTERINTELLIGENCE

I. Protecting Secrets
The obvious ¢rst responsibility of counterintelligence is to protect
information, usually classi¢ed and hereafter referred to as secrets
considered important to national security. Two aspects to this function
are: physical security, which involves keeping secrets away from all except
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those who need to be aware of them, and personnel security, which involves
making sure that the people who are made aware of secrets protect those
secrets responsibly. Other security measures include ethnic recruiting,
technical security issues, and encryption.

Physical security
Much of physical security is obvious, and involves mechanical
measuresösafes, passwords, identi¢cation badges, security guards, alarms,
and related measures. But the very latest in all physical security measures
is now available for sale to foreign buyers, thus giving them the
opportunity to study these systems and devise countermeasures. Indeed,
the United States government has given modern security technology away
to such intelligence adversaries as Russia, under the rubric of facilitating
the safeguarding of Russian nuclear materials.2

The most obvious physical security measures are the keeping of potential
foreign spies away from secret information by denying them access or
proximity, and preventing American and other spies from walking off
with them. There is a long, rich history of foreign spies collecting
information while working as foreign employees of the U.S. Government
or contractor ¢rms, using building construction as a point of attack, and
using visitors to facilities that house secrets. Exit control, that is,
preventing spies from walking off with secret papers, ¢lm, and diskettes, is
yet another problem area in security.

Foreign employees
In 1938, J. Edgar Hoover, the Director of the Federal Bureau of Investigation
(FBI), sent a Special Agent Beck to the U.S. Embassy in Moscow to examine
security there. He reported that secrets, including code books and sensitive
correspondence, were left unguarded. Local Russian employees, all in the
pay of the NKVD (the Soviet security service, predecessor of the KGB)
had access everywhere and to everything, including the code room.3 Tyler
Kent, a young American code clerk at the time, had an NKVD-supplied
bimbo (the NKVD/KGB calls them ``swallows’’) in his bed in the
embassy, as did many other American of¢cials.4 He subsequently was
recruited by the NKVD. Five decades later, in 1987, FBI
counterintelligence expert David Majors visited the U.S. Embassy in
Moscow and found the physical situation little improved.5 Despite several
embarrassments and subsequent tightening of security, in March 1997, a
naked Russian soldier was found in the shower of the U.S. chargë
d’affaires’ residence within the guarded compound. He was apparently an
army deserter who had no trouble scaling the wall and entering the
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residence.6 Even now, while a handful of super-secure ``Inman’’ embassies
(named after former National Security Agency [NSA] Director Admiral
Bobby Inman) have been constructed, the vast majority of U.S. diplomatic
missions remain sadly vulnerable in terms of physical security.

Construction or renovation of of¢ces abroad has its own physical security
perils, best exempli¢ed by the U.S. embassy in Moscow. In 1953, the
embassy was moved to an apartment building, which was reconstructed
using local workers. It was also unguarded at night. In 1964, forty secret
microphones were discovered built into its walls, as well as a secret tunnel
leading out of the basement.7 In constructing the new U.S. embassy
chancery building in Moscow in 1979, State Department bureaucrats
incredibly allowed all materials to be provided locally, from Russian
suppliers. Unsurprisingly, the building was riddled with hundreds of
listening devices. This embarrassment to the State Department is still
standing in Moscow inside the U.S. compound.8 Building construction
remains a problem for U.S. government and contractor of¢ces overseas.

For decades, U.S. counterintelligence of¢cials from the FBI, CIA, and State
Department pleaded with State Department diplomats to eliminate or curtail
the access of hundreds of local employees at the U.S. embassies and
consulates inside the former Warsaw Pact nations of Eastern and Central
Europe. Everyone involved was fully aware that all these local employees
were reporting to the KGB (or its equivalent services). Yet, the
``professionals’’ at the State Department refused to ¢re them or restrict
their access.9 The problem was not con¢ned to the Warsaw Pact. For
example, in 1979 a foreign employee of the American embassy in Paris
was caught stealing classi¢ed documents and ¢red.10

The hiring of foreign nationals in the United States poses its own security
problems. French intelligence, for example, regularly sought to place
employees within targeted U.S. ¢rms with high-tech secrets.11 Chinese
intelligence regularly uses its scientists in U.S. ¢rms as intelligence sources
and collectors.12

In fact, foreign employees can expect to be targeted by their home
intelligence services if they occupy positions with access to secrets either
abroad or in the United States. The U.S. counterintelligence community
needs to be better prepared to deal with this fact.

Visitors
When the Cold War was declared over in 1993, shortly after the demise of the
Soviet Union, physical security safeguards at installations housing secrets,
such as they were, were greatly relaxed. Even before that, in 1985, the
Director of Central Intelligence raised concerns about the U.S.
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Department of Energy’s (DOE) foreign visitors program, as did the General
Accounting Of¢ce in its reports in 1988 and 1997.13 The 1999 President’s
Foreign Intelligence Advisory Board’s (PFIAB) Special Report cited
numerous instances of sloppy or nonexistent safeguarding of classi¢ed
material at the Department of Energy (DOE) nuclear weapons
laboratories.14 Paul Redmond, a former head of CIA counterintelligence,
noted on television on 12 December 1999, that after 1993 the State
Department issued non-escort badges to several foreign of¢cials, including
those from Russia. Redmond also noted that the director of the Defense
Intelligence Agency did the same thing with foreign military attachës,
including Russians, giving them free run of the Pentagon.15 Surprisingly,
they, in fact, had similar access in the 1970s, and used it to steal anything
they could lay hands on, according to a KGB of¢cer.16 Redmond also
reminded viewers of a 1998 incident when an entire day’s worth of top
secret intelligence reports was taken from Secretary of State Madeleine
Albright’s of¢ce by an unidenti¢ed man and has never been recovered, nor
has the man been identi¢ed.17

According to information in the 1999 Defense Authorization Bill, 6,398
foreigners visited the three DOE ``weapons labs’’ (Los Alamos, Sandia,
and Lawrence Livermore, where nuclear and other weapons research and
development is conducted and weapons information is archived) in 1998.
Of these, 1,824 were from countries involved in arms proliferation or
espionage, such as China, Russia, and India.18 Once the matter became a
national sensation in early 1999, DOE Secretary Bill Richardson, under
pressure from Congress, mandated a temporary ban on all foreign visitors
to these labs. The 1999 Report of the House Select Committee (Cox
Committee) which investigated Communist Chinese espionage, stated
authoritatively that ``The PRC (Peoples’ Republic of China) also relies
heavily on the use of professional scienti¢c visits, delegations, and
exchanges to gather sensitive technology.’’19 But less than six months later
Secretary Richardson (incredibly) announced that visitsöincluding
long-term visitsöof foreign nationals to DOE labs would resume.20

Dr. Bruce Alberts, president of the National Academy of Sciences and a
leading critic of the DOE ban, stated that it was ``unfair to foreign
scientists,’’ would cause other countries to impose bans on American
scientists, would affect U.S. ability to implement and verify nuclear arms
agreements, and would affect the ability of the labs to attract ¢rst-rate
scienti¢c talent.21 Dr. Rodney Nichols, president of the New York
Academy of Sciences, while giving lip service to zero tolerance for lax
security and espionage, seemed to miss the connection with foreign visitors
when he stated that ``an overzealous security bureaucracy, shutting down
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thousands of productive exchanges every year, must not be tolerated.’’22 This
mindset that science is more important than secrets or counterintelligence
is pervasive at the DOE.

Exit control
Other government agencies are equally negligent regarding physical security.
Fawn Hall (the former secretary to Oliver North at the National Security
Council during the Ronald Reagan Administration) admitted to Congress
that she removed secret papers from the Old Executive Of¢ce White
House complex by concealing them in her clothing. Aldrich (Rick) Ames,
a CIA of¢cer, downloaded secrets onto a £oppy diskette on his Agency
computer and left the premises with them in his pocket. Jonathan Pollard
regularly walked out of the U.S. Naval Intelligence Support Center with
his briefcase full of secret papers destined for the Israelis.23 Other western
democracies suffer from the same problems. Recently, a senior of¢cer of
Canadian intelligence reportedly left a computer diskette containing the
names of con¢dential informants and contacts in a phone booth, while a
Royal Canadian Mountie had a list of informants (and his revolver)
stolen from the trunk of his car.24

As the 1999 special investigative report of the President’s Foreign
Intelligence Advisory Broad (Rudman Report) noted, ``Every
administration set up a panel to review the national labs. The problem is
that nothing is done . . . . Security and counterintelligence responsibilities
have been ``punted’’ from one of¢ce to the next.’’25 This, unfortunately, is
indicative of government in general. Even the most elementary of
precautionsökeeping potential intelligence agents away from facilities and
personnel with secretsöappears beyond the capabilities of the U.S.
counterintelligence and security communities, as does stopping employees
from exiting of¢ces with secrets.

Personnel security
The essence of personnel security is to determine that those who have access to
secrets as a result of their jobs are people of suf¢cient probity and
responsibility who will safeguard that data. Here, the counterintelligence
community has traditionally failed badly, and continues to do so. Key
elements of personnel security counterintelligence are background
investigations and reinvestigations, polygraph examinations, and the ``need
to know’’ principle. Numerous other programs involve the detection of
employees with problems such as alcohol and substance abuse, ¢nancial
problems, and marital problems that might affect their performance as
custodians of classi¢ed information, and mechanisms to assist separated
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employees ¢nd new jobs. These important elements also address some major
causes of why an American might spy, but being widespread and generally
noncontroversial matters, they will not be discussed further here.26

Background investigations
A basic step in the personnel security process is the background investigation,
required when someone is proposed for a security clearance which gives
access to secrets. Historically, this counterintelligence tool has been very
poorly used, thereby allowing several hundred members of the U.S.
Communist Party and supporters of the Soviet Union, who had been
recruited by Soviet intelligence in the 1930s and 1940s, into sensitive and
senior positions in such agencies as the State, Treasury, Agriculture, and
Justice Departments, and the Of¢ce of Secret Services (OSS), to spy for
the USSR. These inroads were documented in detail by John Earl Haynes,
Harvey Klehr, and Fridrikh Firsov in the groundbreaking book The
Secret World of American Communism (Yale University Press, New
Haven, CT, 1995). Their information was con¢rmed by the release of the
NSA’s ``Venona’’ communications intercepts.

In 1995, 50,000 ¢rms were working as United States government
contractors, conducting classi¢ed research or production, and 3.2 million
secret or above security clearances had been issued.27 The Defense
Department recently admitted that it currently has a huge backlog of new
clearance investigations and reinvestigations. The Pentagon also disclosed
that over 2.4 million military, civilian, and contractor employees hold
defense security clearances (the government-wide ¢gure is over 3 million).
Of that total, about 524,000 hold ``top secret’’ clearances and 1.8 million
hold ``secret’’ clearances.28 Many of these employees have been given
``temporary’’ access, pending the completion of the background investigation.

People who do background investigations are not usually well-paid, and the
job has no career prospects. Civil liberties concerns have blocked investigators
from access to employees’ bank accounts and investments, as well as lifestyles.
The sheer number of employees with sensitive access precludes any double
check of employee-volunteered information unless the subject comes under
suspicion from other investigative leads. As a result, background
investigations tend to be cursory, usually involving an interview of the
references the applicant listed, as well as veri¢cation of employment,
academic records, and checking the person’s name with various law
enforcement agencies for criminal records.

Classic examples of poor background investigations include the case of
Sergeant Jack Dunlap, who worked at the NSA and spied for the KGB
for at least three years (1960^1963) . Paid a modest military salary of $100
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per week, Dunlap had a pleasure boat, a Jaguar, and two Cadillacs in his
driveway. Counterintelligence of¢cers became fully aware of Dunlap’s
espionage only after his suicide in 1963, when secret materials were found
in his garage.29 Larry Wu-Tai Chin had over $700,000 in real estate
holdings, dropped $96,000 while gambling in Las Vegas, and was
repeatedly audited by the Internal Revenue Service (IRS), all of which
went unnoticed by the CIA.30 NSA defectors William Martin and Bernon
Mitchell, homosexuals who had serious lifestyle problems, went undetected
by NSA.31 Thirty years later, Rick Ames drove a Jaguar, lived in a
$500,000 home fully paid for, and had an extravagant lifestyle, yet he
passed a CIA reinvestigation, which included a new background check.32

Recent reforms as a result of the Ames case give U.S. law enforcement
investigators greater access to ¢nancial and investment data, and provide
for greater FBI control over personnel security at the CIA, but this is
useful only in the investigation of people who have already come under
counterintelligence scrutiny. The sheer volume of information cannot be
routinely checked, and is thus of little value to basic counterintelligence.
Private contractors are not exempt from poor personnel security practices:
the cases of Christopher Boyce, James Harper, William Bell, and Thomas
Cavanagh, all contractor spies, stand testament to this.33 The number of
people to be screened is beyond the capabilities of the U.S.
counterintelligence establishment (including contractors), and there is little
prospect of change.

Reinvestigations
To the best of my knowledge, only the CIA, FBI, and NSA routinely
reinvestigate employees after a certain number of years. Other agencies do
it on a random basis. And some never reinvestigate. When an employee
acquires a top secret or special access clearance to highly compartmented
information, a reinvestigation is supposed to take place every ¢ve years
(for example: the Department of Energy ``Q’’ clearance giving its holder
access to nuclear secrets). The Pentagon recently admitted to being more
than 905,000 reinvestigations behind.34 A DOE study showed that from
1947 to 1972 over one million Q clearances were applied for, with only
0.2 percent turned down.35 Many investigators have indicated that this
reinvestigation is often a mere review of an individual’s ¢le, without any
new ¢eld investigation. Again, the numbers defeat the counterintelligence
investigators. Even special clearances are widely handed out. Because of a
lack of personnel and budget, as well as civil liberties concerns,
reinvestigations are not a serious counterintelligence check.
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Polygraph examinations
Polygraph examinations serve three separate counterintelligence purposes.
First, they intimidate would-be disclosers of secrets from doing so for fear
of being caught. Second, when used on a routine basis they can reveal
deceptions which can lead to confessions, or at least more intensive
scrutiny. Third, they can be used as a follow-up investigative tool should
a person come under suspicion from other means. Examples of all three
are available: Chinese spy Larry Wu-Tai Chin retired from the CIA rather
than face a periodic reinvestigation and polygraph examination. Sergeant
Jeffrey Carney, a spy for East Germany’s Stasi, changed jobs to avoid
having to undergo a polygraph test. The CIA maintains that Harold
Nicholson, a spy for the KGB and SVR (the latest incarnation of the
KGB’s foreign intelligence component), came to the attention of
counterintelligence of¢cers when he failed a routine re-polygraph exam.36

CIA secretary Sharon Scranage, when confronted with a failed
re-polygraph, confessed to giving information to her Ghanaian lover.37

NSA’s Jack Dunlap, mentioned earlier, committed suicide following an
unsatisfactory polygraph which had aroused counterintelligence suspicions
of him.38 Los Alamos scientist Wen Ho Lee reportedly failed a polygraph
on what are known as counterintelligence (CI) questions (for example,
unreported contact with foreign of¢cials and passage of information)
which (belatedly) played a part in his investigation.39

The polygraph is a vital tool of counterintelligence, yet it is opposed by most
Americans, including legislators and the courts. Only a handful of government
agencies use it. During my years on the National Security Council staff
(1981^1984), I and others argued vociferously for polygraph examinations
for all who read the most sensitive intelligence, primarily to ¢nd out who
was leaking very sensitive information to the press. This suggestion
actually made it into a draft Presidential order, but Secretary of State
George Shultz threatened to resign if it were to be applied to the State
Department. Certain senior White House aides also expressed opposition,
for easily imaginable reasons. The idea was quietly dropped.

In the wake of a massive leak of U.S. nuclear weapons secrets, Energy
Secretary Richardson announced in June 1999 that 12,000 DOE weapons
laboratory scientists would henceforth be polygraphed.40 An ensuing loud
outcry from scientists and legislators resulted in that order being gutted.41

In December 1999, Richardson reversed himself, stating that only a few
hundred scientists would eventually (over a ¢ve-year period) face a
polygraph exam.42 New Mexico Senators Pete V. Domenici and Jeff
Bingaman supported the protesting scientists, and publicly questioned the
polygraph’s reliability.43 U.S. Supreme Court Justice Clarence Thomas,
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speaking on an 8 to 1 Court ruling disallowing polygraph results as evidence in
military courts martial (U.S. v. Scheffer), stated ``There is simply no consensus
that polygraph information is reliable.’’ Justice John Paul Stevens, in dissent,
noted studies indicating that Defense Department studies show that
polygraphs have an accuracy rating of about 90%, which is comparable to
¢ngerprint identi¢cation.44 But American attitudes concerning civil
liberties, distrust of government, and disrespect for secrets of any kind
make mandatory routine polygraph examinations only a pipedream of
counterintelligence of¢cers, not a reality.

Need to know principle
``Need to know’’ is an axiom of counterintelligence, requiring that employees
be given access only to those secrets that they need to know and no
others. A variation is known as ``compartmentation,’’ that is, restricting
access to secret information to only those with a need to know. It has
never worked in practice, despite periodic reforms demanding that it be
rigorously enforced. The 1986 U.S. Senate Select Committee Report,
``Meeting the Espionage Challenge: A Review of Counterintelligence and
Security Programs,’’ was one such futile effort insisting on a new effort to
implement the need to know principle.

From time to time, certain categories of information are restricted, but
inevitably the readership list grows and grows. A classic example is the
CIA’s National Intelligence Daily, a daily summary of overnight
intelligence items designed for the members of the National Security
Council. Readership eventually grew to the thousands. In 1998 its
publication was suspended because a number of entries regularly found
their way into the daily newspapers, especially Bill Gertz’s column in the
Washington Times. Doubtless, within a short time, a similar publication
will develop a wide readership.

The proliferation of special access clearances is another example of the
laxity of compartmentation. The 1999 PFIAB Special Report noted that
one weapons lab in 1990 and 1991 had granted ``Q’’ clearances to more
than 2,000 employees who did not need access to the information.45 The
CIA, burned by Rick Ames’s access to vast areas of intelligence outside
his ``need to know,’’ has made a major effort to tighten up computer
access, but at the same time is promoting functional ``centers’’ covering
areas such as counterintelligence, counterterrorism, and nonproliferation,
thereby merging operations and intelligence personnel in one functional
of¢ce and widely expanding the circle of knowledge of sensitive
intelligence and operations. Counterintelligence reforms at CIA after the
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Ames scandal resulted in, among other things, a wider dissemination of CIA
secrets to the FBI and to the National Counterintelligence Center
(NACIC), a multi-agency organization.

Defense against ethnic recruiting
Counterintelligence defense against the targeting of ethnic Americans needs a
separate assessment. Most of the more than 50 foreign intelligence services
which operate in the United States (and numerous others which operate
against Americans when they are abroad), practice ethnic recruiting, that
is, seek to recruit persons of the same ethnic background as the foreign
intelligence of¢cer. A classic example is the Robert Kim case. Kim, a
Korean-American working as a Navy intelligence analyst, was persuaded
by the South Korean military attachë to give him Pentagon secrets.46

Russia, China, India, and Israel are avid practitioners of this tactic, with
the Chinese taking it to the extreme of recruiting only ethnic Chinese.47

Yet attempts to warn hyphenated Americans of this danger have been met
with outcries of discrimination. Despite the fact that in 1998 Peter Lee, a
Los Alamos laser scientist, confessed to passing secrets to China, the
investigation of Wen Ho Lee produced an immediate outcry of
discrimination from various Chinese-American organizations (as well as
the PRC).48 The same thing happened to television reporter Connie Chung
when, in 1995, she broadcast a report that many PRC visitors were
performing intelligence missions. After vociferous protests from
Sino-American groups, she was forced to apologize on air, and
subsequently lost her anchor job on the CBS Evening News.49

Even stating the fact that foreign intelligence organizations practice ethnic
recruiting has come under attack. In 1993, a Hughes Company security
briefer was forced to publicly apologize when his warning about the
PRC’s targeting of Chinese Americans resulted in protests from
Chinese-American groups.50 When a Defense Department security of¢cer
wrote in a 1995 study that the Israeli services targeted American Jews,
Jewish organizations, led by B’nai B’rith, demanded that heads roll.51 The
analysis was quite correct, and was repeated in a General Accounting
Of¢ce (GAO) study of economic espionage in 1996.52 Fearing political
incorrectness if not persecution, the GAO identi¢ed Israel only as
``Country A’’ in the study. The targeting of ethnic Americans by foreign
intelligence services is a reality, but the discomfort of Americans in
discussing, thinking about, or dealing with it will continue to inhibit
counterintelligence measures.

COUNTERINTELLIGENCE: THE BROKEN TRIAD 275

AND COUNTERINTELLIGENCE VOLUME 13, NUMBER 3



Infosec
Computer security is often termed ``infosec’’ in governmentese. Any number of
senior counterintelligence of¢cials, including FBI Director Louis Freeh, have
warned that the computers which house U.S. secrets are very vulnerable.
The Cox Committee Report noted that at DOE ``classi¢ed information
had been placed on unclassi¢ed networks, with no system for either
detection or reliable protection’’.53 The 1999 PFIAB Special Report added
a long list of computer security shortcomings.54 Simple yet effective
measures, such as removing the disk drives so as to prevent copying of
data to disks, done by the CIA after Ames’s espionage became con¢rmed,
is not widespread in government. Russian intelligence hackers penetrated
Defense Department establishments and DOE laboratories. An early
penetration effort at DOE, done by hackers in the pay of the KGB, was
chronicled by Cliff Stoll in his book The Cuckoo’s Egg.55 In 1998, a
hacker group calling themselves ``Masters of Downloading’’ bragged
publicly that they had stolen the means to cripple U.S. military
communications, a claim denied by the Pentagon.56

More serious threats recently came from Russia and China. An FBI
investigation, called ``MOONLIGHT MAZE,’’ noted in 1999 that Russian
hackers had penetrated Defense Department and other government agency
computers, as well as those of contractors.57 After the United States
inadvertently bombed the PRC embassy in Belgrade, Yugoslavia, in early
1999, Chinese hackers reportedly attacked U.S. Defense computer sites,
allegedly revealing an astonishing 3,000^4,000 ``back doors’’ into U.S.
computer systems that had apparently been created by Chinese agents.58

The FBI subsequently admitted that its new infosec unit, the National
Infrastructure Protection Center (NIPC), is badly under strength.59 The
NIPC was created as a result of President Bill Clinton’s 1998 Presidential
Decision Directive (PDD-63) to protect the national infrastructure.

In addition to professional intelligence hackers, an increasing number of
dangerous semiprofessional hacker groups are targeting research sites. One
such group, Milw0rm, boasted in 1997 of penetrating the Indian
government’s classi¢ed nuclear research site, a feat repeated by three
teenage hackers in 1998, while Global Hell members attacked the White
House and FBI websites. Many hacker groups, such as LOpht, Phrack,
Masters of Downloading, Cult of the Dead Cow, Global Hell, the Chaos
Computer Club, Milw0rm, and others maintain websites where they
openly share hacking tips, while others provide free of charge the latest
state-of-the-art software hacking tools, such as ``SATAN’’ and ``Back
Ori¢ce.’’ Hacker magazines, both on-line and over the counter, such as
2600 and Phrack, also offer hacking tips.

276 FREDERICK L. WETTERING

INTERNATIONAL JOURNAL OF INTELLIGENCE



In sum, the offense, represented by both intelligence service hackers and
semi-professional private groups, is well ahead of counterintelligence
defense in terms of protecting computer information security, and is likely
to stay ahead in the foreseeable future.

TSCM
Technical security countermeasures (TSCM) are a collection of technical
efforts to detect the technical penetrations of facilities by foreign
intelligence services to collect intelligence. The best-known are the
electronic audio listening devices, or bugs. TSCM is a standby collection
technique for all major intelligence and security services. The United
States has proven particularly vulnerable to this technical espionage.
Widely known is the story of the reproduction of the great seal of the
United States hanging in U.S. Ambassador George Kennan’s of¢ce in the
Moscow embassy which, in 1952, was discovered to have a listening
device concealed therein.60

TSCM measures usually involve trained technicians who, using both
sophisticated electronic and x-ray devices, as well as painstaking physical
examination, ``sweep’’ an area to discover any such devices. In 1944, the
very ¢rst TSCM sweep uncovered 120 microphones in the Moscow
embassy. In 1962, another 40-odd were uncovered in another sweep.
Before the new U.S. chancery was occupied in the late 1970s, sweepers
found a very large number of listening devices built into walls, girders,
and other parts of the building.61 In a late 1960s case called ``Gunman,’’
CIA technicians discovered that IBM electric typewriters in the Moscow
embassy had been bugged by the Soviets so that the electronic radiations
could and were being detected by Soviet receivers which could convert the
signals into keystrokes.62

A solid defense measure was introduced in the 1970s, both at home and
abroad, with special acoustically-shielded rooms, often called ``bubbles,’’
being installed. These counter-audio and other techniques and hardware
are excellent counterintelligence measures. But they are expensive, still too
few in number, and unwieldy to use on a daily basis, and thus fall victim
to the American character trait of not doing anything that makes
demands on resources which might be ``better’’ used elsewhere, and which
calls for sacri¢cing certain ``freedoms.’’ The problem is compounded by
the huge number of U.S. facilities under attack, not just by the Russians
but by most world services.

TSCM simply has far too few resources dedicated to it compared to the
breadth of the attacks. Sweeps, even of highly-threatened facilities, are
made too infrequently. The problem continues: as recently as December
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1999, Department of State security of¢cials discovered a Russian listening
device planted in a seventh £oor (executive level) conference room at the
State Department.63 The number of facilities to be swept is far too huge
for the very limited number of ``sweepers,’’ who burn out quickly, and
other measures such as bubbles. As a result, this form of
counterintelligence is a recurring failure.

Encryption
Encryption of communications is a wonderful counterintelligence tool, but like
sweep teams and bubbles is not used nearly enough to secure U.S. secrets.
Despite the fact that the National Security Agency supplies effective and
widespread encrypted communications instruments and methods, U.S.
communications are under massive intercept attack by Russian (and other)
signals intelligence (sigint) units. KGB defector Vasily Mitrokhin devotes
several pages of his book, The Sword and The Shield, to the great
intelligence gains of these (sigint) efforts against U.S. communications.64

He notes that the Russians maintained signals intelligence sites located in
Soviet diplomatic installations to listen in on telephone calls, telexes,
faxes, cellular phone calls, radio communications (via radio, microwave,
and satellite signal intercept capabilities). Other Soviet (sigint) listening
sites were located in Mexico City and Lourdes, Cuba, where both the
SVR (successor to the KGB’s foreign intelligence arm) and GRU have
maintained a massive collection of antennas and personnel even
subsequent to the fall of the USSR. To expect that Russia has closed any
of these installations since Mitrokhin’s defection is unrealistic. Other
defectors have con¢rmed Mitrokhin’s disclosure that Americans are very
open in discussing secrets on unprotected communications channels,
despite the wide availability of encrypted, secure communications.65 In the
1999 Kosovo ¢ghting, Serbian forces were able to evade much NATO
bombing damage because they were reportedly listening in on U.S. pilots’
radio chat which gave away targets in advance.66

Part of the problem is the sheer volume of communications involved in, for
example, a military deployment. But another part of the problem is the
American cultural trait of avoiding any counterintelligence procedure that
is too intrusive or value-con£icting. The end result is continuing failure to
protect American secrets, despite yeoman efforts by counterintelligence
agencies and the NSA.

278 FREDERICK L. WETTERING

INTERNATIONAL JOURNAL OF INTELLIGENCE



Other measures
Many corporations now routinely monitor employee e-mail. But several
government agencies and contractors refuse to do so, even though many
of their personnel openly correspond electronically with colleagues
overseas, including Russia and China. Similarly, regular scrutiny of
telephone and fax records is rare. The security, rather than
counterintelligence, of¢cers generally charged with conducting these
measures are often both untrained and legitimately concerned about
possible violations of employees’ rights and their own personal liability.
Photocopy machines in areas where classi¢ed information is developed
and stored are uncontrolled throughout the federal government. Routine
``trash trawling,’’ the examination of employees’ trash, is considered
anathema unless done by a law enforcement agency. Firewalls on
computers are weak or nonexistent. (Some government of¢ces inexplicably
use a ¢rewall made in Israel.)

Attempts to rectify these situations are usually met by passive resistance and
noncompliance. Overworked and undertrained security of¢cers cannot enforce
such other measures. Foreign nationals on most staffs are generally
untouchable. And in private industry and at American universities, they
often come either free or inexpensively from foreign ¢rms and governments.

II. Frustrating Foreign Intelligence Operatives
The second major function of counterintelligence is to frustrate the efforts of
foreign intelligence operatives to steal U.S. secrets. This can be
accomplished in numerous ways: expelling them or denying them entry;
controlling their movements and access; surveilling them by physical
and/or electronic observation; and using ``double agents’’ to preoccupy
and mislead them. A key precondition to these efforts is knowing who the
operatives are.

Knowing who they are
Essential parts of any counterintelligence effort are good record-keeping and
the sharing of information among agencies. This aspect of
counterintelligence has been improved as a result of reforms in the
aftermath of the Ames case. A widespread knowledge exists in the overall
counterintelligence community about the known and suspected foreign
intelligence of¢cers, and the modus operandi of the foreign intelligence
services. But information concerning visitors who may be known or
suspect intelligence collectors is not well-circulated. Until 1998 foreign
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visitors to U.S. weapons laboratories went largely unreported to DOE
counterintelligence, especially after 1993 and the perceived ending of the
Cold War.

Record-keeping is the heart of any counterintelligence program. The U.S.
counterintelligence community has had excellent records, built up mostly
from painstaking debrie¢ngs of intelligence defectors and assets, as well as
examination of the results of double-agent cases and the surveillance of
intelligence of¢cers. During the Cold War there was also widespread
sharing among NATO allies of information on Warsaw Pact intelligence
personnel. Identi¢cation and record-keeping are made dif¢cult by the use
of non-of¢cial cover by foreign spies, and by the use of nonprofessionals
to collect intelligenceöa major modus operandi of the Chinese services.

Recently, cooperation among Western services has cooled somewhat, as
allies now also consider themselves competitors engaging in economic
espionage against each other. The expulsions of alleged CIA of¢cers from
France in 1995 and Germany in 1997 are indicative of this new wariness.67

Expelling or denying entry to intelligence of¢cers
The single most effective counterintelligence technique the United States or
any other state used to suppress foreign spying is the expulsion or denial
of entry to others’ intelligence of¢cers, but the positive results are
generally short-term. Most intelligence personnel operate with the
protection of diplomatic status, or ``of¢cial cover,’’ as it is known in the
business. But even as ``diplomats,’’ their visa requests always receive extra
scrutiny by counterintelligence services. During the Cold War, NATO
counterintelligence of¢cials cooperated in exchanging information on
hostile intelligence of¢cers, and in denying visas to known or
heavily-suspect intelligence operatives. This seriously handicapped the
Warsaw Pact services.

Mass expulsion of intelligence of¢cers is also effective in seriously damaging
espionage operations, at least for a time. For example, KGB operations were
crippled in Britain in 1971 when Prime Minister Edward Heath authorized
the expulsion, with publicity, of 105 KGB and GRU personnel. In 1986,
President Ronald Reagan authorized the FBI to mount a similar effort in
which 80 KGB and GRU of¢cers under diplomatic cover were expelled
from the United States. In his book on the KGB, written in collaboration
with British scholar Christopher Andrew, KGB defector Oleg Gordievsky,
a former head of the KGB of¢ce in Britain, states that in 1971 ``the
golden age of KGB operations came to an end. The London residency
never recovered from the 1971 expulsions.’’68 Yet, according to former
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CIA counterintelligence chief Paul Redmond, despite heavy expulsions, the
Russian intelligence presence in the United States today is as large or
larger than at the height of the Cold War.69

If expulsions with publicity and visa denials are so successful, why are they
not done more often? The answer is twofold: ¢rst, the foreign
governments always retaliate, although not always proportionately. More
important, such expulsions seriously damage relations with the state whose
suspect diplomats have just been expelled. Important bilateral and
multilateral agreements, and trade relationsöthe basic elements of
diplomacy and state-to-state relationsöare put at risk. Mutual hostilities
increase, and diplomatic ``hawks’’ are encouraged. As a result, presidents,
prime ministers, and especially foreign ministries and the State
Department, almost always oppose such expulsions. The CIA also
opposed the 1986 expulsions, fearing retaliation. The customary method is
to ask, without fanfare, that detected intelligence of¢cers quietly leave the
country. Occasionally, an intelligence of¢cer involved in an operation
deemed particularly damaging may be expelled with publicity. For
example, Stanislav Borisovich Gusev, a Russian diplomat caught remotely
operating a listening device in the State Department, was expelled for
espionage on 8 December 1999.70 But earlier that year, three Russian
diplomats had been quietly expelled without publicity. The bottom line is
that mass expulsions with fanfare can cripple a foreign state’s espionage
effort for a time, but the diplomatic cost is almost always too high for
leaders to accept such recommendations.

Using physical surveillance
Physical surveillance, the most common technique of counterintelligence
agencies worldwide, is very labor intensive and boring, and positive results
are few and far between. It can be divided into three parts: static
surveillance, mobile surveillance, and electronic and other surveillance.

a. Static surveillance
Static or ¢xed-point surveillance is observation of a place, perhaps a suspect’s
residence, or a ``choke-point,’’ where suspects regularly have to pass, or,
more commonly, the chancery building of a foreign embassy whose
personnel include intelligence of¢cers. These surveillances have three
purposes: to alert a mobile surveillance team when a subject exits or
passes by so that the team might pick the suspect up; to chronicle a
suspect’s movements and/or visitors; and to attempt to identify would-be
spies walking into a foreign embassy to volunteer their services. The
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results admirably serve the ¢rst two purposes of counterintelligence; that is
why surveillance exists on most major embassies (including American
embassies) around the world.

The third purpose, catching prospective spies, is, frankly, not well-served.
For example, in the United States, the most important volunteer spies
have walked through the front door of the Russian chancery on 16th
Street in Washington, D.C. to offer their services without being identi¢ed
by the FBI. Martin and Mitchell, Dunlap, Ronald Pelton, Edward Lee
Howard, and Robert Lipka are perfect examples. The FBI has, however,
caught some ``bottom-feeder,’’ or low-level (and dumb), would-be spies
who made the mistake of calling or writing to the Soviet embassy to
volunteer their services, or somehow drew attention to themselves while
visiting that embassy. Charles Anzalone, Kurt Lessenthien, Randy Jeffries,
and Thomas Cavanagh made the mistake of phoning and writing to the
Soviet embassy, not realizing that the FBI has means of detecting call-ins
and write-ins.71 Edwin Moore tossed a package of secrets over the wall of
the embassy compound with a note offering his services. Thinking it might
be a bomb, KGB security of¢cers turned the package over to the police
unopened.72

In the main, static surveillance has a very narrow window of usefulness to
counterintelligence, and is better suited to watching suspects and catching
low-level would-be spies than to catching heretofore undiscovered real
spies coming in off the street.

b. Mobile surveillance
Mobile surveillance can be done in many ways: on foot, cycle, vehicle, and
aircraft. The classic Hollywood-style ``tail’’ is on foot, exempli¢ed in the
old spy movie Walk East on Beacon. This type of surveillance, very
common worldwide, is designed for two purposes: to intimidate and
discourage a suspect from undertaking an illegal act relating to espionage,
and catching the suspect in the act of undertaking some aspect of espionage.

Mobile surveillance is extremely labor intensive, and therefore prevalent in
Third World countries where manpower is not a problem. It is often
combined with ¢xed-point surveillance and/or electronic surveillance.
Following a well-trained intelligence operative without revealing the
surveillance is extremely dif¢cult. This is not a problem if the purpose is
to intimidate. Both the KGB and FBI have long practiced close and
obvious surveillance of foreign diplomats suspected of being intelligence
of¢cers. But of¢cers of major intelligence services are given extensive
training in surveillance detection and evasion techniques, and are rarely
intimidated. The autobiographies of a Polish and a Soviet intelligence
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of¢cer assigned to spy in the United States reveal that, while each had great
respect for FBI surveillance, both were con¢dent they could beat it when
necessary.73 The FBI’s surveillance record is mixed. A large number of
Soviet and Russian intelligence of¢cers have been caught by the Bureau
while committing an intelligence act (most often involving putting things
in or taking some out of a ``dead drop’’öa place to conceal money,
documents, ¢lm, etc.) Similarly, some real spies have been caught this
way. But rarely will a spy be caught without having ¢rst come under
suspicion by some other means.

FBI surveillance, unfortunately, has missed some big ones. In 1947,
Hoover’s most wanted man, Gerhard Eisler (an East German Comintern
agent working with the U.S. Communist Party), eluded FBI surveillance
while on trial and £ed by ship.74 In 1985, Ed Howard (CIA-trained in
surveillance detection and evasion) evaded FBI surveillance and £ed to
Mexico.75 Even the FBI’s elite surveillance team, called the ``Super-Gs,’’
was beaten by Rick Ames (also CIA-trained and FBI-trained as well) who
managed to elude surveillance, load a dead drop with a devastating
package of stolen secrets, and then signal (often with a chalk mark) his
KGB handler that the drop was loaded.76

The Hollywood idea that both the spy and handler will be caught in
£agrante delicto by counterintelligence surveillants is, frankly, no longer a
reality when it concerns important spies and major intelligence services. In
1959, it was still possible; FBI surveillance of the USSR’s Washington
embassy GRU of¢cers caught them in a meeting with U.S. Army Lt.
Colonel William Whalen, who was later convicted as a Soviet spy.77 But
today, foreign intelligence services respect current FBI surveillance
capabilities and avoid face-to-face meetings with their spies within the
United States. Important spies are no longer met in-country but rather
abroad, in a safer environment, usually by a highly-trained of¢cer of an
elite, highly-compartmented part of the foreign intelligence service. Only
when intelligence of¢cers get sloppy (as does happen, surprisingly, but
usually with spies of lesser importance) do counterintelligence forces have
a real chance to catch them in the act with their spy. In summary, mobile
surveillance has serious limitations in terms of catching important spies or
frustrating foreign intelligence of¢cers. It does have some deterrent effect
which results in foreign intelligence services moving the spy business
quickly offshore.

c. Electronic and other surveillances
Electronic surveillance by means of telephone taps (teltaps) or electronic
listening devices (bugs), and other forms of surveillance, such as ``mail
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covers’’ (intercepts), serve to frustrate foreign intelligence of¢cers by
identifying their contacts, and either subsequently blocking their
communications or enabling them to be converted to ``double agents.’’
Electronic devices also assist mobile surveillance with such tools as
``beacons’’ which broadcast the location of a vehicle or item. Cell phone
taps can also pinpoint a location. The famous O. J. Simpson low-speed
motor vehicle chase is an example. The California police initially located
him through his cell-phone, which constantly broadcast its location when
turned on.

These special surveillance tools are very useful to counterintelligence.
Teltaps and bugs can serve other purposes besides discovering contacts or
tracing the movements of suspects. They are a primary means of
collecting evidence of espionage when a suspect is identi¢ed as a spy or a
foreign diplomat as an intelligence of¢cer. They can also tell much about
the character of an intelligence of¢cer, perhaps enabling
counterintelligence personnel to target him/her for recruitment.

In terms of frustrating espionage efforts, the utility of electronic and other
devices is limited, and presupposes that foreign intelligence of¢cers will
meet a real or would-be spy in the United States. Intelligent would-be
spies (the most dangerous) know the dangers of meeting a foreign
intelligence of¢cer in the United States (a testimony to the FBI’s overall
effectiveness and intimidatory effect). Instead, as Harold Nicholson and
others did, they will meet in another country, where surveillance may be
less likely or effective.

III. Catching American Spies
The overall record of United States counterintelligence at catching spies is not
good. Approximately 100 Americans have been caught and convicted of
espionage since World War II. A number of others were caught but not
convicted, or even not prosecuted, given the very rigorous American legal
requirements to prove espionage. The FBI noted in 1997 that it had over
200 active espionage cases under investigation and 800 economic
espionage cases.78 Anecdotal reports suggest that the large quantity of
information given U.S. counterintelligence from just two sources, KGB
defector Vitaly Mitrokhin and the CIA-captured East German ``Stasi’’
(State Security Agency) ¢les, puts the number of still not uncovered
American spies at several hundred.

Author Ronald Kessler, citing unidenti¢ed FBI sources, earlier claimed the
number is ``more than 1,000.’’79 The Stasi ¢les alone held data on 13,000 spies,
including some nine Americans, according to Der Spiegel magazine.80 The
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then-CIA Director James Woolsey stated on the NBC television program
``The Today Show’’ in 1994 (probably re£ecting on Mitrokhin’s
information, which had been smuggled to Britain in 1992) that there were
large numbers of leads to people who undertook espionage in the Cold
War, in the United States and elsewhere, and in several parts of the U.S.
government.81 Woolsey attributed these leads to information obtained
after the collapse of Communist governments in Eastern Europe,
particularly East Germany (a clear reference to the Stasi ¢les), and
probably information from Hungary and Czechoslovakia which led to the
wrap-up of the ¢ve sergeants of the Clyde Lee Conrad spy ring in the
1980s. The famous ``Venona’’ decryptions of Soviet intelligence messages
during World War II leave yet unidenti¢ed 178 Russian code names of
American spies.82

The most effective sources of identi¢cation of U.S. spies are defecting
foreign intelligence of¢cers and the spies themselves. The second most
effective is the decryption of coded messages, primarily electronic. The
third most effective are CIA and other intelligence efforts to acquire this
information, including attempts to recruit foreign agents who have such
knowledge. A fourth is through double agents. Last are the methods
described earlier.

Gifts of information
The United States and Russia have both bene¢tted from unwarranted
bonanzas when extraordinarily well-informed intelligence of¢cers, spies,
and informants have volunteered their services and/or information.
Aldrich Ames just about wiped out the stable of U.S. spies in Russia
(estimated at around 20) when he gave their names to a Russian contact
and asked for $50,000 in return.83 CIA acquisition of the East German
State Security (Stasi) ¢les has resulted in the arrest and trial of four
Americans who had worked for Stasi during the Cold War, as well as
hundreds of Germans.84 Most of the information on the Conrad spy ring
of ¢ve army sergeants was probably from CIA acquisition of foreign
intelligence ¢les. In fact, a majority of the great ``successes’’ of
counterintelligence have been gifts from volunteers. KGB defector Reino
Hayhanen gave up Soviet illegal ``Colonel Rudolf Abel’’ (true name Willie
Fischer).85 Polish defector Michal Goleniewski gave up MI6 spy George
Blake, Harry Houghton, and West German BND spies Hans Felfe and
Hans Clemens.86 Vitaly Yurchenko gave the FBI and CIA Edward
Howard and Ronald Pelton.87 Chinese defector Yu Shensan gave up
Larry Wu-Tai Chin to the CIA.88 A Polish CIA spy revealed the spying
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of contractors William Bell and James Harper.89 FBI spy Earl Pitts was
identi¢ed by a defector, Russian diplomat Rollan Dzheikiya.90 NSA spy
Sergeant David Boone was almost certainly identi¢ed by Mitrokhin. NSA
spy Ronald Lipka was uncovered when his former KGB case of¢cer, Oleg
Kalugin, identi¢ed him too closely in his memoirs.91 KGB senior of¢cer
Oleg Gordievsky gave up Norwegian diplomat Arne Treholt and the
entire British stable of KGB agents when he defected. The ``red diaper’’
spies (so named because of their af¢liation with Communism at a young
age), Marie Squillicote, Kurt Stand, and James Clark, were uncovered by
the Stasi ¢les.92

In fact, the history of U.S. counterintelligence is replete with deus ex
machina gifts. In 1938, a naturalized American, William Sebold, born in
Germany, reported his recruitment by German Abwehr, and through his
efforts the FBI identi¢ed over 60 German agents in the United States. The
eight German spies who were landed on Long Island from a submarine
during World War II were not caught by the FBI’s clever efforts, as
Director Hoover announced at the time, but because one of the eight
phoned the FBI and gave himself up and betrayed his comrades.93 In
1938, Whittaker Chambers gave State Department Assistant Secretary
Adolph Berle a list of GRU spies in the State Department, including
Alger Hiss, Lawrence Duggan, and Noel Field. Berle wrote a memo for
his diary, incredibly warned Duggan, and then dropped the matter.94

Hoover refused to even speak to Chambers, who was not believed credible
until interviewed by Congress in 1948 (and when his information became
con¢rmed by the Venona intercepts). Similarly, Elizabeth Bentley gave the
FBI the names of over 70 NKVD (KGB) agents, but she was not fully
believed until the Venona information began verifying her statements in
1948. In 1943, a disgruntled KGB of¢cer sent the FBI an anonymous
letter completely identifying every Soviet intelligence of¢cer in Washington
D.C.95 In 1945, the defecting GRU code clerk Igor Gouzenko gave U.S.
and Canadian authorities the names of several important GRU spies,
including its entire Canadian stable of agents. Vasily Mitrokhin, a KGB
archivist, may have presented the greatest gift of all when he defected in
1992öthousands of pages of KGB archives, with clues to hundreds of
Soviet spies.96

The careers of many spies could have been far shorter and much less
damaging had the American counterintelligence community only listened
to disgruntled spouses and ex-spouses. The most damaging spy to the
United States has been, beyond a shadow of a doubt, John Walkeröa
judgment shared by former KBG of¢cers Gordievsky and Mitrokhin.
Walker spied for the USSR from 1967 to 1985. Yet the damage he did
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could have been lessened had the FBI paid better attention to two telephone
calls: from his ex-wife Barbara and daughter Laura reporting his
espionage.97 In 1982, Patrizia di Palma, the Italian ex-wife of Glenn
Souther, a major KGB spy with access to U.S. Navy strategic secrets,
reported his espionage to the Naval Investigative Service. Her claim went
uninvestigated and Souther spied for three more years before £eeing to the
Soviet Union.98 The wife of Douglas Groat, a CIA of¢cial charged in
1998 with passing secrets to a foreign power, stated that she noti¢ed the
FBI in 1985 that he had passed secrets to two foreign operatives. She
claimed she was interviewed by two FBI agents, but her allegations were
dismissed because Groat had left her a few months before.99 These
incidents re£ect a serious lack of counterintelligence training, and perhaps
some male sexist behavior in discounting allegations from a credible source.

The U.S. counterintelligence record on reception of defectors and other
volunteers is not strong. Defectors have come to the United States and
not been debriefed on a timely basis, if at all, starting with Georgi
Agabekov in 1930, an OGPU (an early version of the KGB) rezident who
was murdered by the OGPU in 1939. A top GRU of¢cer, ``Walter
Krivitsky’’ (true name Samuel Ginsberg), £ed to the United States in 1937
to avoid Stalin’s death purges. He had no serious reception from the FBI
or any other government agency, and had to tell some of his story
through a book, Stalin’s Agent, and articles sold to the now defunct
Saturday Evening Post magazine. His death in 1941 was almost certainly
an NKVD or GRU ``hit’’ to silence him.100 At the same time, a top
NKVD intelligence general, ``Alexander Orlov’’ (true name Leiba Felbin),
£ed to the United States, also to avoid Stalin’s death purges. Orlov was
not interviewed by the FBI until 1953, when he sold a denunciation of
Stalin to Life magazine. An outraged Hoover belatedly ordered an
interview, but Orlov successfully concealed his extensive knowledge of
Soviet spies from both FBI and CIA interrogations.101

More recently, key volunteers have been turned away. Oleg Penkovsky,
``the spy who saved the world,’’ was turned away from America’s Moscow
embassy in 1960.102 Worse still, spies seeking asylum have been returned
to certain execution. Igor Gouzenko was almost given back to the
Russians by the Canadians in 1945. To America’s national shame, KGB
defector Yuri Nosenko was badly and illegally mistreated for three years
in the United States, and defector Yuri Loginov, a KGB illegal, was
returned from South Africa in 1969 to the Soviets (and was immediately
executed) because James Angleton and the CIA were mesmerized by the
paranoid ravings of a previous defector, Anatoly Golitsyn.103 Lastly, in
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1991, the CIA’s Soviet Operations Chief, Milton Bearden, ordered his ¢eld
personnel not to accept KGB volunteers, which probably explains why
Mitrokhin ¢nally went to the British for asylum.104

A strong case can be made that the large majority of the most important spy
cases went undetected until someone told the United States about them. This
re£ects little credit to the entire American counterintelligence community.

Decoding breakthroughs
The biggest bonanza of all came in 1948 when the Army Security Agency, later
to become the National Security Agency (NSA), began to solve Soviet wartime
intelligence messages that had been intercepted but not previously decoded.
These Venona messages ultimately identi¢ed by code name some 350
spies. Nearly half of them were identi¢ed, including the famous nuclear
spies Klaus Fuchs and Ted Hall. The British spy ring known as the
``Cambridge Five’’: Kim Philby, Guy Burgess, Donald Maclean, Anthony
Blunt, and John Cairncross were also identi¢ed from Venona.

Earlier, in 1940, the British had decoded German military intelligence
(Abwehr) messages encoded on the ``Enigma’’ machine, and were able to
identify and neutralize or turn every German spy in Britain. Such decoded
messages rarely give the name of the spy, but provide clues to his identity,
thereby making the counterintelligence community’s job much easier.
While these breakthroughs are few and far between, when they occur, the
counterintelligence forces are given a tremendous leg up in neutralizing the
espionage efforts of the target country.

CIA and other agency collection efforts
In 1991, the CIA reportedly purchased the East German Stasi’s ¢les, which
provided clues to the identi¢cation of 13,000 East German spies, from a
Russian transport of¢cer in charge of shipping them out of East
Germany.105 Various CIA and FBI recruitments of foreign intelligence
of¢cers have identi¢ed other of¢cers and their spies. These operations are
major sources of counterintelligence leads, but further discussion of this
properly belongs in a discussion of intelligence collection, not
counterintelligence.

Double agents
Double agents are spies who fall into either of two categories: (a) foreign spies
who have been discovered and subsequently agree to work for their
counterintelligence captors to avoid penalties; (b) or ``dangles,’’ controlled
sources who are dangled in front of a foreign intelligence of¢cer, often by
directly volunteering to spy, in hopes that the of¢cer will bite and attempt
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to recruit the dangle. From such agents a counterintelligence of¢cer hopes to
learn the identity, method of operation, and spy equipment provided by
the intelligence service to ``their’’ spy. The effort also offers an
opportunity to preoccupy the other side’s of¢cers, keeping them occupied
and without time to chase valid targets. Lastly, it offers opportunities for
disinformation. The British used their best double agent, codenamed
GARBO, to effectively confound the German leadership about the
Normandy landings in 1944.106

Disinformation has become a separate, ``hot’’ new discipline in the U.S.
intelligence community. But information obtained from such double agents
is often minimal. Intelligence of¢cers have learned not to expose their best
techniques to new, volunteer sources, and to be suspicious of their
information. Dangles and double agents must produce good intelligence
information or they will be dropped. And making real secrets available to
give away in such fashion is often dif¢cult. Only double agents from
current or previously denied areas, such as Cuba, East Germany, or the
former Soviet Union, have proven really effective because so little is or
was known about their countries and governments, and almost any
information has been welcomed by intelligence analysts.

Double agents are time-consuming, and the payoff generally so slight, that
as a rule the CIA avoids them, leaving them to the military intelligence
and the FBI.

IV. Why U.S. Counterintelligence does not Work
There are three reasons why United States counterintelligence methods do not
work. The ¢rst is a problem with U.S. law. The second deals with two
American cultural traits which have assumed the importance of ¢xed and
binding customs, or ``mores.’’ The third has to do with traditional
bureaucratic behavior.

a. U.S. law problems
Since the 1950s Supreme Court under Chief Justice Earl Warren and even
earlier, United States espionage law has posed major burdens on the
counterintelligence community. Prevailing law is based primarily on the
1917 Espionage Act (now 18 US Code 794) which requires that four
elements be proven before an espionage conviction can occur: The accused
person must (1) knowingly communicate or deliver to (2) a foreign entity
(3) material related to national security (third requirement) with (4) intent
to injure the United States, for the advantage of the foreign entity, or for
personal gain. For a counterintelligence service to develop and prove all
four parts, absent a confession or catching the suspect ``in the act,’’ is
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extraordinarily dif¢cult. For example, a State Department of¢cial, Felix
Bloch, was observed secretly meeting a known Soviet intelligence of¢cer
and passing him papers.107 But, the U.S. government was unable to prove
that the papers contained national security information, and thus Bloch
was not even tried. Months and even years of observing a suspect are
often required in order to build up a case which would stand up in court.
Yet, during this period the spies continue to spy, and, as Ames did, cause
even further damage.

Of the many leads to spies provided to U.S. counterintelligence by the Stasi
¢les and Mitrokhin papers, only a handful have yet been brought to trial,
largely because meeting the four conditions of proof is dif¢cult when
counterintelligence receives information of espionage in years gone by.
That explains, for example, why Ted Hall was not prosecuted for his
nuclear spying for the KGB in the 1940s.108 It also explains why FBI
agents had to pose as foreign intelligence of¢cers to nail Earl Pitts, Daniel
King, Robert Lipka, Robert Boone, and the ``red diaper babies.’’109

Even when all four elements appear to have been developed, the government
faces the additional problem of the right of ``discovery.’’ This ¢rst arose at the
Judith Coplon trial in 1948. Coplon had been caught passing notes containing
classi¢ed information to her KGB lover. Her lawyers successfully demanded,
under the right of discovery, all FBI ¢les remotely related to the case. J.
Edgar Hoover reluctantly agreed, but was so outraged by the negative
public reaction to material in the FBI ¢les revealed by the defense that he
ordained that the FBI no longer would risk arresting a suspect unless all
vital information was protected, and would result in a ``slam-dunk’’
prosecution. One reason why Coplon’s conviction was later overturned
was that the U.S. government refused to make public the Venona material
which identi¢ed her as a spy.110

This threat of exposure of secret information obtained by the defense under
discovery motions is called ``greymail.’’ In 1980, Congress, at the urging of the
counterintelligence community, provided some relief from greymail by passing
the Classi¢ed Information Procedures Act (CIPA), which allows the
government to present the material ex parte and in camera to the judge,
that is, secretly, without the defense present. But this does not relieve the
government from giving the defense classi¢ed information that is directly
relevant, and fear of exposure of this information still constrains
counterintelligence agencies and government prosecutors. This fear
reportedly inhibited the government from trying both Oliver North and
CIA Costa Rica station chief Joseph Fernandez during the Iran-Contra
investigations, and to a downgrading of the charges against Douglas Groat.111
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b. American Mores
Alexis de Tocqueville in his treatise on the American people, Democracy In
America, noted in 1830 that democracies are not good at secrecy or
perseverance in foreign affairs. Tocqueville had it right: the sad truth is
that Americans do not like or respect secrets. Newspapers are full of leaks
of classi¢ed information, even from the highest levels of government.

Revelations of secrets are often inadvertent: Ronald Reagan, when
denouncing the 1986 terrorist bombing of the ``La Belle’’ discotheque in
Berlin, blamed Libya and inadvertently revealed that the NSA had
intercepted Libyan communications, a secret of the highest magnitude.
Scientist George Keyworth admitted that he had perhaps talked too much
about the neutron bomb to Chinese scientists during a visit to China in
1980 but felt no remorse, claiming the information was ``just physics.’’112

Congressman Robert G. Torricelli (D., New Jersey) made public classi¢ed
information about Central America, and was shortly thereafter elected to
the U.S. Senate. Senator Daniel Patrick Moynihan (D., New York) has
attacked government secrecy as undermining the accountability of
government to the people, a serious point which has great validity.

Taken together, these are indications of a profound cultural trait which has
become one of America’s mores, which Webster’s Dictionary de¢nes as ``the
¢xed customs or folkways of a particular group that are morally binding
upon all members and necessary to its welfare and preservation.’’

A second U.S. cultural trait is the dislike of informers. Most children are
taught that it is bad to ``tattle’’ on others. During the controversy over
President Bill Clinton’s affairs ABC anchorman Jack Ford, a former
practicing attorney, explained on a television show why everyone loathed
Linda Tripp, stating that in his experience no jury member likes an
informer, and that jurors tend to disregard informer-supplied
information.113 This trait, also a ``mor,’’ has serious counterintelligence
implications. Defectors are often not well received, and their information
is not considered strong evidence in an espionage trial. People are also
disinclined to report on others. Sergeant Jeffrey Carney noted that a
colleague walked in on him photographing secret documents, but never
reported it.114

A third ``mor’’ is American distrust of government. This goes back to the
beginning of U.S. history as a nation. The federal government was
hopelessly weak under the Articles of Confederation because Americans
feared a strong central government. Only after the tacking on of a Bill of
Rights was the Constitution rati¢ed by the crucial states of New York
and Virginia. The writings and statements of Thomas Jefferson and James
Madison warn consistently against a strong central government. In
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modern history, civil libertarians have allied themselves with civil rights
advocates and political conservatives in attempting to limit the powers of
federal government, as is very well documented by Gary Wills in A
Necessary Evil: A History of American Distrust of Government (New
York: Simon & Schuster, 1999).

The misbehavior and malfeasance of recent Presidents certainly has fed this
distrust, as have the exposed transgressions of the FBI and the CIA. The very
fact that the United States had neither an intelligence nor a
counterintelligence agency for most of its history stands testament to this
view. Since the 1960s Hollywood has fed the American fear of
government, and especially the FBI, CIA, and NSA, in a plethora of
feature ¢lms.

c. Bureaucratic behavior
Students of organizational behavior af¢rm that bureaucracies never give up
``turf’’ or authority. The common bureaucratic response to a shortcoming
is to ask for more money and create new bureaucratic entities. That
behavior has occurred in the counterintelligence community, most recently
in 1994 after the Ames case surfaced. President Clinton, in Presidential
Decision Document 24, reshuf£ed and renamed several counterintelligence
coordinating committees. Congress voted lots more money for the FBI
and CIA counterintelligence bureaucracies. An FBI of¢cer was put in
charge of a new bureaucracy, the National Counterintelligence Center
(separate from the CIA’s counterintelligence center and the new FBI
counterintelligence center), and other FBI of¢cers were inserted at the top
level in the CIA’s counterintelligence and security of¢ces. This has
somewhat improved bureaucratic and organizational communications,
albeit largely one way, from CIA to the FBI. The FBI is legendary for
not sharing its information with any other agency.

In addition, the FBI has been moving aggressively in the last decade in
bureaucratically usurping the authority of its rivals. The FBI attempted a
takeover, partly successful, of the Drug Enforcement Administration. In
the counterintelligence ¢eld, the FBI has upset the intent of the 1947
National Security Act, as well as several Presidential executive orders
which mandated that the Bureau would be in charge of counterintelligence
at home, with CIA in charge abroad. The FBI has obtained a
congressional mandate to investigate terrorist crimes against Americans
abroad, and has leveraged this and other congressional grants of authority
to challenge the CIA in foreign countries.
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In the last two years the FBI has opened many new overseas of¢ces,
seriously contesting traditional CIA turf in dealing with foreign
intelligence and security organizations.115 This has created further
bureaucratic muddle and moved the FBI into operations where it has little
expertise nor a necessary freedom of action. Sam Papich, a senior FBI
of¢cer, stated in response to Senate legislation (the Boren-Cohen Bill)
which would have given all counterintelligence authority to the FBI, that
the FBI was incapable of doing CIA duties abroad, which necessarily
involve breaking the laws of foreign countries.116 The author and
journalist Mark Riebling noted that three ``solutions’’ have been proposed
for U.S. counterintelligence problems: give all counterintelligence to the
FBI (supported by then Senators Dennis DeConcini, [D., Arizona],
William Cohen [R., Maine], and David Boren [D., Oklahoma]); give all
counterintelligence to the CIA (supported by Congressman Larry Combest
[R., Texas]; or create a third, ``super’’ organization which would command
both the FBI and CIA in counterintelligence (variations attributed to
Kenneth de Graffenried, former CIA counterintelligence of¢cer Newton
``Scotty’’ Miler, and former National Security Adviser Anthony Lake).117

My thesis is that none of these will work bureaucratically or politically.
The best that can be reasonably expected is some improvement in
coordination between the CIA’s overseas collection and counterintelligence
roles and the FBI’s domestic counterintelligence role. And the swing
toward throwing more authority at the FBI to a large degree adds to the
bureaucratic muddle and will not improve counterintelligence, merely
competition.118

Notably, after each major spy scandal, counterintelligence coordination
improves between agencies. Some of the reforms have also improved
interagency communication. But basic bureaucratic behavior consistently
precludes developing an ef¢cient counterintelligence system. This was best
evidenced when, in 1981, de Graffenried became the Intelligence Director
on the National Security Council Staff. He was committed to creating a
single effective counterintelligence czar or oversight staff to mandate
coordination between the FBI and CIA, and otherwise improve
coordination and training in those agencies. But in his seven years on the
White House Staff, de Graffenried, even with his incredible talent, and
despite his best efforts and the authority of his of¢ce was able to achieve
only minor, piecemeal reforms.119 Bureaucratic inertia and self-defense was
too strong.
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V. Sea Change Needed

``When you’re catching spies, you have a bad counterintel ligence service.
When you’re not catching spies, you have a bad counterintell igence
service. You can’t have it both ways!’’ Judge William Webster, former
Director of Central Intelligence.

An examination of its component parts shows United States
counterintelligence to be indeed broken. Bureaucratic rivalries, American
ethics and mores, and operational realities show that a truly effective U.S.
counterintelligence program cannot be effected without a sea change in
American political attitudes.
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