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Chapter Ten

Military cyber capabilities

The Military Balance has in recent editions carried, 
for some states, short statements of factors (such as 
national plans and organisations) deemed relevant to 
determining national capabilities for military cyber 
operations. We have this year dispensed with this 
method. Instead, and in line with work emerging 
from the Institute’s research into measuring the 
national cyber capabilities of states, we are in this 
edition outlining more systematically the factors that 
we judge useful in understanding a nation’s military 
cyber capability and that we will in future integrate in 
our Military Balance+ database. 

Definitions
Cyberspace is the realm of computer networks in 
which information is stored, shared and commu-
nicated online. A cyber capability entails the use of 
cyberspace to deliver an effect, which can be defen-
sive in nature (such as protection and resilience) or 
offensive (such as influence, coercion, disruption 
and destruction). These effects can be intended to 
achieve numerous national objectives, including 
in the economic, national-security and diplomatic 
realms. The starting point for the Military Balance+ 
is to consider cyber capabilities designed for a mili-
tary purpose.

Some states – for example China, France, 
Singapore and the United States – have created 
higher-level military commands and substantial 
dedicated force structures. Even in these cases, there 
can be the added complication of overlaps, in terms 
of doctrine and force structure, between cyber oper-
ations and information warfare/operations. Other 
states, such as Israel and the United Kingdom, rely 
more heavily on structures that integrate their mili-
tary and civilian capabilities.

This complicates analysis for the Military Balance, 
since much cyber capability that might be used for a 
military purpose is civilian-owned, while some mili-
tary-owned capability might be used for non-mili-
tary purposes. Even in cases of cyber attacks across 
borders, such as Iran’s attack on Saudi Aramco in 
2012 or Russia’s attack on Ukraine’s power grid in 
2016, it is unclear in each case just how much the 
armed forces of these countries were involved. In 

many countries with a cyber-offensive capability, 
these assets sit largely in covert agencies or military-
related intelligence agencies, rather than in the armed 
forces per se. 

Nonetheless, there is a military-owned subset of 
national cyber capabilities, specifically designed for 
military outcomes, that we can look to measure – 
even if the relative size of this subset varies from state 
to state (it is quite substantial in China and the US). It 
is this that we will include in the Military Balance+: 
military-owned cyber capability.

Measuring military-owned cyber capability
As part of its broader research on cyber power, the 
IISS is looking to measure cyber capabilities and 
capacity in order to identify cyber-capable states, 
as well as examining the constraining or enabling 
factors that permit an understanding of how such 
a capability might be used. In order to analyse 
important state capability in cyberspace, we have 
developed a taxonomy that focuses on enablers, 
including indicators of capability from the civilian 
sector and the armed forces. These have been 
tested by a process of conducting research reports 
on select states. The categories are: strategy and 
doctrine; command and control (including intel-
ligence, surveillance and reconnaissance); cyber 
empowerment and dependence; cyber security and 
resilience; global leadership in cyberspace; and 
military capability for cyber coercion.

It is also important to consider the degree to which 
cyber capabilities are integrated into the fabric of 
national strategy and military operations, as well as 
their integration in terms of command and control 
and between civilian and military authorities, and 
also within alliances. Important too is research and 
development, and human capacity.

Developing indicators
With this in mind, it is possible at this stage to set 
out some indicators that could be examined in order 
to assess capability. The nature of cyberspace and 
cyber-enabled capabilities and the organisations that 
employ them mean that some information may be 
hard to obtain, but more is objectively measurable 
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than may be expected, particularly when it comes to 
cyber protection.

Table 25 presents a number of indicators of organ-
isational arrangements (proxy indicators for capa-
bility) of the sort that the Military Balance+ could 
use. In generating this table, we have refined further 
the categories used in the assessment of select states’ 
capabilities, so that we can more accurately measure 

the military-owned subset of their national cyber 
capacity. Of course, there are a range of supporting 
capabilities residing in the civilian sector that enable 
military cyber operations, but these are deliberately 
excluded from the Military Balance+ taxonomy. We 
test these indicators using the United States as an 
example.

Table 25 Military cyber capabilities: a potential collection plan

Overall information 
category

Possible assets Demonstration case: United States

 � Military strategy/
doctrine 

 � Command and 
control and 
integration

 � National-security and cyber-
strategy documents detailing 
the military role in cyberspace; 
cyber-doctrine document(s)

 � National- and command-level 
formations

 � Integrating bodies, such as 
national-security councils

 � Military cyber-intelligence 
capacity

 � National Security Strategy 2018

 � Cyber Command 

 � JP 3-13 Information Operations

 � JP 3-12 Cyberspace Operations

 � 133 Cyber Mission Teams 
(establishment strength of 6,000 
people, 8–10 specialist designations 
for cyber-operations personnel)

 � Indo-PACOM J6

 � Extent of a military 
force’s digital 
dependence/
enabling

 � Space-based intelligence, 
surveillance, target-acquisition 
and reconnaissance (ISTAR) 
capability

 � Global operations and 
therefore reliance on global 
communications capabilities

 � Significant investments in 
digitally enabled technology

 � Ability to independently access 
and manoeuvre in space

 � Space Command;  
satellite constellations for global 
positioning system (GPS);  
global space situational-awareness 
architecture

 � Sovereign space-launch capacity 
(with limits)

 � Reported anti-satellite (ASAT) 
capability

 � Global operations at reach supported 
with reach-back capabilities;  
blue-force-tracker systems
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Overall information 
category

Possible assets Demonstration case: United States

 � Protection and 
resilience of 
military networks

 � Automated joint-force cyber 
situational-awareness system; 
military computer emergency-
response teams (MIL CERTs)

 � Military cyber-security exercises

 � Department of Defense cyber 
exchange

 � CERT teams across all services

 � Cyber Flag exercise

 � NATO and Allied cyber exercises

 � Defensive military deployments 

 � Military capacity 
for cyber coercion

 � Decision-making framework

 � Recent reported uses of cyber 
military force

 � Reported Presidential Policy 
Directive 2.0 revisions

 � Reported 2019 attack on Iran’s missile 
command-and-control system

 � Military research 
and development 
and human 
capacity

 � Research institutes (government 
and military affiliated)

 � Military exercises in cyber 
defence or offensive actions

 � Active recruitment

 � Defense Advanced Research 
Projects Agency (DARPA); 
Intelligence Advanced Research 
Projects Activity (IARPA);  
Homeland Security Advanced 
Research Projects Agency  (HSARPA);  
Idaho National Laboratory, Argonne 
National Laboratory;  
Federally-funded research and 
development centres

 � National Defense University’s College 
of Information and Cyberspace

 � Professional courses

 � Cyber Flag exercise
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